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HERRLYTE

AIGE TN R ER bash(l) shell ai LB FRIBZE A URERES.

# command-in-root-account
$ command-in-user-account

XL shell IRRFFX S TAERANKS,, RTEEME, EAFMREP shell RRFEXMIMELERIZRESD “PS1="\$""
M “ps2=' ', REERMRERMZRAMEML shell RRFRETEETE,

FrIEMaS RAERIZITERIEIESIME LANG=en_US.UTF8" N, BAEHALE #s S RGIH1& command-in-root -accou
# command-in-user-account XM G UNSWENFE, XAME R TREFMEEF RS EH.

- =r
EE

S 07E bash(l) PWIMBLTE “$PS1” 1 “$PS2” HUMRER,

ERZREERANITHRIE, FRFTETHER, W “7E shell PRABSFHHRG, BA Enter 1,7

LR HEMUERERBE - RIEEE, GERZRRAEEMHEL, XEIBESEIRIEFEIT"a” ] the”, E
MBI B S — M RENEEFRINEE, ERVENNEGSERNEREAT 0", BEAFRIESIEERE
RAR, XENEREIMABREN TIEXEHEERRIJENERE, XERIEEETEFSHINEEANZRAT
FEAEN.

=z
B

IR EEEANHOBUT AL, RELEXFEANSFRE,

EXAEGERS| AVER< R BB NG| SEERMITEMW FARH#ITIRG, #Mfk aptitude safe-upgrade”,
EXARESERS| AR B E AR ARG | SIEEROITENN FHEITIRE, #& deb-src”,

HONBTHRNEESAOERASTR (7)), HITFNFRHTIRE, & bash(), B IBREIEIEETE
AT RS RFFEL,

$ man 1 bash
manpage 27| FHFAHREEES P 2R manpage IETS, ¥ sources. list(5), EINIRETEAU T HL KR
EVEH: IS

$ man 5 sources. list

info page TL2 NG| S Z [EMFTEN FEHRKINE, 80 info make, BIVMFREITEAUTHEGRSRIFENENEER,
$ info make

X EHNE | SERRMITENN FHRHITIRG, #IBR”/etc/passwd”, SWFEEXME, RAILABATIIMES KK
HEeENES.

$ sensible-pager "/etc/passwd”

B R BEHANE| SIER R TEIN FARHITIFE, &K /etc/apt”, RAIUBATIMGESRKAEERHIAR,
$ mc "/etc/apt/”

REBRBIFFBRITEMNFAEEITIRG, & vim, RETEA T IR &< RIKEER

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim

ok

=
1Cho
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#0” /usr/share/doc/base-passwd/users-and-groups.html”, 5@ ER) URL, #if& https://www.debian.org,
{REIABIT A T 5 a < R IF %34,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
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MR T EFHNG | SEEROITEIN FERITING, FAHFE"$S” AR, MBESTERM”, {RE]MIA T &< RIKME
:OEETI=N
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HEE amd64 NMITE (unstable) IREVIRHEER R EL S ZA1 70312 3R4EL, popcon BIREIZTFZIHRALR R
H

BL “V:” FLRR “votes” B4 popcon FETHE A S “1000 * ( HEHBITIE PC EHIERY popcon 1£3Z )/ ( ZH popcon
B,

A “L” FKRER “LRE 89 popcon FETEA NI “1000 * ( HETZEE PC LHIBEHI popeon 13X )/ (B
popcon 232 ),

=

RITEEAELL popcon BIEAMMANBHNEEUNENEE, BIFSEAZTURMAITTEIE, 6li0, S5RTEF
LML RZRTEERE “/bin” MBS, EHMES “noatime” EIMLEF RAMAE, XHEMNRAGWAE
BT “iRE (vote )’ INEE,

R BRI

REBNXNBERERBTRHENENENEE, EET “apt-cache show” =X “aptitude show” &< (B
BITE amd64 ZEMEIARIRER ) IREM “TRRN, REMWKNENMR KiB ( Kibibyte= 7R 1024 Bytes FJEA] ),

3
BRNE—MNRENSTRERTRAME “FRE RNEL— M ENE, CEA%TRUXFNEENS, 2
RERMOE, ENDEETIRTENSE— 1,

=z
B

BRNEHERE"(Y) RI\Z MR BENZERERPRREFIE I ER TSR MERA PRI B R NRENR,

LE AR 1S Bug

WRIREMA Y EEMo)E, EfFER reportbug(l) [@ debian-reference MBS bug, I IRAER
RIBHMHRIY, BEA I -u” B8 bug REEM,
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— LN FERERREE

XBELENHFAFN—LREER:

- SR IREVEE
- RERFMHBBRNLZ2ER
* KISS (fR¥FERMB/MNIN)
- NEERAPIILEIRIT (overengineering )
- FiERR BB
- B—FHREEARREEN
* RTFM ([izFM5ES
- fEfo)io) @A, SEEEEN LR
- URZBWMEER root BIAHE, FEAEER root
- NEWRELITBERUBEEIRR A
« REWMAEARRERGS
c (ERESEEIZ SO A ) FEREEEHINER
» MRS ARATIEE S Z BI AR E X H root shell
- BREEFERABMNR (USB BHR. BHLES

— LW HERAENSS

M Debian BRI RREI—LEBE5IX, RAEIUSBNHERERS.

« “iIXR Unix, BAMEBMEBZRRBEIRES,  --- Miquel van Smoorenburg <miquels at cistron.nl>

« “Unix RAPRIFHY--ERUEFEREMBIR,” - Tollef Fog Heen <tollef at add.no>

HEEARNE"Unix §%” JIH T —LHBNES,
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Chapter 1

GNU/Linux 72

BIARZES]) — PN ENRSE, MEFESI—THIMNE, ERABENXEREENN, BMRYABCES], »THEER
RS, RIFMAR—EEAER,

Debian GNU/Linux & 38 KAVIRIT KRB UnixiZ2ER R, — N SHPSESHIRER S, FUINFEST X LEEH K
Unix #1 GNU/Linux BYAE{1HE,

AIELEEE Unix BIXH, AERZME T GNU/Linux X414, ZH#MKIFRTRIFSEANES,

xR
WRIREEFIZE Unix RAPERT—ENENGSITIR, R EfEETXMXEPFHRE, BFIEeHM
—NSCAL S 56 A0 ] B,

1.1 =HIaEM

1.1.1 shell R%

Bi&HzZE, WMRIFEBERR GUI (HIZIGNOME =#E KDE ), BAMSKBIFHERAE, RIRMFIUENRER
foo, MBAERRRTHIN TR,

MBRMREET — GUIIME, IBAMRINIAREBA Cul-Alt-F3 AR TERNERIRRE, B{REEET Cl-Alt-F2 [0
B GUIMME (BESIFIBBESHRTXE 1.1.6 T )
foo login:

AERRTET, MAARAFSA, fU penguin, ARKEIER, ETREBAGHBZEBHERROER,

B
81 Unix 548, Debian 24 FHAFSMBREX/NEHEN, Ar2B8EH/)\SFBEAM. -1 AFPKSE
BETRPEHTUR, SMIIAP KSR root B A adduser(8) B,

RGLURIFIE”/etc/motd” FAIRE{EE ( Message Of The Day ) KA 18, ERER— N LRRT,
Debian GNU/Linux 11 foo tty1l
foo login: penguin

Password:
Linux foo 5.10.0-6-amd64 #1 SMP Debian 5.10.28-1 (2021-04-09) x86_64
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Thu May 13 08:47:13 JST 2021 on ttyl

foo:~$

WIE, {RFATE shell T, shell @EHT{RAVARS,

1.1.2 GUI T shell 127RFF
YNRIRIER L Debian FITIEH, BT —4 GUIINME, BAGERNRASBERARLERAE. HARNEPE
BRI A REIEEIUE IS, (EF Tab 88 (BMSE) ATUZERASMNZR 268, BolERRFTIERSE,

EEGUI( B RFRE ) MR T3R5 shell IRRFF, (R ANBEN— x LIRIRIIEEFER, F20 gnome-terminal(l),
rxvt(l) 3% xterm(l), 7£ GNOME REMET, {ReJURBRKE (Windows # ), EIEREREH A terminal” k3T
FFE&UR,

FHE-ESEEAL (9 fluxbox) THE, AIERLBHEMNABRBEAL, IREZMERL, A TehREFFEHE
ERRRERE,

1.1.3 root K/~
root T P th A VERB R AR PSS o, BN, (REESFBIT FEMNRAASIEIS,

- 1% SHMMERRZE LUEMSE, REREANRIXAEER
< REARG LEMXERIPMB SR

- REAYG LEMIESINA P RIER

- RAFPEEEFEMKS

FEBRAR I8 root Mk, BERFIEEM 51 REMNER.

==
B85

FRAREFEM AL root 5.

JED =

— AN (BIEEHIRE, W CD-ROM &, XLENY Debian LRI RE— X ) FINFR ] BES S IE root
RPZEEERNLEE. BAEXMIBRAT, £ root IkFE—MHRIERTIE, BIERPIMRTTIENIZRIXHEHR
FRAAFEMMIEITEEMIRE (B0F 1.23 1),

1.1.4 root shell &£RF
XEBEE—EERNGETLALIRELRIA root Z 53K root A9 shell IR/RF.

s EEFRENERERT, BAroot FRAFRPBRER.
s EEEAFPH shell BRFTFHA “su -17,
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- BRAREFYFTAPHIMEIRE,

- EEEZEFHEPH shell BRFTEA “su”,
- XEREFYHEAPN—LEIMEIEE,
1.1.5 GUI R4EIETH

MRMGHNEREXPSEERAEINEEN GUI (AFAFRE) MBS EIETRE, ReTUELIRERIEE (Fl
gnome-terminal(l), rxvt(1) 3% xterm(l)) A root i shell I"RRF FEME, SME 1.1.4 THFE 7.8 1,

O

& O

EAEAERREER (FIE gdm3(1) ) MRERF FHEA root RER root WA B GUI BIR/AEERE

S BHE S D

i

AEAERKBEEN X Window FIBITAZEEMITIE GUI 12fF, ERERTRESEITIRE X FR,

1.1.6 EHUZHIE

7EEXIABY Debian REH, B 6 MNEItNHRAVZE VT100FFFIEFIE, PILABRIETE Linux 41 L5 shell, BRIEMRATF GUI
MET, BNREIURENZRTALE Alt #f F1—F6 z—HREENEGIGER, §—1NFFIEHEE8 R IFMIE
RKFPHEHRZS BRI, XINSAFPHERFEARLN Unix M5 E, BES LS,

MRARLETF GUI MR, {REJBAEE Ctr1-Alt-F3 #AIEFHERIS 3, BMRENZETE Ctrl #, £ Alt #
M F3 #, fREILART Alt-F2 B3 GUIIME, E—MRIBITERMIEHIE 2,

R AERRSITIIHRE S — P ERIESIE, flantkIEs|E 3,
# chvt 3

1.1.7 EFRHAFSITRERM

FEmITHA Ctrl1-D, BNERHRTZM -Ctr1-#F0 d-8, BEDEIXMA shell ;&D), MRFELTFFFHEHIE, F5F
RIBREEERRRT. REXLEHFH “conrol D” AT AEFE, RHARFERIE shift-#, Ctr1-D BEJLAE
55 AD, BE, fREFTIAEA" exit” BHH ST,

MRAROLTFT x LImIRINEE (), REICAMERXNXA x LmRINEED.

1.1.8 EMXFZRSA

MBEFREMEMAIRIER A, Debian BT AFRIEFRIEEITHREUES 4R, FLERREZ S
AARMFEEIMRITE, BDFATFPIRIERGSARERERZ TR, WRRAEERESTA, 3B
LFRNMIRFZENIARRRIR, (B, FeIEFEERNIEZREERRLDH, )

TEESAFPEIRAT, TUERGSITRARS.

# shutdown -h now

ERAPENT, TUERGLITXARS,
# poweroff -i -f

B

M 6.3.8 T,



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/缓存
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1.1.9 ME—PEENEGS

YT —LBEME (BN “cat THEINMG") 5, FRAKNE, REIMEGSITHA “reset”, REJETIEER
R LEEIMFAANGS. RBEIBBA “clear” KiERF.,

1.1.10 EBHFRRIEMIMRGE

REETEF M EEIFMEN Debian RAR/NTEHEIRM T EHAR Unix IhEE, EBWNHFHFMS, FH apt-get(8) T
— LR TFF LRI SITH curses 3EE (190 me #1 vim ) KIBR— M ABHIEE,

# apt-get update

# apt-get install mc vim sudo aptitude

MRMFEZLZRTXEREE, BARSEMWREBREZR,

RER mITE K/ ] 1%ER

mc V:48, 1:213 1490 | XAEBRANEEXEEIES

sudo V:664,1:833 | 6222 | AEEAFIETE8% root X PRAITER

vim vion, 1374 2665 ,l;ini)x X AYRiEeE Vi BIGHRR, —MEFRPAOX A RiERE (I E
vim-tiny Vi56,1:974 | 1704 }#iim)x XA Vi R, — kD e (451
emacs - nox Vi, T:17 35109 | GNU IE /) Emacs, & Lisp FI¥ R XA Jmigzs

w3m V:14, 1:186 2828 | NXABRNBIRHEMFI R ES

gpm V:10, I:12 521 Unix KIBRIXAEFEEFREETE (STIPEE)

Table 1.1: HEIIXARAEFEIIR

BRI B REIE— EE thpEE3E,

R ITE KA ] HER

doc-debian 1:861 187 Debian INEX#%, (Debian & WA ) FIEEXE
debian-policy I:15 4379 | Debian ZREEFHFNIE X
developers-refereqee 2604 | Debian FREIRSHHAEE

debmake-doc I:0 11992 | Debian ZEIFEFHH

debian-history | L0 4692 | Debian NE[AE

debian-faq 1:859 790 Debian & Il [o] 21

Table 1.2: 3+ EUE B TR

RR] AR FEM &GS T RIXLEE,

# apt-get install package_name

1.1.11 ZNSNEFPKS

WMREAERIFECHNERF KA REIT FENGSRE, (RATUERTENANEE-NMESIRPKE, i,
SIB— AP RER fish HIKS,

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
http://packages.qa.debian.org/e/emacs-nox.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
http://packages.qa.debian.org/d/debmake-doc.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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[B1Z R A o)l
XFLIB—NEH fish MFKS, ERGITME, RATUERTENG LSRRI MEFKSHENAFREE R,

# deluser --remove-home fish

1.1.12 sudo fi2E

SFHRBMBERAF T, PIEITEEICAEM LASEHE Debian R4, BEE R E sudo(8) RENIFHNAF
(BINAF penguin ) RFWARFZEMIE root ZRDFEERISEERNR,

# echo ”"penguin ALL=(ALL) ALL” >> /etc/sudoers

4, FIMER TGS EIRENAF (FISNAF penguin) THRZWHIKSEERNR,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

XERITRHREEN S AP TIFLP AR ME—RFER.

D e

EZRAPIHERAEZERUIHNZERFPKS, AAESSRERTFENRALT O,

Ty

VAV

@ £ LRl FH, AF penguin MZERLRIKSZHEH root IS 2B EHF 2 HIRIF,
EEMIBERLT, EEGNEREE FIRLEEIN TEGEITRABEEISMIA, KIZAZILFEHQAEITHRERE
BRIIEARRIZBIRAITER (IS FHAINPR ), FRIEMATIRIG TERATEXFRIEET],

==}
AT WNRBAIREME R ILENR, (RNZEEERERRHZRUE, MAREL sudo(8) REM root
R,
FEE HRBAKEAZMEE, sudo(8) FJARF— M HERLE LNHEEAFPERNEENRMAELE root Bid, X
MBI ESNEERNENRITREER, RAINTRIREMRT 4. 5—7H, RA]ENEEMARTXEN
PR,

1.1.13 #H3FEAF|g)

MEIRBEEEIFE Debian RELATLT, REMRERAIENAFPKSHASE XL,

XRZRE 7 Debian 4 (BIERRING R ) RIREIE SHIXAENRRMILIEIASNA P RAEM KT, HA, FIEENA
B-ERRETUNA, EXOXEEMPIARNMIZFIZZ—TT, MEIZEFiE Debian T2 Ff,

FAMERATEMNASIN, 1 Debian RAHIE— 28 Unix RRFKES],

- F 12 T ESEER)
< %13 T (E&ERERD)
< % 14 T (EEXAHR)
« 8 1.5 73 (shell #Hl)
- % 1.6 T (XALERN)



https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
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1.2 £ Unix XHEERS

£ GNU/Linux FIEfhE UnixiFR AR, XHRARKZBRP, MEMXXGIERHREN “/" HROEXHHE,
WEMBRAMNMRFELEXAERSE, SBERME—RN, B EIIEITRE,

XEXHMBRATUSEES MREP, mount(8) ATEREMEE LHEINIXMAGRAMEBEREXRIIX N £, Bk
B9, umount(8) IBEEBRNE. ERIER Linux WIZE, mount(8) HRELS AT BRI —EB S HIE B 5 4
W75, HETUEXHRFEHAIAZEN, BN, NRE. ATHEN, WENXERAZFHIVEHEI] A

#£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R EI#B R, FLEHMARE LUMXHR, BRFER, EEF Unix RFEL, RENBN[OMS, F0
‘A, BRE-AXHERS, HEMERAHESEN, XENTF Windows KR —MEXKIML S,

1.2.1 Unix E&E
THEE L Unix STEERM,

« XHFRR XOK/NER), tERii, "MYFILE” FI"MyFile” RNEKIXH,
- RERBREXGRFNR, BRENFHA “/7, FEIEER root HFHERER “/root” JBET,

- BANERBE—NEF, EUNESEEFERRT /7 UIMIFS, RERRMSG. EMEFE /" (HF ‘&
4" & “RER"), HEETERERR.

« BN EFRBRIEE N EREXAER, BWXHR, HiEFE, RINFLEHONZTHEFAMEAENE K.
RX=AKIERR X,

- FIBMEREXHRU “/" BRASR, FEESI MERIXXGEBZEE— /7, -1 /" BRRIEER, &
by “/" BTFHRBEENFER. HEZARENAOD, BLRXEFNER, XLAFTESSARER, ATEXN
2REXURIERBIF: “/usr/share/keytables/us.map.gz”, i, AMMBIEENESE “us.map.gz” &
ME R,

- RERBRSHX, HlI0 “/etc/” F “/usr/”, REFERKANDHESHFER, HlI0 “/etc/init.d/” Fl
“/usr/local/”, XEARIUEY “BRM", FEIE—MENXHBZBRMMN “/" ZERMYBEIENDEZ (—1X
) MERM—FIRE. FHIFAAMNKEERN, MTFRER—1MESAEERERN "RE" ®Mi9—/1E, X
AEIMERER (/7)) BtFERBRER, FE—FBREERT —IXETENEL, BEEANRKZNEM
Ff?ﬁ‘hﬁ'ﬁ;ﬁ%}}\?fﬁﬁio FRZEIEBER “. . /" BEARB R, IMANBHRERTHEMEMUERNEL, WNE
BURLENM,

s WF—IMEBEE BREEIMMHFENERERRRNNMAEMES . X AR FRI-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, AR/ %X#Y Windows, XLERZEE—NMERRES T —MRERZFE, tbwlrc:\», (REWMIL, B
REEWMSEGEESI B TYRRZFEAEENNEREN—39. 2% 1.22 15, )

JED=

SAMFAINEXHFBHERTIENFRERENS, EREXGBATIFME—MEE. RITBRER LT
STEESBERABTXNFR, (L=, SR, RITMF, MECHHERFF {3 () [ 17 7\ / ><|
;L #HeN Y % 0 S MRMBE-—ITXNERFNGR, LRFIEEEFN A, EFAM T XL (Ra]E
NBEENEFEAE, XWXEIEFEE, LLIIXF LikeThis”. KRFEMN Linux AFSBEEFEXGERRE

FZER.

=z
EE

XNroot” FIBERERR BB F root” XFRR" R B K"(froot) . MiZIRIE L T XHEENRE.



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
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=z
R

17 path MIRTESEREX MR, LAIEERRGLRRNERZ. BRREFEXNZREFEET L TORAH.

XTFXEERMBREIFMAEBREXERREIRIFAE (/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz”
M hier (7). RMZIBEN TR —EIREFEAFBRZEINTRE.

B3R EE3EEES

/ EEES

/etc/ AG ORI EXF
/var/log/ RBEHEXHF

/home/ FIEIEENAFRAFER

Table 1.3: EE B RXIARIIR

1.2.2 NHRGRNENT

%88 UNIX RFRIELE, Debian GNU / Linux FIHRAREVIERIEEFMEIRSENMEHMEFERE L, SEH
RENRE, IERIEFITZESLIRBEUA—NARNENAE “/ dev /7 THL.

B BR. wREE (—MAENMEFEILZRIRNITIIE ) 3 Debian GNU/Linux Z 4t ERIYIIRIR SERE — U
inodeBEIRLEM, AT HAEXEN, IIMBENAF (FiE%E ) eEBTHA, Rie—XihkE, $F5. LME
FAEBRREXGRFETHEEZRZRET Unix, PR Linux RZIEXNBEHET TR, WE, EEEXITEN
LIEEEITHHIZMERE AT AE S R A HILE,

XATHYPIESLARFAIA RN R —FHRIZIEFEERN, BAZATRNABEFNGSTHTFZ T2 ANEMNIREHITE

HERE, EETNEYBIHRIISITHENHSRXAEB ABIBRRAERZEIEITHEI
R’

T

NRIEFERF XA MFYIELAR Z BN N R R, BEHAANFSHEIT mount(8),

2

1.2.3 XEGFRFEWNR
2K Unix R R FIRRILE XA =L ZHMBIAF,

- BEXNMMAHAF (u)
« EANXHEFEEMEMA, (g)
- FIEERKAF (o), EHEHR “HR" 1 “FAAEN"

KRG, SRR TF I,

« 7% (r) MERAFBEEREXHFHIAR.
- 75 (w) NRAFAMBEEEIXXAFRE,
< THAT (x) RBRATFFIBEEXHESM—ME<iET.

WFEFRKRE, BNMNEMRRFTFIIENE,
« /% (r) MERAFABEEIILERANASE,



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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- A]5 (w) RERAVFREERMEMER B X EmAIS 1+,
« AT (x) MEBRAFFBEE VIR B RENXHF,

EXE, —MERNITHITREERENMXAFZERENXG, TAFRRMINEY, FIaXNFIERETE,
Lls() BFERXAFBERINRER (EZ ), HBTHEE “- 17 @&ll, ERRATEINFERTIES.

« XHFERB (F—1TFR)

o XERIBRIER (9 NFER, SAFHER—ERBAF. B, ENIRFRT)
- BHEEINARIRETHER

- XHEFTBEENAFR

« XX FERAR

« UFRF (FT) ABRMBXERN

X9 H HAFNET[E (mtime )

- XHHBRF

i iz
EEX
EES
TSz
FHRETR
RRETR
AER=A P

EEF

$f

0T ITIO|— Q!

Table 1.4: “1s -1" #HME-NFRHIIR
chown(1) F3F root WP IEAXHBIFREE, chgrp(l) BFXARIFTEEK root i IELXSXAFTERIZE, chmod(1) A3
FXHHIFT B EEK root Mk AIECX A FNSI A RETIIEIANER, #BIF— foo XHMIEAIEEZWT,

# chown newowner foo

# chgrp newgroup foo

# chmod [ugoa][+-=][rwxXst][,...] foo

Bign, RETARBTEE—NERWEAF foo FiE, HHELL4AE bar,

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B = EMSIREI R AL

+ Set-User-ID(SUID) {if (s 2% S B1AFH x)
+ Set-Group-ID(SGID) fiI (s 2 S E#kEM x )
o MO (¢ T BEREMAFPN X)

R “1s -1 WLEMMHHEXEFE, WRRXLHH FTEMRITURIRE,

LB[— MR HITXHR E Set-User-ID (il 81— MR AR E S/ ID iBTX AN AT (190 root AP ), ZE{URY,
B[—AEIITUHHRE T Set-Group-ID (43 52 1F— MR U AFATELER ID BT, (g0 root ), HTIXLE
REFTRESHEZ NG, RECIAHFTANREZERINER,
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E—NBERLEIRE “Set-Group-ID” $#TF 3 BSD WXl L, FIEEEREEEIZMXMHIEETERAENA.

L—NERRE “WR" BRIPFZERANXERREFREEZN—APRR, ATRIP—AER “/tmp” X
HBAREHEHLEASHNER FXHERETNEE, MBEERRAISNR, CRLEMERRIREMNFL, N, &
XA R] AR ESX B AT B R B SNFRE A P bR SIZ — R R A

XEE— R Bl HPREIF,
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, @ Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B —MEERIURERENIR, XFHBFEIER 3 2 4 41/ \iEH (KR 8) B

B iAA
CE—ATERF Set-User-ID (=4), Set-Group-ID (=2) # #5781 (=1) Z#0
TE_ABF BEFIIRNE (=4), 715 (=2) 70 "] 31T (=1) PR ZF0
E=ABF HXPRERE E
- EUAREFAL HittFAFIPRERE £

Table 1.5: chmod(1) &5 < XX PRAVELF IRV

XUTEERBE XTI EAEER, MRMFIE “1s -1 HSHEAIEILE (2-10), BRAUTHS] (KR 2) RRXHE
RUARBR (“-" BRL 0, “rwx” BAL 1), fREIZFICIERARFENENRE 3 (TN AR \HEFIRE,

IR IGIF

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

"R
WMRIREFEEL shell fIARIFE1s -U"ERNER, RESFERABEXTSL, W test(l),stat(l)F readlink(l),
shell RE®<, 0 “[” 3 “test”, "IEEthAE,

1.2.4 EHIFTEAFRINER: umask

T4 NBRIG N BB F S shell RE &S umask FIPRHEI, &0 dash(l), bash(l), FIREHZ (7).

(file permissions) = (requested file permissions) & ~(umask value)

Debian ZXIAMERBFPFAAL (UPG), SH— AP RNERZAEWERHEESEIE— UPG, UPG MRAFEMEIETH
BFEE, IMEFRXA UPG ME—R R, BENBNEFESEECHNFAALZE, 1B umask IRER 0002 TFE
Z27, (ERL Unix TP, ERBEEEAFPIREZI—MY users MARIEEENMMIE, EXMIBERAT, HF
ZLEEL umask i¥5 0022 B—MFEE)



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask 8 BRI AR EEISEEDUE Bi%

0022 rwW-r--r-- “TrWXI - XTI -X NFTERFRIS

0002 “rwW-rw-r-- S rWXTWXT - X NFrEHe] 5
Table 1.6: umask {8245

B

BTl “umask 002" B A ~/.bashrc X4FTH UPG,

1.25 —(HREFRINEE (48)

AT EARBRNAZ—MIERF, IMNEFPEZELMER “sudo vigr” 4miE /etc/group MAKRMER “sudo vigr
-s” YR8 /etc/gshadow R HIZARIRR. MEEFHZEEMER (HEIT “exec newgrp” ) ABRFHIER

%0

==
EE

&, REJLALBERIM—1T “auth optional pam_group.so” 2 “/etc/pam.d/common-auth” LAKRECE
“/etc/security/group.conf”, EEESMHIGILIREMNSHRMBFEIE, (BRE 4 &,)

£ Debian R4EH, BHFIRER D —MXMGF. WRIMFA—TAFIKFILREIFEERSEHIEM, FI90 CD-ROM # USB 18
2%, (REZEXAF R AERERIRLG,

—LEZRNHRAREMNBRTFEMRARTEE root MRVIEIRLERERHFIRE.

g Bl 1510 X A FIiR & BV iR

dialout TERERNARIEORO ("/dev/ttyS[0-3]")

dip BIRPARIED, SIEZEESRRS IP &

cdrom CD-ROM, DVD+/-RW IRE1E5

audio ZONRE

video IR =

scanner ESEETIN

adm A BERE

staff —ERTYIREETERNEZR: “/usr/local”’, “/home”
Table 1.7: XFXHFiARIMAR SRR EIERATIR

BR

REEETF dialout AAREER B RFIMRIAR ILSIEEMS, SZ BME root AP /ete/ppp/peers/”
FHSEESABRTRENREXHWIE, (RRESET dip A, MATULIRIES IP RiEEa LS EFNS L,
EERANSSITIAESE pppd(8). pon(l) BAK poff(l).

RLEZZWHAARENARTFENIIMRRNTE root MREITHENGS.

H BTEERES
sudo ANEENRZEREETT sudo
Tpadmin RITHRSUMNITEWIEREE R, Bk, BRRITENN

Table 1.8: ZERMHRARUATHERSBITHAIR
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HASRIREMAFPFIANTEIIR, S0 H base-passwd BIRHEAY“/usr/share/doc/base-passwd/users-and-gro
, HEihRAR “Arfa”,

BPMERZENEEGS,E20 passwd(5),group(s),shadow(s),newgrp(1),vipw(8),vigr(8), AK pam_group(8),

1.2.6 BE)&
GNU/Linux X &8 =fhZE a9 a 8] B,

ESid] BX (AEL Unix WENX)
mtime N EEIRATE] (Is -1)

ctime NXEIRSIERETE] (s - 1lc)
atime N HFREHIRIFIETE] (Is - Tu)

Table 1.9: Bf(B)Bf2EHIG|ZR

=z
=)

ctime ~NEXHLIEHT 8],

=z
EE

atime 7£ GNU/Linux &% LR ESHERTEEFIAE £ Unix FIE X BFTAREL

s BEANGE, BERTZXEFER mtime, ctime, 1 atime E 14,
s WEXHFFEEHENR, BTN ctime 1 atime 14,
« FEASE L/ Unix R4, 12BN MEIE LT R atime B4,

c B, BIREXXHR atime B ; £ GNU/Linux RE L, ZINEKEEEXXHRAER “strictatime” S
HHIBAT.

« IR GNU/Linux RAMXERFZER relatime” EIEH, F—IRIEXH, HEERBIEXXHE, BT ZXEH
atime B, (M Linux 2.6.30 FFEARIZKIATT )

* MR GNU/Linux REEMIXHERFER noatime” HF, ME—I XM, FRBXNNHH] atime EHE,

ES -}

ATHEEBWERZRPEBRA XA RAMZERNE, 87T 'noatime” f'relatime” XFAMEIED, W{E
F7T’strictatime” i£IN, BNfEREPHIXAIZIRFEFIEEER atime BMXMERSEF. B atime BE
Bx T mbox(5) XHMIMNRLVAE. 1¥151EE mount(8),

{6 touch(l) S IENEBEEX AR EE.
AR, EIFBR (“Fr_FR.UTF-8"), s BOMHAHLFHE,

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 oct. 16 21:35 foo

R
£E% 934 TAEX “1s -1" @ik,
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1.2.7 s
BEFEMGEE—/H “foo” HHER—AREMIHES “bar’,

- MRk
- WOBXHEERT

- “1n foo bar”
« S HEEEN symlink
- B RFIEE S — MR

- “1ln -s foo bar”

BEATEAR, rmGBSERPEIZHHNTHCINAMIIER,

$ umask 002

$ echo ”"0Original Content” > foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ In foo bar # hard link

$ In -s foo baz # symlink

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content” > foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

BRHERTUAER - XERARLIE, HHABR— inode S, B 1s()#F “-i" EHET.

HESHEARBXLERE “rwxrwxrwx” BIXHIAEIRR, W EEGIFAR, SERRRBRUIEIRBRE EFRERAIX
HE,

ML
@ FRAEMBIEZFNIES, SNAZCE— M EANFTSRIENFRFEERINTFER., FSHENZIEAES
FIRES B R R ER AR TIRIELT,

5=z
1B

BEEAYS S EREEEESE, RS — MEnEEREILE,

“7 BREBEITHAENER, EIEMRTEERMEHERM 2 AR, .7 BRBEIRXER, BIERVEEHER
BEE e+ B REVEIEMEM,

NRARRI I Windows iF#E Linux, {RRRIFER Unix B HE FHERR T Windows RAEIER) “REFR" BZ4
BILRITE), ATEREXHARATKIN, NATEERHEXHRRIEXFZEINXR), ERERIMERL, X
BENMRELEN,



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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1.2.8 mREE (kL)

mAaEEE— MREE— X, FIEATRETXH, ENZ—imthR, FLt, E#WHFA FIFO, BlJE#LH: R
NEEXIREREEZNFRBERAS —IREERK,

IR — B EEHITEANERE, SANITREASKAELL, HEEISANEERNEEFRIZILR, ZBERERRF
ZESBEREIMEENLE, EENXKNMALRTE, ENFERIE, EREBEERMNIIE, & shell RBER” 1] 2715
EINEE—H, AT, —BEERTEM, IMNERMAINTVER— I a<iT, EEHR-AFET, EER
UNIX By — M EER MBI,

Zid FIAF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # put into background

[1] 8022

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EEF

ERFHROZNATRENERNER, SUREENRERAELS, EXUTHEEE (FIFO) HEATHEZBHEE
AEHENZEHITEERR WTFERFY, ILEHEAFTEAR—MEIET, EAFERR—IMRH#ENFHIE
ERH#IEENERE (IPC) W—IM TR, FRNRRAERBIMEREETRENZE, KRELNAEME ERNER
F M UNIX IHEEF .

VN
Bid netstat -an” GLAURAENEERRELITA TMLEERT,

1.2.10 2&XH

RENHEBERANYERENELNRE, IBEE. EFX EXF B2 ENREN—1MOFRESS, A

“/dev/console” iR,
RBENH BT,
. FRIRE
- BRIAE—NFER
- AN EFETFINEFED
- s, &0
. RIGE
- BEERMET-R, #HITUAE
- =R —AFEH
- NEaE--
{ReJNEBHRIEE XY, REZXGrIEEE S T #FIEE, G BRET/EIEMIVELE, BXESARIE, Bfq]

CABSEAE (I RR SRR, LEOl, MRRTIAR XA HS AITEINIRE “/dev/1p0”, EFEHBIAGSKEIEE
FIERO “/dev/ttyse”, B2, MRIEXLIZEE /DT, BNFIRESH AR, FUEEID.



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file

Debian & Fift 147229

=z
R

EHLEIITEIN, ER 1p2).

RENTREEIAETMIT 1s() B2, MTAR.

$ 1ls -1 /dev/sda /dev/sr0 /dev/ttyS@ /dev/zero
brw-rw---T 1 root disk 8, 0O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

« ”/dev/sda” FIFIZESE 8, KIFESE 0, ERIUHE disk BEMAFIESE,

« 7/dev/sr0” IFIRESE 11, KIRESZE 0, EFIUM cdrom B#ANAFIEE,

« 7/dev/ttysSe” EIRESR 4, XIRESRE 64, ERIUM dailout BHANAFIES,
- 7/dev/zero” EIREER 1, RIEESR 5. ERAIUBREIERAFIES.

FEIA Linux RGEH, &E7/dev’ ZTFTHIXHRAZEINK udev() HHIETE,

1.2.11 g EXH

BB — L IARIRE X M.

B’EXH BE Mg Mz FE R
/dev/null 1EEY RE] “XHLEREFN (EOF) ©
/dev/null EA TORE (— PN ERPFBIREFERN)
/dev/zero 1ZEY RE\0 TF® (5 ASCIH FHIEF 0 ~E )

E == N N[ -I-A-:k- T 3 I 7
/dev/random (EEY #ﬁé%ﬁﬁm%&r‘i%ﬁﬁ@ NENIFER, ENER (2
/dev/urandom 1ZEY MEEBEZ 2= RREN I~ E 25 B — N NENFER
/dev/full =PN REWMEEH (ENOSPC) iR

Table 1.10: 57K & X HFIER

XERRNRE M EEH shell RIFEEERBKRSER (8% 158 W),

1.2.12 procfs 1 sysfs

procfs¥lsysfsT MR %, DBIMET /proc” #7/sys” 2z £, BRZPWBIBEHMRELAFTE, H&E,
XEZEREIR, MITH T RATHRIRERRBITHAEZ],

BRX>/proc” AEANERGITHHEERH T N FER, BRNBFHMEHAREFIRF (PID), EZIREHZEENR
ZTH, WM ps(), FIMNINEREMREFBER.

»/proc/sys” ZTHER, B8 T7TUERELRNZETSHEOD., (RETLAEREIIN sysctl() M EK,
NEERAEMMNE/EEXH"/etc/sysctl.conf”, )

HAMNBEXMIRIKREIXHE/proc/kecore” B, EERIREELE, MG TFHRUNBRAFTERNMEERS, E
HWAXIARAARZ, ER—NEMXE, EARANT, FIUABEBOLERKN,

»/sys” M FHEREE T AZBHNEIESEWY, EMNNEN, UREIZENEE, ERNBESTHREELRNZ
TR SHEO,

&%”proc.txt(.g9z)”,”sysfs.txt(.9z)”, A\REMME X Linux WIZX4HE (”/usr/share/doc/1linux-doc-*/Doc
XL linux-doc-* IR AR,



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs
tmpfs @ —NMERT X R FE, ENXEEHREFERUATR, BN, TREFIEFH mpfs IR ERRIGETER
PRI X,

RARBNEEAMER, »/run” BREE P tmpfs, XHEEE"/7 ZEFHARE, SHETUHEAN. EATESXER
H®THEME=ZE), [EAYtEX T Filesystem Hierarchy Standar2.3 kR i BRRI B RAIE :

« ”/var/run” - ”/run”
« ”/var/lock” = ”/run/lock”

« ”/dev/shm” - ”/run/shm”

2EZ7tmpfs. txt(.9z)”, XHEALTF Linux AZIXAY (”/usr/share/doc/1linux-doc-*/Documentation/filesyster
BRZTF, HREE linux-doc-* &1,

1.3 Midnight Commander (MC)

Midnight Commander (MC) & — " Linux LI EELRIRIMETHGNU R WL ET) . EAFFIIRET —IMXRE
NEMLIRERARLR, XESTEI)cARER Unix %,

RR]BER ERE THEMNBSRERIRE N mc ” B Midnight Commander 1.

$ sudo apt-get install mc

£ mc(1) AR L BB KRR G Debian 2%, XERERHFHNFIAN. BEANXTEMODEFEREREE - LRNEBNAS,
« 7/etc” REFBHZR

«” /var/log” REFEZR

« ” /usr/share/doc” REFEHR

«” /sbin” #1” /bin”

1.3.1 BEX MC

ATERE MC FIRHEE R B R cd BIHEB R, HBEIENRN ~/.bashrc” B&—1"H mc BIRHEHIIMIZA,
. /usr/lib/mc/mc.sh

EF mc(l) (&”-P” EINE) WEE, GIRFAEEEBBXEURAMHE, Fe]UHERELBE)

1.3.2 FEziMC
MC 5] X #E B,
$ mc

MC BEREBE T AENXAGEIE, BItMIEAFREE LS. RFER F1 eI AR E, MRAFELAL
PREEFNINBE R AT LAER MC,

£
HLELLURtE YN gnome-terminal(l), INEERAVREM L BERITRESW A IRIEFEEL, 7 gnome-terminal &,
LB EEI - @A > REEE FRIRE R IXLEAHIL,

MRMFIBRFrF gm0, BRHEREIZEL, BEILRIN”-a” F MC L {THIFR T B RLL2E o),
MRIXHFAREERA MC PHEREM, JBASEE 956 7.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.3 MC XHEIE

RMANFANEREREESTXHIR, Z—MERANEARREGUEO R R KIZMXXHACNRES. ET
RE-LMBIVRER, TIPERE gpm(8) BITHRME, REFIUAFNRSITERBRRIEF. (E MC E#1TES!
FRENEIR(ERIBHE — EZIRAE shift . )

RIEHE BEEINEE

F1 BEIEE

F3 R HFEESR

F4 LR

F9 BUE FhIRE

F10 1Bt Midnight Commander

Tab TR & OB

Insert 8 Ctrl-T BT EXHREMREXXEF, WMElR

Del W& EF GEB--RE MC hEEHRER)
FEAREE BRER

Table 1.11: MC REERYE

1.3.4 MC :H<{TiRI5

« cd MSEEPHRERPHNEZER.

« Ctrl-Enter or Alt-Enter #BNIXHER|GHLIT,. £ cp(l) Fl mv(l) AN RIHITAIE,
« Alt-Tab ERX G 2B 2RER.

« BIERIN MC Gr L BEFIIEEARER; #lg1, "mc /etc /root”,

« Esc+n-key - Fn(BlEsc+1 - F1%; Esc+0 - F10)

- 5Ei% Esc BAMER I ALt —4; B0, #A Esc + c FTIFEE Alt-C 2—#R/), Esc #HJ0 meta 8, BIHEHBIT
Zﬂ‘j”M'”o

1.3.5 MC AZRYmiE2S

XITABERERE - TERRNMAWAR. # F3 ARERERR, BR F3 ERESHASRERKX, LZI{RATEA
BIREIER, (£ F6 FEXBINFI SRR T, FS MEEXEHREISmART. F2 REXHEH, Flo Bh. 2
Bt AEMBI A N TR,

MC 4riEES PN E U TEMNSSHNEE.

$ mc -e filename_to_edit

$ mcedit filename_to_edit

BEAR— N ESEORmIERS, EREEEITE ALIRRAZIEHINER, EHANEORIES, FEME Al-Fn RJREH
221 7+ {F FFile  Insert file” 2% "File - Copy to file” R TNIN &K,

A BB YmEE 83 7] LA#R I B gmaB 2R X

G, FSEFERMMELE SEDITOR I $VISUAL KAEmIBRIVER., MNRIMAERZER vim(1) EF nano(1)
FHE, MERIEFEEE TEHRBIMA~/ . bashrc” K3t mcedit #HITIRE,

export EDITOR=mcedit

export VISUAL=mcedit

R T RERVIEFRIEFER "vim”,

WMRREA vim(l) HARIMEF, REJCAEREBD RAPULEER mcedit(l) KiHEITIAF,
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1.3.6 MC AZfEF=E
MC 22— MNEESHEMNETSE, IR—MEXHEPERYANTTE, BEEFEHRERE/usr/share/doc BRHPEH
X, XRNEKRE Linx FEEMRRAR, XINMNEEFETLET TGS HIMEM— N REZEBH,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 BHzEzh MC
EXHHRMARZE, BEYHNEFRLEXHNRNS (BEE 94.11 ), X2 MC —MEEHSENAEE,

XA 5 [B1 2= 2 A A [y
AT RITXH AT
HEIXs BEERTEEaRNHE
html X EEAB MU SIS
>* tar.gz” #7* . deb” XHF NEEATMEBEEFER M

Table 1.12: MC H ¥+ [3] Z= $ 4 A iz

MEXEEEBMEMAHFFIEEN, FTEBNXMATNEBRIRENATAIT, £ chmod(1) SEid MC XHRE
LAbAEVIRTS,

1.3.8 MC FREMINXEZR SR
MC BEEE MR X AR BZ FI, "Enter” F1”h” KiEIE Shell XF R 4R 3%7sh: //[user@]machine[ :options]/|
I NEA URL, IS BRERGAMER ssh —HRERZEE R,

1.4 2% Unix T{EIMEETH

BIAMC ERSO]BILRMIERIERE, EFSMN shell BRI TMERAGSITIEHNRIEETEER, JNLRTEEL
Unix T{EMIE,

1.41 ZE shell

EIE % shell BJ AR — LR FHNRCIRFER, HIEBEMIEER shell fRFE ) bash(1) , HBRBIEEERA chsh(l),

WMNRIFEER AR shell RERRFT, N GUI (BFBFRE ) BLIREIEERIZE; B\ M ~/.bashrc Bz, tt
Wik, EEEmMEexec /usr/bin/zsh -i -1”8”exec /usr/bin/fish -i -17,

TN
BIAE POSIX HEEAKIEE, B shell TEMNEF/T REFEZAFR L, THAIUARE, AW BEERMAIIIX
.

EARBIEHR, RXEIHY shell 2238 bash.
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nREe mITE XV [ POSIX shell | i5EA

bash V:823,1:999 | 7168 | =2 Bash: GNU Bourne Again SHell (583< EBRE)

bash-completion | .oy 1930 | 1454 | N/A bash shell Z5F2#h &

dash V:879,1:996 | 191 ! Debian Almquist Shell, 81K shell FI&

zsh V:37, .71 2461 | = Z shell: B1F Z IEREAIFR/E shell

tcsh V:5, 1:20 1355 | No TENEX C Shell: —7" Berkeley csh FJIE 5@ iR

mksh V:6, I:11 1554 = Korn shell B9— MRZAE

csh V:1,1:6 339 No OpenBSD C Shell, Berkeley csh BJ— MR

BAREmZSH Stand-alone shell FFAREFREINE

. . =

sash V:0, I:5 1153 = §3"/bin/sh”)

ksh V:1, [:10 56 = Korn shell B9 E1FR AT&T FR&

rc V0, I:1 178 No AT&T Plan 9 rc shell FJ—/NSEEE
o = Policy-compliant Ordinary SHell ZREEFR B HIZ 1B

1.4.2 7Eil bash

fREJ AT “~/.bashrc” REHI bash(l) B91T 5,

=X FHBIF

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion

elif [ -f /etc/bash_completion ]; then

. /etc/bash_completion

fi
fi

Table 1.13: shell f2F %R

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}”
fi
export PATH

EDITOR=vim
export EDITOR

N
fRRJBATESE 9 BEFFRYSE 9.3.6 TIEIEZXT bash BIERIKIT,

B
bash-completion 3B HEBIL bash #HiTHRSH 2.



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/bash-completion
http://qa.debian.org/popcon-graph.php?packages=bash-completion
http://packages.qa.debian.org/b/bash-completion.html
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html
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1.4.3 450KIREE

£ 25 Unix IR, B—LEEBRKSXNER, HIEE, S8 Linnx FHIEHE, RBEFAR Ctr L Alt 87
MIEE T, ERBE/LMEFICENRRE,

TRIER v

Ctrl-u Y R T A= E 2

Ctrl-H R ARG — N F T

Ctri-D KPR (ARIRFEER shell, MHEE shell )
Ctrl-C BIF—NEEETHER

Cctrl-z B EEFRFRIEEXEEER

Ctrl-S FIEFERERAE

Ctri-Q ) & B e A

Ctrl-Alt-Del EE/XHAZRG, W inittab(5)
WEin'zt)J\c/\lsE-zkg?)ﬂHHEﬂﬁ * Emacs F04E{ UI B97cH#E ( meta-key )
Up-arrow @ ESERE FFIEE bash AEBGSHAHE

Ctrl-R FFIE7E bash BNIEEGSHEFRIER

Tab 7 bash 2 1TTHHEXER

Ctrl-VTab 7£ bash G2 1THHEA Tab MARHITHE

Table 1.14: bash BUIZ R4 E TR

BR
Ctrl-S BILIRINEERTREM sttty (1) A,

1.4.4 FRARIR(E
Debian B 454t W XA BAMEVERS 2 RIE, SMN—LEHETA:

. &40 Unix BARRIEA:
- {ERA 3 MR (82F)
- EREER
- X NA, W xterm, BERXANBERSEFRER
- I GUI (BIAFRE ) BRingEAN:
- {ER 2 MR (1) + BE)
- (EAEERMNE MR
- AFHRM GUl (BIFAEFRE ) A, tkil gnome-terminal

XE, TERNERSSRXAEE, ALIFREFA, E/A Sshift-ctri1-c RAH, IHFFIUBERLIE—MEITH
=7,

IR RIR LR RIRE, WIAANRPERE, ARICARSMPEEER. 2 BRIARAENERLT, EERLE
MARFE S TIRPEE,

FTE Linux FHIZHIEHERENR, BEEIL gpm8) fEREETIP#HIZ ( daemon ) iE1T.



https://zh.wikipedia.org/wiki/Unix-like
https://specifications.freedesktop.org/clipboards-spec/clipboards-latest.txt
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BR1E M i

EEF SRR FERMEEFREETCE

BEEER FERNMUEFREETERNAL
BEEE (EHZAN) FERNUEFREFECENEE
BEEE (ARBR) & E TR R (H), B ¥E)
Mk #E Shift-Ins ERGEEAEZRINERE

Ctri-Xx I EERIERIENER

Ctrl-C (fE&im= Shift-Ctr1-C) BN EEZRINEEZENER

Ctri-v FENEE IR A B ZEFRAE

Table 1.15: Debian ERIRARMEIEFIME R IR BRIRIETIR

145 HTER

less(l) LB —MERBMMDTIIEF (XHEABTEER ). ERBEENGSSREFERLHRIZIXG, A

less ML EBFNMBRMREFSHEHTLUR “h", ENINELL more() ML EFE, BEEMANALMIT eval
$(lesspipe)”s’eval $(lessfile)” EMINEEILEEZFEIBAIFMIESE”/usr/share/doc/less/LESSOPEN”,
»-R” EINE] U SCH R A M F /&40 IR =] A/S A ANSI BReE X R, 1#HESE less(),

1.4.6 XAYwiEz3

TE{EFZE Unix AATFER, SFEMFVim 3K EmacstI TR, {RMIZAEEEAH—1,

HIARSRTFER Vim FLR2—MNASEMIERE, FER Linux/Unix R E —MRERMIT 7 Vi wiER. (LR vi
MURERK nvi XETREEFBREN. BAE vin BRHET F1EE, EREXTERENINEEERK, FUFERE
Vim MARHEHRHMN—LTH, )

RN R Emacs SR XEmacs fE0IRMRIEEE, HITAEITMRE, AHRERRIOME, Emcs TERS
HitRS, BEFFSE, BREEE, BEEPHES, URASHASRFONE, SaEMRsNTIFER
BT RIROESE, LB MER], — A EZRHAN Linx RARRBEMS 52 Emacs, 7£+5) #5K25) Emacs
BT REA TR T E S A8, 7EILIBEHER S S EA Emacs FHEEEHER GNU Emacs SEFHH,

BT EXERFHAE— MR, WA vin F P RHETIEE Vim, BiFRTEE— T AN 35 17,
BIFATE | tutor |” 4 Ctr -] BEETAEEIE LSS,

JES =N

IFRYYREERS, & Vim 3 Emacs, FICARHE UTF-8 REEARERARIBIEIMNXE, ENMEIMEE GUI (BIRAF
SR ) IMETFER UTF-8 i3, ARXRREKRMEFNFHR, HmigREERMIT GUI (BIRAFRE ) MR
mEDIE. XTEF XA UERSENHE,

1.4.7 RERIANARYwiERS

Debian BIFZREHIRIERE, FATEINZR LEREZIN vim IRHEFEL,

Debian B < “/usr/bin/editor” BT RARINRERMLG—AE), BLRERF (I reportbug(l))
BT, B FIRLHEE.

$ sudo update-alternatives --config editor

WFFHF, HEBIER “/usr/bin/vim.basic” K “/usr/bin/vim.tiny”, EAELZHERS

it

o

RBR

WEZIEFERMETE “SEDITOR” 3§ “SVISUAL” RREFEAI N RmIERS (S5 1.3.5 THE 9.4.11 TH), B
F Debian ZAH—HMHEE, E1#HIZER “/usr/bin/editor”, (TEHAE L, “$EDITOR” & “ed”, “$VISUAL”
% “Vi”o )



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/XEmacs
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1.4.8 {EH vim

B8 vim(1) B5E2M”nocompatible” IMBEHHED, #HAR Li@#ERX, 1

5SS R 1RE
=B ‘helponly BB EF
8 ‘e filename.ext TR ZE P IX 3K gR4E f1ilename. ext
=8 W EERNE A XS ERIGXHF
3] ‘W filename.ext EASRIZHXE] filename.ext
=3 q EE vim
@ iq! SEFEE vim
] ronly *ABEENEFTANEO
AR 2 B = -
- :set nocompatible? iéigt vim @& 7T 2/ nocompatible
EE :set nocompatible ®E vim 25 £/ nocompatible &z
T ] i HEAN BAERR
] R H#EAN BREX
=8 v HEA TR
=8 Y HEA B MITIER
E3E Cul-V HEN THRIELR
F2 T TERMINAL-JOB %F ESC-i# HEA TERN
FEBE] iterm P TERMINAL-JOB 125\
TERMINAL-NORMAL i PN TERMINAL-JOB &%,
TERMINAL-JOB Cul-W N (8(& Cul-\ Cul-N) P TERMINAL -NORMAL 125
TERMINAL - JOB Crrlw - = TERMINAL -NORMAL BXEFEAN
Ex-1RD}

Table 1.16: EZAHY) Vim #Z52517R

EER vimtutor” F2ERE3] vim, BT — G R HIESIRIE,
vim  ZFET B ANRRRNTENITA, E BA-RIF BRERT, GANRBRASEIHFATEFX, B3
KR KEEDTE EEB- RN T, REEFRE oJi-RA TRM, EEE-REX TR, ATEM RN HAR Ex-12

iﬁo EX';%%‘HQP%O

R’
Vim # Netrw 3R E1F] A —#2fEFH, Netrw EIR ZHEARMAMMLZIZE XM, JEER, Avin 7 (—PREHR
S5 R Netrw, 7E7:help netrw’ IZEIENXY,

vim SREE, SWE 9.2 T,

1.4.9 123 shell ;&)

shell s LRI BRI BERINL TRR, AOJRESHRELEZBERRIE, 15 shell [EICREIXGHBRLOMER M
BHER, SFMTEARAEEESER, IMICREBLRE LM,

B
HARASHY Vim (version>=8.2) BEfS ¥k FASKEMIRYIC R shell j&5), {#F TERMINAL-JOB-#X, SNE 1.4.8 T,

B3R shell JENIIEARFERE script(l) FIBIT shell,
=i F oG+
1BNEIBMY vim tHAERR BTN 289 nocompatible” &, @ET(ER”-N” EIEH,
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$ script
Script started, file is typescript

£ script F{ERES shell &<,

# Cctrl1-D3REBY script,

$ vim typescript

1.4.10 EZAH) Unix ssd

IEBARZESJEARR Unix <9, EXE, HIEMWRE—MEN LR “UNIX", ] UNIX ZEZRAZBEHBRRHEEN
@<, Debian RAMALIS, WRE - LS ARIFBIAFLIFER, BAEED. MR shell PEATHIR, EXNN
MEsLHHaNE, XEAFHABREZAXMAFRRIT.

SIVMERIE AP IKSRER TGS,

EE

Unix B—M&EBI, BA “.7 FSKBIXEE#iEaRE. El— RO TEEEEMAFPEERN X,

WMF cd &%, 20 builtins(7),

E AR Debian REMKINNDTIEF R more(1), BLEEMRD), Bidda< “apt-get install less” &%
less REBE, less(l) SR AKINMNATIIER, ©RINIET A E#EFRLRH,

[ A] EEEMRIARNps aux | grep -e "[e]lximd*”” &<, BB R grep EERTHIRERS, 1E
MFRARDPH 4> BEERETHFRA", ZHETLAL grep BT exim” thikF"exima”, B SIUBAFHSE
MILEMENRARP, ERENINENEARA—HRN, &RFHETRIENRIATUSE grep().

fERilgR, BERLARNGSRERERARRAL. NRFBEEABEXEGNGHESWEEA, BSYEIZFMR,
I FAGIF

man man
man bash

man builtins
man grep

man 1ls

BB BH B PR

FMEIMFERTRRIEAB RIEUSIR, EAENESBEES, LERILKREIR. EBERMWMLEFH. B2, —BIFS
RTE, RRMEENNES.

HERE, B Unix 5% (B1ERE GNU M BSD B9 ) #rJAEREENFEINESR, ReJAERATINEP—#7]
AREBE (BRANTEASHEATY ),

$ commandname --help
$ commandname -h

1.5 (& shell &35

W, (RISUNFEIEER Debian RABEBE—LRIE T, IEHANERAT # Debian RAEMGSMITIE, EXE, i
RNIFM—AREIHAE, BREERSI bash(1),

— BV ER < BB FRA AL,

1. RETEE (i)
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e 15 BH

pwd EREr/ITEERDBEMR

whoami ERIREFRA

id ERSaAFPHBH, (B, uid, gid FIFEXHE)
file foo BR “foo” XHERIXXHEE

type -p commandname

BRI EFREAIE “commandname”

which commandname

[EE

type commandname

ER “commandname” mETHIMEXEER

apropos key-word

EHE “key-word” BXHGmS

man -k key-word

L

whatis commandname

B—1TfEFE “commandname” &%

man -a commandname

B “commandname” S HIEERE (Unix Xig)

info commandname

&R “commandname” @S HEIAKMERE (GNU Xig)

Ts ERERAR (AEEU. aSHERXEFNER)

Ts -a EREXRART (BEFMEXHNER)

Ts -A ERERAT (BE/LEMBXHEMER, Ry “..7 M ".7)
Ts -1la ERBHRERAT, AESFHENER

Ts -lai ETRMBHERAR, FEE inode ITFEHANERE

Ts -d ERSaER FHRBEER

tree FEAMRKEERERAT

Tsof foo S FIT ARSI E Foo”

Tsof -p pid B HEEHFIEITHRNXHE: "pid”

mkdir foo EIRIERTENHX "foo”

rmdir foo MFR S a1 ERFH “foo” BHX

cd foo R HEIEHRE Fek &= $CDPATH” HHY “foo” BE
cd / k2R E R

cd I ERNEIENEISES

cd /foo Rz ER1Z R “/foo” B

cd .. R E—RE=

cd ~foo INREIEF “foo” MEXHER

cd - IE I PATEFIEE S

</etc/motd pager

FERFKINN D TIIERKRETR “/etc/motd” AR

touch junkfile

BN —NEXHF “junkfile”

cp foo bar

BF—AMEXE “foo” SEIEI— X “bar”

rm junkfile

MRS “junkfile”

mv foo bar

4§_/|\Imﬁy1¢ “fOO" EE_E%EE ubar" (ubar_" L\Z\;ﬁjz;ﬁrf)

mv foo bar

F— P BEXHE "foo” BohRIFHIMIE "bar/foo” (WPFHE
ubar” Ei )

mv foo bar/baz

Bol— A MBXH “foo” EFUEFERR A "bar/baz” (i
MEFE “bar” B%, BARFEE “bar/baz XE”)

chmod 600 foo

FEEMATEEIEMBXHEF “foo” (FEFMBABLEMITZX
)

chmod 644 foo

FEEMANMEXE “foo” FNEEARRE (FEMBARLE
PITIESUTF)

chmod 755 foo

EEMAN “foo” ANEMARS (FEMBABERITEZXH)

find . -name pattern

fEEM shell “pattern” ERLENXHFR (RERIE)

locate -d . pattern

fEF shell “pattern” ERMENXHEE (EERR, FERAEH
EREVERIEEE )

grep -e "pattern” *.html

AL AR Y “.htm1” EEMNFEXETF, EXERE
“pattern” MINXHHER

top

2EEREERES, WA "q EBH

ps aux | pager

ERFEEAGTIHEENER (BSD Kig)

ps -ef | pager

ErBEEGTIFERERNEE (Unix system-V XHg )

ps aux | grep -e "[e]xim4*”

ERFBIEEE{T “exim” M “eximd” BHEIE

ps axf | pager

ERABEEETIHEENERS (ASCI X% )

kill 1234 FIEID A 12347 BEE
gzip foo {#H Lempel-Ziv Zwf3 (LZ77 ) 1§ "foo” &% "foo.gz”

gunzip foo.gz

ll% “fOO_gZ" ﬁgk—t% ufoon

bzip2 foo

& Burrows-Wheeter 3R [E 485 EF0 Huffman ZRi8%E “foo”

E48% “foo. bz2” (EHMBLE gzip TiF)

bunzip2 foo.bz2

B “foo.bz2” #EEA “foo”

xz foo

A Lempel-Ziv-Markov 888,18 “foo” &4k “foo.xz” (&
MMREL bzip2 BIF)
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4, EEM (ik: >,>>,<,<<FEE

5. ¥EHIRME (FIik: &&, ||, ¥RITH, ; .&,(,))

1.5.1 HFEHITIIMEL=E

—EIMET SMER TS Unix SsSHIITH,

MMETEMENAER PAM R4VI0R1E, ER— AR ELENRAEFENLTE,

« PAM ( "JiER BR WIEARER ) RERIAERR, EESN pam_env #E1R, BT LAEIT /etc/pam. conf”.”/etc/environment”
F17/etc/default/locale” EEMIELE,

- SRETEEE (FIE0 gdm3) FILAEIE~/ . profile” 44 GUI (BIAFRE ) 2IEEHRENETE,

- APSENIEFEVBLE, sTUEREE"~/ . profile”, ”~/.bash_profile” #1”~/.bashrc” FigBHIIFIE
TR E

ﬁEO
1.5.2 “$LANG” T=

HKIARESBERTESLANG” METL ERE N, EELTRNMRECE J9”LANG=xX_YY.UTF-8”, Si&TEHE F KA GUI
(BB FPRE) PERE, PIW7E GNOME H2, 7iRE” - " Xig & 185" - "5 /7 &R

==
R

BRI WRIFATESLANG” REEERANETE, REEENFENEATAA SLC_*" FEANTE,

“SLANG” TEMTEMIBSIMNEMEM 3 MAERM: “xx_YY.z227",

BEWRE 1 EH

XX 1SO 639 EBESXHE (/N5 ) g0 “en”
YY I1SO 3166 EIZXHE (K5 ) #lan “us”
272727 YRy, BRIRER "UTF-8”

Table 1.18: iBESME(ER 3 NERSY

{£F3 shell G L1THRIAFHRIT FIIEE AL,

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC

XE8, date(l) BFHITRER T ARESIMEE,

« B—ABY, “SLANG” IRBEHRANEIAIESINEE “en_US.UTF-87,
- BIAERS, “SLANG” 1R E RiAIEH) UTF-8 IBSIMEME “fr_FR.UTF-8”,

RBBNGLERNTRIFLBEMEEXIMERE, WTF LENFF, REATERN TG,



https://zh.wikipedia.org/wiki/Environment_variable
https://zh.wikipedia.org/wiki/ISO_639
https://zh.wikipedia.org/wiki/ISO_3166-3
https://zh.wikipedia.org/wiki/Codeset
https://zh.wikipedia.org/wiki/Locale
https://zh.wikipedia.org/wiki/Locale
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BEINEHERE BE (X))
en_US.UTF-8 =iE (XH)
en_GB.UTF-8 HIB (RATIEN)
fr_FR.UTF-8 =18 GEE)
de_DE.UTE-8 EiE (B )
it_IT.UTF-8 BEXFNE (BXF)
es_ES.UTF-8 A E (AT )
ca_ES.UTF-8 INRMEE (T )
sv_SE.UTF-8 IndE (ImBE)
pt_BR.UTF-8 B=AE (BA)
ru_RU.UTF-8 BiE (BE)
zh_CN.UTF-8 XiE (FEARENE)
zh_TW.UTF-8 XiE (FEEE)
ja_JP.UTF-8 Hi& (HE)
ko_KR.UTF-8 g (FE)
vi_VN.UTF-8 HWEE (HE)

Table 1.19: {BSIMEHFIIR

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

RBR
B —N BUG IREMBHE, MR EAMNRIEFRIENIFE, £'LANG=en_US.UTF-8" IESIMEIME TGS HITIE
TR ESEIF L,

WFESIMEEENAT, S0% 8.1 T,

1.5.3 "$PATH”’ &&=
H{RTE Shell B A G SHIBT{E, Shell R7E”$SPATH” TEMBESMNBERIIREHAITIER, "$SPATH” T=AVEHIUE
Shell BUfEZRFR1Z,

TEZRIAM Debian ZETEF, FHERNAFKSH SPATH IMEL E0JAEREE"/sbin” F1”/usr/sbin” B&, #l
i, ifconfig HLMBEEIETE TEMIZIZ”/sbin/ifconfig”, (U, ip S EE/bin” BRT)

BT BATE Bash BIASZ 47~/ .bash_profile” 8"~/ .bashrc” RIXZE $PATH” IMBE T EME,
1.5.4 "SHOME” L=

REGLERPERPEFRTRPEENEKE, AEBIEENATRIEEHWRITAN, AFEFEEM"SHOME”

TEREE.

B
Shell B~/ hEANEHBIBE PO EEXR, U 2 $HOME/", Shell ¥ B"~foo/” & foo BV B X, thih
="/home/foo/",

9N $HOME X{REVIZF AR, 0% 12.1.5 75,
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”$SHOME” ZTEM{E

EFETIHNE

/

VIIRHERTIER (FIP#EE)

/root

root FH PR Shell ITHITE 7

/home/normal_user

E WA IR Shell ITHTER

/home/normal_user

TERAF GUI fRERERTHRER

/home/normal_user

FA root AP IXPREHITIZERF "sudo program”

/root

F root PRI {TFZEF"sudo -H program”

Table 1.20; ”$HOME” TLE(HFIER

—ERLIHESH, LSR5 - - Tk, @EMZREN, ARERGSHRITHEI

$ date

Thu 20 May 2021 01:08:08 AM JST

$ date -R

Thu, 20 May 2021 01:08:12 +0900

XEBEMNGESESE”-R” T date(l) AsS it o RFC2822 trERM B EIFER B,

1.5.6 Shell BREEF

SEAXMBERMIEGSHEBNRITMATERMIA, BXXEHRT R glob, (BRMR#EM ) BECH), BALER

A EX A EFEK,
shell glob 1=z} U REIRTIEEES
* AL AL HE (FR)
X BL7.” LB HFE (BR)
? e
[..] BERAEREFTHNEEFTHE I UERERTER
[a-Z] “a” Bz ZRIEE— N FRE I AMEREHER
[A.] RTEESEFESTHNEEF® (7 1N 2RI, HEFFHE XU
TERIEHFRT
Table 1.21: Shell glob &,
=R T IfIF
$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]
3.c 4.h
$ echo .*

. .5.txt ..6.txt
$ echo .*[Ar.]*
.5.txt ..6.txt

$ echo [A1-3]*

4.h

$cd ..; rm -rf junk

20 glob(7),



http://tools.ietf.org/html/rfc2822
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EE
5 shell BANXERLEARXAR, EA” -name "EIMAY find (1), H shell k" * 7, LEL" . " F4
IR, (FiPOSIX M%)

R
BASH =] BAEFHAERY shopt EIHEN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
EHILBITH, A bash (1) EFFHMILA,

1.5.7 H<SHIRE/E

FOBOHSERMENRHRS (ZE: “$?7) fFAREIE.

R THNE HIRS EESTIELE ZiEIROE
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: G S AR HAHT

=ik F 36 F.
$[1=11],; echo $?
(0]
$[1=21]; echo $?
1

=

B/EE, success i3 TRUE, 0 (zero) MREME, XIBELREM, EEEXER—T.

1.5.8 HEMIFEESF shell EEE

IEFATNAE ICETE Shell f5 S EH R e S1TATERBIERS 35,

Debian ZAR—MNBSESHRIER R, BEEESILAPEBE— shell PRITSNMERF, BEEHENEED K shell

A< : jobs, fg. bg #l kill, #EIJiE bash(1) FHIET : “SIGNALS”, “JOB CONTROL” # “builtins(1)”,

=ik R IEIF
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

RE 4 4 shell EEANFI FEZETERNER, BRE—MIFELESGHIEITTHIIMT cat FLRETHIR.
shell RIFRIEA exec BEEE— MR RITAX M



https://zh.wikipedia.org/wiki/POSIX
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I EIRE 15 8H
command & 7£F shell IfE& FH1T command

commandl | command2

B EEE commandl BFREREE R command2 B9FRERIA
(F1THIT)

commandl 2>&1 | command2

B EE T commandl BYFR & HFNFRETRI=IE R command2 B
PR (FITHIT)

commandl ; command2

TOXRFTT commandl 1 command?2

commandl && command?2

1T commandl; WXL, FFHIT command2 (WX
commandl #1 command2 #8H1TRLIN T, iR[E success )

1T commandl; WMEARII, HIAFHIT command2 ( A1

commandl || command2 commandl 3% command2 M {TRLIN, IR[E success )

command > foo & command PIfMEREEE@EIXH foo (BE)

command 2> foo ¥ command BFRERREEQZIXHE foo (B= )

command >> foo ¥ command BfmEREETEBZIXHF foo (FFAN)

command 2>> foo & command PIfMERIREE @EIXHE foo (FFAD)

command > foo 2>&1 & command BinER B INERREE@ZIXHEF foo

command < foo & command FIFRERAZEQZIXHE foo

command << delimiter ‘4‘% command @”\Jﬁ)&iﬁ)\ E@ER FEGSTT, BRhEE
delimiter” (here document )

command <<- delimiter & command PR ERAEEQZ TENG LT, BEENEE]

“delimiter” (here document, f<{THFLIGIRFTEWEZER)

echo Hello >foo
exec 3foo 4bar
cat <&3 >&4
exec 3<&- 4>&-
cat bar

FIURE X B9 AR T 0-2,

# open files
# redirect stdin to 3,
# close files

Table 1.23: Shell a5 & ILA %

stdout to 4

1’E 15 EA AT
stdin PRI 0
stdout nERE 1
stderr PEER TR 2
Table 1.24: FE X HIS 4 1A T
159 HSHIR

RE] L HE B ERNGLIRE— MR,
I FIGF

$ alias la=’1s

Im?j_: , “ -La"

-la’

=

= “ls -al” MESKHR, HFEFSURKIIREAIILAMENXHG.

{RETLAfER alias RIHFABERZIE (S0 bash(l) F4Y “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1s -la’
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{ReTLAEA type RBIAGSIERIEREZEER (20 bash(1) F4Y “SHELL BUILTIN COMMANDS” ),
28 T AU F

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls ERIAWHMERIL, M “Ffile” 8\, EIt “1s” #5712k “hashed” (#RARRFER), B shell H—AMHEHIICRA
SRR YIE] “1s” PRALAIMIE.

BR
2015 9.3.6 T,

1.6 3 Unix X A4LIE
£ Unix W ITEMIER, XALIER B U FERASEEMMNENARRIE T BT, XS —1MEZEM Unix eIF,

1.6.1 Unix XA&TH
XEBEHE LI Unix AR EERAMNREXALET A,

- RBEFEREMNRAN:

- cat(l) EEXHHELLIIIANE.,

- tac(l) EEXHHREHE L,

- cut(l) EFITH— 9 HiEd,

— head(1) i 3XHRIFF L,
tail(l) i XXEFRERE,
sort(l) WA HITEHITHER.
uniq(l) AEHERMIX &R EIRERNT,
tr(1) FEHRMBRF .

— diff(1) WX HRITEHITIEE,
- FIAMEREMIENRIAN (BRE ):

- ed(l) B—MNRBITHRIERS,

- sed(1) —MNidmigsE.

- grep(1) LEC#HE pattern B A,

- vim(l) R— 1M ERERIES.

- emacs(l) B— MNERmIER. (ALY EH BRE )

- ERYT RMIENRARN (ERE )

— awk(1) FH1TE BRI AT,
- egrep(l) ILEEHHE S pattern FIX A,
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- tcl(3tcl) ATLABHTEFMREBRIMNIALIE: S0 re_syntax(3), &&5 tk(3tk) —&fEHMA,

- per1(1) BB TEEMREBRIRIX AIE, S0 perlre(),

— pcregrep BRI pcregrep(l) BJLAILES#HE Perl R IEMTRIAT (PCRE ) EIAIX A,

- HH re fZHRH python(1) B LA TR RAE SR AL IE, SN /usr /share/doc/python/html/index . html”

MRBAPEZLHSREMT 4, BEA “man command” RECIEERBERIE,

pEF =
HFMIRFFRAXMEENARATIES MR, MRGEBERG—IHSHNERITH, FIUER “LANG=C"
C.UTF-8 EESIMENR B[RRI UTF-8 B/ E (B8M5E 81 ).

xR
Perl IEMRIATR (perlre(l) ). Perl RELEMRIAIN (PCRE) 1 Python # re HEREHIVENRIARNE —#
# ERE AL 2 T2 ERANT R,

1.6.2 EMFRIAL

ENRAXEREFSALIETER, BN shell BB, BEMEZRFERA,
ENRAXNERELENRN, ERBXAFFNITFFMME,
TFEFNXERFERFREXNFN. EMNERMEZENF, BRE M ERE , FAMMHEURT LA ATE,

BRE ERE TEMFRA IR
N . [ JTAS$* N . [ T~AS$* BARENTER
N+ \? \N( \) \{ \} \]| BRE B/ “\” BXTFEFT
+?2 () {1} | ERE MEMARTE "\” BXHITFER
c c MEEIETFRF "¢
\c \c CRE— "Fa=X ENFERF “c”, BE

‘c” ABRTFH
. . LEEIEFN, BERITH
A A FHENABRMUE

$ $ FREBNERAE
\< \< B AFRAE
> \> BUHPERME
[abc..] [abc..] LEE “abc...” FHERFES
[Aabc..] [~abc..] LEFRT “abc...” RAEFEFEMN
r r* TEEAHZA 1
A+ r+ MRE—%Z+
r\? r? LEEFENK— “r”
ri\|r2 rifr2 LEg—4 "r1” g "“r2”
MEE— “r1” &% “r2 %, HEIESA
\(ri\|r2\) (ri|r2) I IEMSS A

Table 1.25: BRE 1 ERE FRIITTFERF

emacs FHIENRIAXNEA LZ BRE {E2%E ERE FRITTFR “+7 # “27, HElt, 7£ emacs FUEMEMER “\" %
HXEL

grep(l) AJAMEREMNRIANRAITIERIEER,
Zid FIAF



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
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$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

BR
S0 9.36 T,

1.6.3 EHRRIARN

WFEHRTAN, —EFHFERANS X,

BrRia BRAX BRI E
& EMFRAKXFFILERNAST (7 emacs FEM \& )
\n gi n MESHENRARNLENASE (7 BHF)

Table 1.26: BirKRiADR

¥ Perl B#RFAERKY, NEA “$&” MIE “&”, MEA “sn” MIE “Wn’,
=il AT

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

BRI XLEES ENRAXIER, URXERLEHNXAERNEN TERZINEHE R,
XL TE M RIATNE — Lo RAg 23 P th ] AR RB TN AR B XA,

7E shell BLITITRIIRBHT “\" QBB —MRITH (FRZAM), HIFLRBET—1THITE,
BEEAERXFMREIXLEGS,

1.6.4 ENREAANEFZER

ed(1) 8L FILATE “file” HIEFAEM “FROM_REGEX” Ei&m “TO_TEXT”,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) L EILATE “file” HIEFRERY “FROM_REGEX” Ei%py “TO_TEXT”,
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$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) SL P LAUBEIT(ERE ex(1) S “file” HEFAEM “FROM_REGEX” &Ry “TO_TEXT”,
$ vim ’+%s/FROM_REGEX/TO_TEXT/gc’ ’+w’ '+q’ file

N
LERM “c” ST UBRESRERNEHITZERAIMIA.

SN (“filel”, “file2” #1 “file3”) wJLAER vim(1) X per (1) iBid IEMFRANHITHRMAI IR,
$ vim ’+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

N
FEH “e” IFERRITHLE “No match” fBiRPEIE,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl() flFH, 7-1” RES— M ENRXMANEREARE, -p” BRAEIABELEENX M.

N
EASE “-i.bak” RE “-i7, FJUEXHEEHRN “. bak” BRF, WFERNER, ZEBMERPIRES
=552,

=z
IE=A

ed(1) 1 vim(1) £ BRE ; perl(1) £/ ERE ,

1.6.5 MXAFHIRIGHIRZENEIE

TEE-AXAXH “DPL”, EEEHE 2004 FLAFT Debian IBMMSERFMNELBE, HUSEAR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

R’
£ “Debian &52" ZREXEZHAY Debian NSMEH L.

Awk ZEWRARMNZMEREI S P IREVERIE,
I FIGIF



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders
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$ awk "{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock August 1993

Ian Jackson January 1998

$ awk ' ($2=="Perens”) { print $3,$4 }’ <DPL # When Perens started
April 1996

Shell (140 Bash ) tha] BARSRAHTIX M4,
I FIGIF

$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

NE®S read A “SIFS” (AWEBHDBRRT ) PHFRRFITHIRM S 215,
WMEIRIE “SIFS” 4T R “:7, {Re]UATRIFHIER shell R4 “/etc/passwd”,
$ oldIFS="$IFS” # save old value
$ IFS=":"'
$ while read user password uid gid rest_of_line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd

bozo’s ID is 1000
$ IFS="$01dIFS” # restore old value

(WNREA Awk HEIEEIME, £A “Fs=':'" RREFHDEH. )

IFS % shell RN FNSHY R, wLBBRNEAT RNER, ZIASHIMAENSISHESISH, IFSHRIAMER =
&, tab FNIRITHT,

TBIEME(ER shell BY IFS %15, 3 shell FHIAN —SBE AN ENBAN, SRE-LEHFENE,

$ IFS=":," # use ":"” and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS"” # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 ATEEWSHI/NFERMA

THHHAEREEN -5, JTUM— LRSS,

£ find(1) # xargs(1), EBB1T shell FIXBEBES N LBEIAMER, ATURITHEES2MES, S0F 1015
FIE 9.49 .

LH{EA shell XERRTE AR R, BEEES— shell {IA (BRE 12.1 ).
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WAERER (E—1TREA)

ROBE

find /usr -print

HBE”/usr” THIFREXHE

seq 1 100

ER1F100

xargs -n 1 command

EREEIRNE-—TERER, EERTHS

xargs -n 1 echo

ENEETRE, AEREAND, 2RAS1T

xargs echo

ENEETRMMBITEH AT

grep -e regex_pattern

NEBEEEIXR, &% regex_pattern 917, REER

grep -v -e regex_pattern

IENEEER, NELEH regex_pattern 917, RRENHE

cut -d: -f3 -

EREEER, A7 PRIFE=JIRIEXR (passwd XHFF. )

awk "{ print $3 }’

CAERREANE=JIRNEX

awk -F'\t’ '{ print $3 }’

TEH ab BRI = FIRENE K

col -bx

WIFREEH, R tab ATHRHE

expand -

PR tab BEISHRHE

sort| unigq

HFANREST

tr 'A-Z2" "a-z'’

BRINFEERRAINEFE

tr -d "\n’

B ITERA—1T

tr -d "\r’

R IRIT I Z=TT

sed "s/N/# /'

EERTTEEN— % &

sed "s/\.ext//g’

ﬂm-”;/{]._tn . extn

sed -n -e 2p

ERE T

head -n 2 - ErRRAIEmIT
tail -n 2 - ErRmEmT

Table 1.27: EBaR LB/ ERIIARTIZR
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Chapter 2

Debian ({4 B EIE

s,

3
X—ERERHIREMINS R bookworm,

EANXHEH APT 2@ HRIIEBRZMPDIEI R B 9 /£/etc/apt/sources. list” X .
"/etc/apt/sources.list.d/*.list” X4 5"/etc/apt/sources.list.d/*.source” 3 {4 {9 {E {7 ith
FE X

It

oy

4

2.1 Debian XEGBAERVFEIR

2.1.1 Debian {4 BIEIE

Debian @ —NERBEEHER, EEY —HMBBEREMNTRIE _HFBHMNEREFLLELN]
2R IRRIGIRM T HTTP #1 FTP A7 X 3K1AI8] Debian #43€FE, the]A{#EH CD-ROM/DVD,
A Debian G BEEEBR R SR NEETE (APT), CEEBERABIXLEIRE,

Debian R EER RS, SEMSHN, PJMEAPMERERRAE—REN " HHIRAERIIR%EP, WE, B 70312
ANETFF amd64 SRAHIIR 4 EL,

Debian R BEERZABFENAE, BIFSAIHERNRIRAFEFNERGRSGN. WE, BATHEETIIMXLE,
- apt(8) BTATEMNRENGLITIRMF, Ea8RHENTR. BRMIBRATE,

- apt-get(8) B FMEIAF I Debian 3B ERR A, EFE apt Aol AN BAIER—NEEXED (ERFIRIB
Debian 4% ),

+ aptitude(8) EA—MRENMXAFREREE SR ERHRA B NE R ARV EL,

21.2 REBERE

FERZ Debian RAERMGBEEN—LEES,

* Debian BEERAEERNFINELE, HRIDENR, REAEERATI AN THEMEEILELE.

- BAMRGERTEECHEENS, EEANERFED debconf(7) REBREBIRLRRTIE,
* Debian AR EBIRGBVEENE, RAERER —MEEMFARMKL,

« AFEEAFUERRGETANSERINEE, EEMANTRPSEANRLEEGREXIEHN,

- MRMFNRET —LEBER2RBIRS, FEREIEHIKL,

- BANEKEFTUHARAEERFNER, XrESNATRARRENERRITHEENEFER T,



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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R AT K/ [ HBE
dpkg V:908,1:999 | 6400 | AT Debian MEERHFEEREAL (ETXHR)

ST TR ErhEan
apt V:864,1:999 | 4302 FERAGSITEIERG BRI APT Bilm:

apt/apt-get/apt-cache

aptitude V51,1278 | 4268 | ERAEFEEFIERENEIERGFERT APT Biin: aptitude(d)
tasksel V:35,1:980 | 347 FARZFZEFRERESH APT Biim: tasksel(8)

unattended-upgradgs, ;1335 | 301 | BF APT MBS, AENRERSEH

GNOME 3XfFHIL (BIFZERY APT Riliin)

gnome-software V:141, 1:252 2995

synaptic V:44,1:367 | 7627 | EITRERREBREIETE (GTK #Y APT Ailm )
apt-utils V:356,1:998 | 1061 APT SEFHfERF: apt-extracttemplates(l).

apt-ftparchive(l) # apt-sortpkgs(l)

apt-listchanges

V:333,1:866 | 396 REBhHEERIREETR
apt- listbugs V:6,1:9 475 FEEIX APT ZXa15IH™ER bug
apt-file V:17,1:71 89 APT RHFEEETE—aSTRE
apt-rdepends V:0, I'5 39 SEAEMIREIRETIRT T

Table 2.1: Debian 4 BIERE T YR

213 EFHEFEFIMN

<::>%%
AENMEMORSEMPRENRAE, CTRSITRRESN—RE, SREFERENFAEERMR, 6
ol ABI 1255, EIRATIRBERILES,

Debian ZAEIESIPHFFNIZRFEIHITLLEND stable fRA, HEEI{R1 5 T # Debian REZHI, (RN HE
& T PRI FRRSHE b,

s EREXHERARERS testing I unstable,
- £ IRXHBAREZENRER Debian FIRSEAEEIE Debian FIF43EEE, 140 Ubuntu ,
« REEY “/etc/apt/preferences”,
* RTBEMMNE2ETM, AABEEIREXGRERGEERTEMNIIAT R,
« NE(EM “dpkg -i random_package” TRIEAIHEEL
- BARMEA “dpkg --force-all -i random_package” TEAEFEIIRHEE,
- REMIFRSIE “/var/lib/dpkg/” FREISIH,
- RELNEBEELRNEFBEERAXG.
- MNRFEBNIE, BENIREE “Yusr/local” 5% “/opt” A,
5t Debian R EIER R, 5 LEFGER, SSRAHRETM, TERKEMNRALEER,
ARBEXBESIIARS BAI™IER Debian RARAEER, NZERIMNIFABHEE,

- REERENFHF T ERMFREWEERITIRBNNN, SMAEMN Debian ZRIEMRGE (BELEEH )

- (MEARRERRBEMENRA R REK,
— Debian RAERAMIREEHTIFRIET 4,



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
http://packages.qa.debian.org/g/gnome-software.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.4 BEHEHEE

VIR
@ WFREFRS S, BIUERTELZEEHN stable Ef, WFRRHITERERENSEHE PC h2EH
ik,

REHRELEHFHITTES, HAMERAXEMNIFSIEEFET NS TEH testing 3¢ unstable fR,

EfFEFERTEMABTER—NA, EAFILTFHEA RIIKOE RN AFRRE, FibhiAZ] Debian B K5,

XANFREE B ERNSEIFE,

- (M testing kR, EFRLE, EEBEMARMNAFHN, H Debian F4EREN QA FREZEMSKEIE, LEN: Debian 545
. R EERKIESEEK F1 EiEiRIEER, 7E testing RAPMRE B E IS BBINERIZHLITRINIFE,

- HEYREMIRE testing WRAEMNAIKBRARNEHRR (£ bookworm-fEa-stable fREI & AR, 7 trixie” ),

s KEBEERELEFE—NAE, MXEMRBCHETERR, AFNEH EXEFENIMBBRRHRES, WF
XNEF, Debian FIFP AL EEREHIIRBRIFIERRIE,

& unstable [RRAEFN, unstable RN ALRE BIARGBEEE, ENEBEBMNEEFEAMS, SEEMRRE
EARMEBEHXEFRHE, KRE Debian R4EM unstable FREKX S HFHEBEREIEEIRE, BEELE LRG0
F, HFEENPHN—EBRERARB S BAN,

XBEE-LEAMPGEEEN, WHRESEREHM Debian 3BT bug FIRE,

« @iT4F Debian Z4HY stable MRERE S —1MNHKX, FILAMERAREBHITINVEN

- HIfELR CD ETHT BIERM

« BELRR apt-listbugs , XFJUEAKZFIHEE Debian Bug IRERR A (BTS) BIER

- WK B RARERIZIES BB T REKAR R D)

@ VIR

NRARTEMEXLEFRRLIEREREVEF — 4, BBIRATRELLMIFER testing A unstable WREVES.

2.1.5 Debian #4ZEEETM

oUIN
Debian HHEREE B BRME XS0 Debian BIZRX 4, 58 2 E——Debian 4%,

LB R S A FPRIAEEREE Debian HRE,

WFRGEAF, 2ER APT Z4t3KiAiE) Debian #4RE,

APT A E X EMEIRIREIERIFEFIR, & sources. list(5) EEER,
S F{EFBARY HTTP i4i0)# bookworm &4, BITHRIANRIIRIT:



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
https://www.debian.org/doc/debian-policy/ch-archive
http://deb.debian.org/debian/
http://deb.debian.org/debian/
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deb http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free
deb-src http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

deb-src http://security.debian.org/debian-security bookworm-security main non-free-firmware <
contrib non-free

ATERRY, HEERER deb822 IENANRIIRMT :

Types: deb deb-src

URIs: http://deb.debian.org/debian/

Suites: bookworm

Components: main non-free-firmware contrib non-free

Types: deb deb-src

URIs: http://security.debian.org/debian-security/
Suites: bookworm-security

Components: main non-free-firmware contrib non-free

XX BRI,
- BT
- EMEXXHE"/etc/apt/sources. list” XHF1”/etc/apt/sources. list.d/*. list” XHEM@.
- B—1TENXT APT REMNEIER,
- “deb” MIBRTE X T ZiHGIERIEEL,
- “deb-src” MIBBITEX TIRRBREFE,
- E—/1SH R Debian HHREMIRE URL,
- BINSHRERITREN, FIUNERAEHRERS,
- BEAZERS LR Debian HERENERNEEETE B,
« Deb822 #& =,

EMENX " /etc/apt/sources. list.d/*.source” X4 &8,
HZEBEANBNZITR, EXT APT RANEIEIR.

The "Types:” stanza defines the list of types such as deb” and ”deb-src”.
The "URISs:” stanza defines the list of root URIs of the Debian archive.

- "Suites:” ENWEX T RITHREMIIR, BIJUEREHBINS,

— »Components:” ETTE X Debian MREFERERERMTIIR,

MRIAZRHA aptitude, ERAEIFEABEXMITHE, “deb-src” EXFTUR LA, X5 CAIESEETH
RHVEH,

URL BJBAZ”http://”, "Ftp://7,”file://”, ---.
“# FFKRITRIERE, W2,

XE, HAEFERNRS “bookworm” X”trixie” RRBEMH R “stable” K testing”, LB T— stable
MR A& BT HILES,

R

If "sid” is used in the above example instead of "bookworm”, the "deb: http://security.debian.org/ ..”
line or its deb822 equivalent content for security updates in the source list is not required. This is because there
is no security update archive for "sid” (unstable).
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FHZFE URL EfE (K5) HHY
http://deb.debian.org/debian/ stable (bookworm) stable (bookworm) release hR 2
http://deb.debian.org/debian/ testing (trixie) testing (trixie) release fRZA<
http://deb.debian.org/debian/ unstable (sid) unstable (sid) release fR 2

. ' : %, OE
http://deb.debian.org/debian/ experimental %ﬁ%ﬂ;ngl)pre release A (PIIE, id

stable-proposed-updates | T F—M2ERR (bookworm) sRhRA (/]

http://deb.debian.org/debian/ (bookworm-proposed-updatasiia ) RFHIEET ( ik )

] . . 2FE R (bookworm ) FIBIINERETIE
http://deb.debian.org/debian/ stable-updates(bookworm-u pg;i ggﬁﬁ%ﬂﬁﬁgﬁi’fﬁ I

] i . stable-backports HATT2ERR (bookworm ) FURRETHIEIG
http://deb.debian.org/debian/ (bookworm-backports) R (T3 )
http://security.debian.org/debian- | stable-security FF2ER (bookworm) EHHIEEFE
security/ (bookworm-security) (BE)
http://security.debian.org/debian- | testing-security ATFNRREANEEEHR (XITVEER
security/ (trixie-security) 2EAIRRNRSZ )

Table 2.2: Debian B4R EIL = 5IFR

£ bookworm 27 /5, THEHREEXHFT{EMR Debian R EIM =R URL fIEHBHASHITIR,

YIS

@ ABHERSTHMLFH stable release MAF AR HRIEMIZE M, BITASH stable release kR
APRHEBZHREE —LERE testing X unstable release ARG B ALLIBITHSR unstable
release \RABERIINPE, XRENERFHANLESIEE)., R stable release A MEENFEE—
L2 FHEFThRAS, B B3R BEstable-updatesF http:/backports.debian.org (W5 2.7.4 1) HRG
B, ERXLERG B M TERIMID,

VAV

@ £deb” 1TH, fRREYIH stable, testing & unstable EHHRM—/NENE], WMRIRTE"deb” {TH
BB T stable, testing # unstable Ef, APT BEFEHNHITEES ST EHAREEHNHERERS
BN, REE /etc/apt/preferences” X HBIRMEIRMEE, BEMNIRAREEXN, (BEEFE
277 )

N
WFER stable E#H Debian RAME, & RIIRFEETHE “http://security.debian.org/” AR
ETHENER, ERBERALT2EM.

ES=

Debian Z2FAKIERIELE stable MRENT LR, XLEITHRT5HEAIERN, testing #4REPIVERM,
R—E LW Debian MiXELHAKIEE, HF—LERE, XETHIEN stable HEREREILTIE, EoJfeFE
Z£1EBIEIEM unstable GBI IET testing, unstable RIEEMNRME, KEZIMEFEENR, RFE4FN
unstable KHEBEELTFHEEFIIKA, BREFNAT LARHNELIEE., BX Debian EHLETSTHRAE,
BZ 0 Debian £ |0)0)31 ,

PR EREER amd64 Z2M4H, main KIFIEM Debian 2% (SWE 2.16 T ).

BT IEARAYN 5T 2R FE @45 URL, XL URL #£ dists B pool Z/G R & MHERY, Debian BB BINXIAY
B4,

RITHRATUAEARNRSRIEE, RITHRETFS XEPEEIAMBEANRNIE, EFFMASHXRALSEWMT,



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://wiki.debian.org/StableUpdates
https://backports.debian.org
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
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X1 REBHE REREHERE

N T 7 =1 =} £ N
nain 68974 ;i}r)]k_l]zib;zn HEREES A5 (DFSG), FHEHAKETF
ATF& Debian BERNRHFIESESH (DFSG), IERMARALRT
BEREZRIIME G
contrib 351 B\ Debian ERIXEFES S (DFSG), [BfK#TF non-free
B Debian BERRHFIEESH (DFSG), HEHAE

non-free-firmware 38

non-free 949 .
non-free-firmware
Table 2.3: Debian |3#4[X 13 (area) 7R
B8] suite = stable suite = testing suite = unstable
7£ bookworm 2 g codename = bookworm codename = trixie codename = sid
E trixie XHlg codename = trixie codename = forky codename = sid

Table 2.4: EFAINSHIXFR

KEHIAEEM Debian FAQ: 6.2.1 ARIFITIMLERSE ?

TE4X ™ HY Debian #4RAIE, “8B%) section” X —1d4FIEHEMN AIUER D LKWREE LT, (BR, EEZBSH (“main
section”) iX —18 G Y & F3RHEA Debian 4RX A, BA” main FE” BX1F, )

Debian &% (DD ) 8X LERHEHEZ unstable #43E (81T incoming &IE ), EMHIRR EENREGESHEH
A unstable MEREFRMRIFREERE,

3NR DD MEITIREZNEF RFMXFFHREM, XiBERTE Debian AR EUFIIRFHITA

£ Debian R EHEIPHIARFTIRM B unstable HREBNE testing HRERT, HERE E?FH%IJZIVNXH At ]
(#910 X)) FERAEH) RC bug MERVIRE, ERIRNBRENTTUAMRITL testing HEEFRRGRE, XMIE
£15 testing HREIFFIEMTA.

LLEEE.B}\@'T—EJ-E’JL)/?Fwn*é%fhﬂ’]ﬂifi, FFIT—LFER T, £ testing IRETE—N, Lk, RE,
%18/ testing BREMNRIEBMOILL I stable BRE, F R testing HRERIEFMRE I, Il
testing *ﬁ%fi?‘%ﬂﬂ’\]?\]?%ﬁﬁﬁ?ﬁﬂ@ stable MRENRETZTEMEE,

unstable # testing HREEEHTEKEZHU T /LNEZSHH IR RYEEFE,
o BRI B EERIEEE (20T unstable )

- IDREZIHNRGBRIEEE (BT unstable)

- MRER BRSO (testing #l unstable )

o FRITFIEERE, GINBRREGE (BT testing ) F,

FELE, MRIFREEAXLEERE, RRAIZEEBES RAZ XL LRRF)NEE,

YIS

EHRY stable RALRMEN/LNA, REMEEAFRPNZEATERELENDN stable #5RE, BE(
{ITBE{ER unstable Bk testing HEE, EXMTEEFR, unstable #l testing BEERNEEKRS
A, {RfEA unstable BRENRAZREBERFRFVITIERSH, BREREZZORGEENAREFH
LITE, testing MEEAKER, AANEEESBELEREIIEN stable MEEMRHIAZ (Debian
testing L2 A\E 2008-12), —MNAEGRIMEG, MNRFFHARIIIE, unstable HEEIFEIUERA,

®R
BRER testing BHRER, H—MERKRIRAHESIENEBESJBEEK unstable HEREFHEENRAGE (B
{E€ bug ) KRR,



https://www.debian.org/vote/2022/vote_003
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
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HERERE X Z D Debian BIFR X,

235
RS
 ERRGE
- REEHRIFE

2.1.6 Debian £ 100% 9B B4
Debian 2 100% BB B#RE, Bi:

* Debian BMIARLXRBHRY, XIEETHFHEH,

« Debian 7£ main AR BB,

* Debian i RiG{TRE main KIEHRRMG,

« TE main PRREE, REMRBSIMETFE non-free 3k non-free-firmware 3% contrib FEYRHEE,

BABHERINNBENSERREERETE.,

+ “Debian 143848 2 100% BB HBIRAE", ( Debian $1E$324HHIE—5%)

* Debian fREZ 28 FBE—LE non-free-firmware. non-free #l contrib #{#£l,
EATINRA, IHAFE,

« Debian L BB 100% HEH, FEENREEALT Debian fR5588H) main Xig,
« Debian R4 ZIMNIEREE LT Debian fRZ28H non-free, non-free-firmware 1 contrib Xig,

7£ Debian #1E$22£90058 4 ZRFN58 5 XX 1T 7 BRFARIARRR

- BITBMEEERINVAFRREBERMG

- BNBABRMNNAFPRERRGHENZIEMSE. BRI LEEEMNHANE, BIEESHITENEPSHH
MR ENRMFER, FATARIITE Debian R4 LERIEBBARGE, BATEAZSIXECIERFERIX S0 4R
APEREINER, BIRIFHA, FRERNNAEMNEET, HIEEHE Debian LB RAEEER, I TiA
;&‘jii“:bﬁﬁx, BAMFRMEND. SHREN. 100% BEIRG, MAMINMEFR]EEFE XL T EERARIR

IO

« MLEAERAFERAHIE BIRETE

— We acknowledge that some of our users require the use of works that do not conform to the Debian Free Software Guidelines.
We have created ”non-free”, ’non-free-firmware” and »contrib” areas in our archive for these works. The
packages in these areas are not part of the Debian system, although they have been configured for use with Debian. We
encourage CD manufacturers to read the licenses of the packages in these areas and determine if they can distribute the
packages on their CDs. Thus, although non-free works are not a part of Debian, we support their use and provide infrastructure
for non-free packages (such as our bug tracking system and mailing lists). The Debian official media may include firmware
that is otherwise not part of the Debian system to enable use of Debian with hardware that requires such firmware.

R

The actual text of the 5th term in the current Debian Social Contract 1.2 is slightly different from the above text.
This editorial deviation is intensional one to make this user document consistent without changing the real content
of the Social Contract.



https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
https://www.debian.org/social_contract

Debian &% Fif} 42 /229

BAFPMNIZT#ER non-free. non-free-firmware l contrib FEVREBFFEEZEEHIMXEE :

- FEREUNRGEBESLEERH
« 5 Debian WRHBMIZIF (XLREBLIEEIRNES, Debian NEEHITELIIZHE. )
;541K 100% BHAY Debian 248
Debian B #4185 755t 79 Debian 1831 7 B HER4#R/HE, Debian W BRI EM T RBIIZIER, 828X, B
. BEIWRFIEIF SR, X{ES Debian FIE HIREIREIEE &,
BiRIEY non-free, non-free-firmware # contrib REBEE T FHIERMBER D EHREE :

» fEGNU Free Documentation License FEBINX B, SFATHER 5, LEd GCC F Make 89, (KB B #E 0] LATE
non-free/doc %)

- BIEREIRAEN THBBIENEGREE, FIANESE 9.10.5 THRIEHR non-free-firmware FIHIVREE, (2

F non-free-firmware/kernel 2843, )

« ERFIFERIAE, SEERF/ERBF T T RS,

B/EE, non-free, non-free-firmware 1 contrib G BHVEE L F main REERY 2%, £1FiAI0] non-free,
non-free-firmware # contrib HAASRMREBRIKIE, FF aptitude®) NEFEXREXREIUREHES
R LR IR 2ES], PFIMERATE LR REENBIREE, REMFRNAAFFEH,

2.1.7 MEBEMREHIKZR

Debian RAEITEIZHI X GFERPRIRAL Z#HFIREAEENGREHR — BN ZH#HFREEES, TEE-LENMN
BIBEX.

- KR

- X, FTATEXEIIHNR B S RENRIRAIRS
> TR

~ ST Depends, {BIIHIRHEBTURAIRMELE.
C

- RERF-E, BFIRENNKHXR, ASBAPFREEXE, RIFEXEFIHNFEOHEE
<RI

- WEBIRE, ERE A BAPTESNREFINREDTRE, BRETIHTUEE LN,
183

- HERA-MERIUIBHBMAR, TRBBXE,

© R

- R AR OTRE—LEIRANSE, —RNRATARR T BRI BRI,
© R

- XRATENATRE. HTREX MR QUTBR BT H RS,
- B

~ BRI R R R ERAIR A EHXH,
>R



https://www.debian.org/social_contract#guidelines
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License

Debian & Fift 43 /229

- REAZX MR GBS R EAR TR ELAT R IS FIINRE.

JED =)
HEE, RS “Provides”. “Conflicts” 1 “Replaces” &XE|—MEIMMRGER—MAEMNES, XMWRT
FEEFA— T EERERER—MEHZEN SN EIERAE.

BERAHEIKE X ANE A E XALT the Policy Manual: Chapter 7 - Declaring relationships between packages,

2.1.8 BIEBMEHR
X2 APT RIEMNREHBEEENEREEHRIEE,
« B (“apt update”, “aptitude update” = “apt-get update”):
1. MIEFEAERERBNE R ETEUE
2. EEMEFH APT (ERMAM TR
« A4 (“apt upgrade”F1“apt full-upgrade”,z%“aptitude safe-upgrade”#l1“aptitude full-upgrade”,
g “apt-get upgrade” #1 “apt-get dist-upgrade” ):
CIERIRERE, ERMTRENREGEEEHERMITAMRAE (FISNSIE 2.7.7 17)
. BRREERIMXR
. NREEIR A S ELRRMRARE, SNEFEIEEREREFTIEERN Z#HEREE
. BB BEFTIRENRY TSR B
. 1817 preinst A&
. BERIHGIX G
. i&1T postinst fiiZs
(“apt install ...”. “aptitude install ...” 8{#&”apt-get install ..”):

EESSITHRIEHNE
RRRGBMRBX R
MIEFERRSS BEFRENE 1 ZiHHIE
R FTIRENE SR
1517 preinst B2
TERTHHIX

—

1&1T postinst fl A

N OO Ul AW N

P

S

N s WD

« B (7apt remove .., “aptitude remove ..” = “apt-get remove ..” ):

1. ERHLSITRIHE

2. BRI GEKEIX R

3. 1&1T prerm B

4. BRELRIXYE, BRTEEXH

5. i&1T postrm 7S
. 5k (7apt purge”, “aptitude purge ..” B “apt-get purge ..”):
1. EEGLITRIILME
2. BRURHEMREX R
3. BT prerm A
4. BRELZRNIXG, BaEEXH
5. i&{T postrm FiZs

X8, ATKE, BHREERTRAAT,



https://www.debian.org/doc/debian-policy/ch-relationships
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2.1.9 XNEIEIR0FAYE—N BN

{RRNZIAIEM RIVE 75 345,58 — MNEJIEAY SIS R Debian 45 E MY /usr/share/doc/package_name/README . Debian”,
BBt iZE 1 “/usr/share/doc/package_name/” FREIEENY, WRIRIZE shell BZE 1.4.2 75, HATI

AN AN

AR Yo

$ cd package_name
$ pager README.Debian
$ mc

RRTBERBEREL “-doc” R BIIN N IR G ERKEFAIIER,
MRREER—MIENRG B EIR T B, —EEETIE Debian bug BRIFHRL (BTS ) Mk,

ik we
i =Z7 ;
]ie%lanbugﬁﬁﬂm%ﬁ(BTS) 2 sensible-browser "http://bugs.debian.org/”
REFE RO R bug IRE sensible-browser "http://bugs.debian.org/package_name”
bug fR S EFFY bug S5 sensible-browser "http://bugs.debian.org/bug_number”

Table 2.5: f#/R¥GER A ELI0) BEY EE Mk

{5 Google 18R, EXEFPEE“site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”

g pope
I <~Jo

HIRERIE—1) bug IRERT, BEHE reportbug(l) <.

2.1.10 3{E#kiE Debian {48

HiBF 2 MA EEUNRGER, SFEELERENSER, GRMETRKW—MIRER, RiZAEIRFRLIM, K
INAUTLRREENRE B 1ZEBIRLE,

- EEZM: B>B

« 258J: main > contrib > non-free

- RER: BE>EE > iE > Bk > §idh

- 15 ERESTERUHENIIRER, OI9 “KEIMNE"

- REBRHS ZBRBXRNREEFTIEERER (HI70 gec ##f gcc-10)
c RITE: ARESETRERNLEEESNIHY

- BHEE: #PELENER

- BTS (ERPEIRERR): )86 RC RAIMIERE (RBBR. EXEMRMEG )
- BTS (HRFEIRERRAR): BHIPENWREIRE R

+ BTS (RIEIRIZRA): BEESHNEHEER bug £48

« BTS (fRFEIRERR ) ImEBAIIE™E (non-wishlist ) FRFEEER D

Debian 2 —MERNHAAKRANETENE, ENERERS TIFSARXERMARRENRGE, FOHFUSH
BHCHERE,



https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com
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2.1.11 How to cope with conflicting requirements

Whatever suite of Debian system you may decide to use, you may still wish to run versions of programs which aren’t available
in that suite. Even if you find binary packages of such programs in other Debian suites or in other non-Debian resources, their
requirements may conflict with your current Debian system.

Although you can tweak package management system with apt-pinning technique etc. as described in 8 2.7.7 93 to instal such
out-of-sync binary packages, such tweaking approaches have only limited use cases since they may break those programs and
your system.

Before brutally installing such out-of-sync packages, you should seek all available alternative safer technical solutions which are
compatible with your current Debian syetem.

- (ERBENIPEAN R HBIAEBERLRSIFNEF (BUE 76 T)

— Many mostly GUI programs such as LibreOffice and GNOME applications are available as Flatpak, Snap, or AppImage
packages.

* BT — chroot BEMURIIMEREREGITXHFIIERF (B0F 9.11 W)

— CLI commands can be executed easily under its compatible chroot (see 38 9.11.4 3).

— Multiple full desktop environments can be tried easily without reboot (see 38 9.11.5 ).
* Build desired versions of binary packages which are compatible with your current Debian syetem by yourself.

— This is a non-trivial task (see 38 2.7.13 ).

2.2 EWRGBERRF
7E Debian RAFBITSET APT (UMM B EIRT B ME Debian R LH#HTET CENREQERIBE, EXE

BAMENA I HEANWIREGBEEIRTA: apt,apt-get /apt-cache #l aptitude,
WFBRREBLERIEHREGETHIBENRGEBEIRIRIE, RYUME root 1R,

2.21 aptvs. apt-get/apt-cache vs. aptitude
RE aptitude RIFEEEEAN— BRI ENTE, BIRMZFETIER:

s RBIWEFIRA LTS stable Debian R4 LfEM aptitude S RFITERENRAFL,
- BiINfEA”apt full-upgrade” z% “apt-get dist-upgrade” R#FITXMEIE, £l Bug #411280,
« aptitude S BIMRS AT testing 5 unstable Debian RAFHIBERAERGE,

- IMERATMA T ZHNRAEER, BARRN.
- RUFA S HBEHTRA ERIRBEEFIREG BERAREEMR, I3 gnome-core,

- ERRX/NEE, FJLAE aptitude L RBEFIERE “BUBSHITHENE" , IBH aptitude, FH{ER “apt
full-upgrade”,

apt-get #l apt-cache RREMMNET APT WRHEGBEEETE,

- apt-get #l apt-cache RIEHGHGSITHFARME.

- apt-get BHITERANERAZARFRIFNESELR,

- apt-get B# T —NRKAVIRMG B BRAT 2R

- apt-get WEHHFFNERAS., EHEEELHNAFHAEGITEREER,



https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(package_manager)
https://zh.wikipedia.org/wiki/AppImage
https://www.debian.org/doc/manuals/debmake-doc/
https://bugs.debian.org/411280
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. apt-cache BT — M iRENENRANRIERR G B BHANER,
« apt-get #1 apt-cache BJUAf#E /etc/apt/preferences REBREBENSMRE, EXIEFED,

apt HOR—ABFRFOEENSRHLITRE, TEALR apt-get, apt-cache FIEMBLH— HE, #
BRI ARAPRENRE, CHARATREEARERERILT,

- apt TREMAFER apt install ERREBIEHE T —MNRIFIIHESR,
« ERINRRTHRGEE, apt HFEIABBRETZRY . deb FRIAFE.

B
BIVAFER#HN apt(8) S AT RXEXWERIZR, M shell HIARER apt-get(8) # apt-cache(8) @

o

aptitude ML ERREBANET APT WHRHBEEIETE,

- aptitude Bt T -1 2FMNREXAX AR FRME,

- aptitude E#HEMH T - S HFRE,

- aptitude EHTHERHEER (AINKEELENRGEBEMNIERTANKREE ) HESELER,
- aptitude WEHHFENERES., EEREESHNAFHAEGITEEER,

- aptitude Rt —MEBIIENRANRIERFAEHREBTEHIE,

- aptitude AJUBEEBRREGBISMEE, FERER /etc/apt/preferences, IE&+HEWM,

222 mLTHHMEMRGEEIRRE

THERER apt(8), aptitude(8) 1 apt-get(8)/apt-cache(8) ML ITEARRGHBEIRIRIE,

apt /apt-get #l aptitude BEWSEA, 2B K0,

“aptitude why regex” ®JLAiBiT “aptitude -v why regex” FIHEZMEES. XMUMNEETUNE L apt
rdepends package” 5% “apt-cache rdepends package” 3XBEY,

Y aptitude ALEHLITERN TENEEE T~ (FIINREEHR), REIMEZFEMRTHET “e” #i)
BREEFEHRERI,

ES=Y

B aptitude BRI TFEERINEE, FIINIEENRGEHBEINEE, BEMEREESHT (KTHESH ) —ER
%, 90 Bug #411123, Bug #514930 % Bug #570377, W1HBE%E0], i5EM apt,apt-get #l apt-cache &% 3K
BN aptitude &%,

{RETLATE “aptitude” EE{ERIIGSIET,
FZHRNESM aptitude(8) FfIF “/usr/share/doc/aptitude/README” HJ “aptitude FAFFEM”,



https://bugs.debian.org/411123
https://bugs.debian.org/514930
https://bugs.debian.org/570377
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apt-get
s aptitude / "
Bk
aptitude apt-ge e ———
apt update Chdate o ol E R R TTIE
aptitude apt-get
apt install foo | install install&E “foo” WEBIMRIERRZA A K ERIAKE:
foo foo
aptitude apt-g€ s o o e iy - I
apt upgrade safe-upgradapgradeﬁﬁe;{amhﬁ: BHMREIERAF EARBIREFEENREE
apt aptitude | apt-getZREELZENNREFBIRIZRE, FEEZMNIESBREERNIX
full-upgrade full-upgraddist-up§fade
aptitude apt-get
apt remove foo | remove remove BFR “foo” WGE, BB TEEXH
foo foo
apt-ge = = A
apt autoremove | N/A autord t%F%Z;@ ZNBENLTRINRHEE
. apt-get
apt purge foo aptitude purge| &l “foo” MEERIEEE XH
purge foo foo
aptitude apt-get. .. xpa AR bR o
apt clean clean clean TERA CENRE KR
aptitude apt-geta a A
apt autoclean autoclean | autocldd A S P ARG BRI EGB R RS
aptitude apt-cache
\E' AN 7 2 -I;I-ll_.\
apt show foo <how foo :ggw BR “foo” HRHEBHIIFLA
aptitude apt-cache
i
%p;_%earch IEN search search LA regex PRI E
1=z regex regex
N/A o agex | NA | BRREILER regex MO LT R R IR
aptitude
N/A why-not N/A FEFZILEC regex R EIAM T RMIRE
regex
aptitude apt-mar
-mg =ik ek
N/A search, RO TE e

Table 2.6: {8/ apt(8), aptitude(8) 1 apt -get(8)/ apt-cache(8) B9an

EXRRGEIEIRIR(F

ASIEIN 15 BH

-s BlGHSHER

-d NTE, FHETERER

-D AEENERMNRR, ERE=a91kH

Table 2.7: aptitude(8) PEEH&HSIE

In
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2.2.3 aptitude FIZE I {EMH

REAREANRAEEERE, FRIURTERFMURERNEH aptitude,

$ sudo aptitude -u
Password:

XIS EHMREEENABEIR, FURENHE AR ERREBIIR aptitude FERBEEME "~/ .aptitude/config”,

7N
WNRARAEF root MECEMIAEEAER, FTUAE LERIFIFHEER “sudo -H aptitude .."fX& “sudo aptitude

o

=R
% aptitude UREEXBEN, SEMREFRITHINE, MREFRENR, BEIUBLRES: “THF" - “BUH
HFHITRINME" REVETE,

2.2.4 aptitude FIILELIE

E2FRA TR RSN ENFREINT.

REETE BEYIETNAE

F10 8K Ctrl-t B

? ERFREEN (ENTERER )
F10 - B - AFPFMH EREFPFEM

u FMRGEERERRE

+ S ZRE R U EARRE R
- CZIR BRI CIERIR (RBEEXH)
FRCZIR BRI CMERR (BREEXH)
BFRERIERARFRE

T E e ARE (ZHfEAAE] full-upgrade )
& TEHF EREEE
RHZABAREEE
RHZAEAF AR E
nter EERHENER
ERHENTEICR
TEREFENEREH
EINERNE—REGE
S8 ER

(o3 |

1IN = om X|ajelc| Il

Table 2.8: aptitude FI1Z LD E

BT R SITIHENMEM, HrEbl@dR “17 5 /" ZEERBRR TEATIIFRR aptitude IENRIAR,
aptitude IEMFAXFIAGEA “~n" FLEERREEBHIFR RRIEHLLRER BT,

®’R
FREAFIMARERZT V" BILABNERRREBARIITTARE, BNRBEERNRERN—LE5ZE
IR BRIV BT BER TR FT AR AR A,




Debian & Fift

49 /229

2.2,5 aptitude X {EBME

aptitude(®) *FREHAT, KEGIRBNREDLETEOAFHHEIR,

idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2
ZITHAERBRE XA,

CRE RE (B-ANFER)

- “EIET RE (BIAFER)

- “BE” E (BEAER)

- MEEBF

- Z “ThE”T WHIRZERNTL

- MEELSRIRAE

- BRI ARAE

N
TR UERSR R PHREITEIREINR, R 2" M EFRERBET.

A ARAFIE R 2B SR A EEI (S0 apt_preferences(5) f1% 2.7.7 %5 ),
REBDUERTLFEEER T LATE “HE " RBETHEL,

E EASHES

REEAE Sk 2.10 (KN

REHREFER IHEFLTRELZELRRIVRGE
FERRAFEIR A EWITERGE (ATENRER)
Debtags HIiizs S debtags HTH EREE
R AR E S BRI AG R T ERN KA E

Table 2.9: aptitude fiL[E]

=z
EE

BEENFA1C# A debtags ARICRVIRIFE !

e “REENE" 2ERREBNTGESHEE —LMIMNIEERN dselect BRK,

ES Bl

REINGED) ZE section - area - KEBNMFETRIIEREE
AR EE

BERRGE [EE

RERURAFE @£

T EIRFIE R STER IR A & EE
EREE SRR TRERIIR A B

& E— T B EESERARNENREE

Table 2.10: #RER A B EIRIS5 2

=R
AR E BT AR R A (REE S & B R AR B,



https://debtags.debian.org/
https://debtags.debian.org/getting-started/
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2.2.6 aptitude EZREAHIEIN
aptitude 324t 7 JL/NET BAGE AR IEMRIA 3RS 2R 14 BLDIR IH,

« shell 17!
- “aptitude search ’aptitude_regex’'” FIHZEIRE. REBIMFCLEREGBHIBIERHIR
- “aptitude show ’package_name’” F|HREBRNEMIE IR
- EEREER:
- 717 ] ABR I L EC R 4 B RO R &
-7/ BRLEMNREGE
-\ EEEERELREHNREGE
- BHET—1
- "N’ B E—

R’
F1IER package_name WEFRHEBMIBERFNRLE, FRIFERU~ FFAHEMNRIAI,

2.2.7 aptitude [ENFRIAR
aptitude IEMFRIAR 2L mutt B3R ERE (805 1.6.2 1), aptitude BRHVISFRITEEMMYT BT,

- EMFRAXERHE ERE, FiIR egrep(1). awk(1) Fl per 1(1) X LEBBRIAYE Unix XA T EFRFTERE “A".“. *7 “$”
SF=EEN.

« (KFIR R type B— TS ERREEHEE XS ( depends, predepends, recommends, suggests. conflicts, replaces, provides ),

« FKIARY type kEIX R “depends”,

RBR
5 regex_pattern AT F BN, BIEGSBEERRN-T,

THEHR—ERER,

« »~Pterm” ==”~Dprovides:term”
« »~Cterm” ==”~Dconflicts:term”
« ”.~W term”=="(..|term)”

BAP#Enutt FBRIRERE, BRD mut R BERBEFRARNEES N BFPFM™/usr/share/doc/aptitude/README”
Ay “SEARCHING, LIMITING, AND EXPRESSIONS”,

ED =

lenny hRARY aptitude(8) 7, FA9KEINiIBE, B9 “?broken”, EIEMRANHEIUAREM HEIBIIE
B “~b", METHFF “ 7 WIAARRTIERFR “~7 MBS —IPENRARNLZ LT, FNKEREES
n “RAPFHR".
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¥ RILE A A NAUESSY

- LEREBEBR ~nregex_name
LECHLA ~dregex_description
MECREFERTR ~tregex_task
ILES debtag ~Gregex_debtag
LA 2RI E ~mregex_maintainer
ILECER FFBIRY section ~sregex_section
MECREFBRIRAE ~Vregex_version
ILECHEERE ~A{bookworm, trixie, sid}
LEEKIR ~0{debian, ..}
LA e ~p{extra, important, optional, required, standard}
LN ERREE ~E
ECEFIER G S ~v
ECHFHRIREE ~N
LEFRITRIENE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
NEELRRER ~1
METE A MENELR=REFE (Baik M
FEMREE )
MEATE ARENEERNREE (BE i1
SUEEMREE) '
NEELZRFAHZFTARNREE ~U
LR E MR ER BRIV EFE ~C
NEERBR, SRR FIBRIRER ~g
MECHEIAMRFR R RV EE ~b
ILECHEIR type KEAR REVIRGFE ~B RH

ULEC pattern BB type fkEH X Z

~D[EH:] &K

ILEC pattern I BEIRIFE] type RE K Z

~DB[ZEH: ] &R

ILECRER T pattern FREFBLAY type AXERRIER
“Ha

~R[EE:] &R

LECHRER T pattern EREFBIREIRET type AKEH
M EE

~RB[ZEAY:] &

Bl

LN

MEEECEZRRFEMRBIRRAE ~R~1
NEEBREECEL=RAFEMRMEVIRE || _o .
NEHEEEZXRFEMEBRENTRD | o, |-R 7 :~i
TLES pattern \TIRRA Z IS VI B ~S diE 'R
MEMBERGE (B) ~T
ALERFER (KD ~F

Table 2.11: aptitude IEMFRIXZ
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2.2.8 aptitude BYIKFEHARIR
MRBIHRE “F1o - EIN - EEDN - EELBKRBXR” #FTHENWIRE, NE aptitude FEE—IMREGE

B, NMXEBE “Depends:” FIRAFMMMERIE L, “Recommends:” FIRFHREBELAEMIE L, 7 aptitude
T, REENRRNREBELCBEENSBEINBIR,

aptitude L HEH “‘BMER" THMREHITLUET apt REEFEY apt -mark(8) BEKIgE.

2.29 HREBEMNMAE
{RETUATE B 5 S B B 1035 A £,

X S

/var/log/dpkg. log dpkg REVREFELEENHE
/var/log/apt/term. log WA APT J&EIHE
/var/log/aptitude aptitude L EMHE

Table 2.12: B4 ELENHEX G

BXLE, REAIEETERERSERNER. REEWHESNE 939 1,

2.3 aptitude R{ESEH
THER—L aptitude(8) FIIEIESEHI,

2.3.1 Seeking interesting packages

R BAMRYE aptitude IMEEETETMRAEEANERESER THIRER, REKIFAAFZNRMAEL,

2.3.2 BEIIENRANLERA B RIFRY LR
TEMGESIH T ETEMNRARLRER S S BIMRI LR EL,

$ aptitude search ’'~n(pam|nss).*ldap’
p libnss-1dap - NSS module for using LDAP as a naming service
p libpam-ldap - Pluggable Authentication Module allowing LDAP interfaces

XA NERBRORAEEBRHRSE.

2.3.3 fERIENRIATNILEN S
£ iREREasIR FER D RREE, ENRAN ~dipve” STUABRGIMMILA R G, HREXMRERE

=|

ICho

2.3.4 FTEMWBFIECHIRRGE

BEEBIRIT A BRI BRI RECE X,
REMU T SHER,
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# aptitude search ’'~c’

WMRIERIAFRG BV G BN ST EMER, EiEiT
# aptitude purge '~c’

N
7.|
3
4

] R B R B AR PSRRI TA R E A=,

£ R HEmE” A BRAFBAENLEN ~c” , X NLEERAGE, ttWl, " BRENEZEE” . AN
SRR UETERE LER” [ BN,

YEEMBRAN “KRRENE” FRA ", SEcE THREERBENREENR T 2WER, BETUER “=”
RRZE AU AR B A& R R EA.

XMEALEZAEER TS A<’

2.3.5 PERBIIFNLEEIRS
TESIRRREON B HN/FHRIRENGE (TEERIE aptitude REDBEREZIE ),

1. A root AR BRI IEIT aptitude,

2. Aru as LB ANRARIIR, U s SFCAT B ARG MAITHE, " s LERITRG IR,
79" AL HITA BRI ARV B AT R,

3. 8T “U", FHA “~i(~R-1|-Rrecommends:~i)" RIEBIRHBMET, T M 1§ “DRERHED" 1
REWNENRE,

4. #F “U", HHA “~prequired|~pimportant|~pstandard|~E” RERFIREGEHNER, T “‘n” & ‘B
RRURHED BREBAFNRE,

5. 8T U7, A “~i1-M7 RERBIREEMNER, £ "BRREEE" ERT 7 REINTANRGE, &%
T -7 BEiBk,

6. #&F “1U7, H@A “~1i" RIBRHREHEENER, ZBE “REE" £ERT “n” BRLERESIREHFILR,
7. B aptitude,

8. A root HF#{T apt-get -s autoremove|less” m<, KEEEMERGBRIABEE

9. ERERATERG aptitude #2F, A “‘m” SLIRCAEZMRGE.

10. A root HFEHM1T apt-get -s autoremove|less” ENMHmLTKEEBRRNEFTRARRSBEEHCHA
BRI,

11. FA root P17 apt-get autoremove|less” S RENBHRANBEZMREFE,

EIRFTRENITH Tasks” £, BIT'm” SR —NeliEMVRF, BIHMEN THLERERA BREFME R LI,

2.3.6 £EMAZHK

IR

élﬂj“\ﬂ:fz 'J¥ﬁE’JZ€ THREVEHR, RIAEYNTFEFTHREIAIIABHE, Debian RRIALRM, BRFERMIZEEMAENE
RINRE, XETIRNIEBREFHRAEEENE I EMISIRGENTEESE, SR, IRz,

Rt RAZ IR E’J?*ﬂﬁi%?&ﬂ‘]ﬁﬁ. HIEERELLNMAE (BBF 102 ), ‘B wBWARANSXMS

Sh—=ANEBEII, REMFRIIF R,
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{RE] LB ML R R AR E ZIER ML ThRFTENI A ERFITRANSEHLE, AKiE{T apt update;
apt dist-upgrade” &%,

7£ bookworm-fEf5-stable Z 1B, M stable A E| testing & unstable, fRRZA trixie” k& sid”
BRI RXEER”bookworm” =, S5 2.15 17,

EXE, AT -EREERAET IR, RrlERiBR —LEE, TERHTREBWKRBIEE, ARZENER
MWK, REEFIERIBRIMO, ENMRALRITE, RAMIBR stable TLERIFHHY stable, fREJBAEE Release Notes
RERBEENTIREMN, RIRTEERRL RO,

AEelER&HmZE]l, MRAEEMNEFIR stable IBEEELRHA testing, XEZE Release Notes B] LAREZI{R,
EFI—/ stable XfLE, stable RI1THREBIFELRHIY testing RITHRZBIFVZE R EIEEL1SHE H KE) AT thiE
BHRAZAZEEEMNE 2,

%ﬁgﬁé&%éﬁﬂ@ﬁﬂi, IRROZZNERVIRIF, EIR BN ZABRETIRAFSRENR T FH A S REREVERIF L ER
1. BB “RITHA,
2. EMBINRE (LHRBIENEERSE ).
3. H bootloader £ T HIBHR, FiAMNZE RIS SEMBHNHIFHEN .
4. BRBHAZLHAF,
5. A script(l) iERFAEKRITIE,

6. F8 “unmarkauto” #FSRRBFEEMREE, Hlel7aptitude unmarkauto vim” iXNass R R
vim X PNREERY,

7. AT BORHBZ BRI ER R ERAR, NiZREBVEZRWRGENKE, M, BREEMEXNMRMG
E"‘O

8. Bk”/etc/apt/preferences” X4 ( 2 F apt-pinning ),

9. IE—FTTHIHL: oldstable - stable - testing - unstable.

10. A& GRHIRX M, EHEOHEREARIGIT aptitude update” m<,

11. A[ERREEN, EEE2HM core packages, 58l “aptitude install perl”,
12. i&fT7apt-get -s dist-upgrade” &< RIEEFIRIER IS,

13.

gl

JBiz{T7apt-get dist-upgrade” &<,

VIR
£ stable lRAFRAIEHE, BHLEZER) Debian ZITIRZABAER,

VYIS
@ ELRIN “&£1T7FM” B, GCC. Linux W#Z. initrd-tools, Glibc, Perl, APT TE#%%, 5—LXF RS
SHALMEEFTEEIN,

XF unstable IREFIBEHSK, EFFE 243 19,
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A
AR<

BfE

COLUMNS=120 dpkg -1
package_name_pattern

JHERRRAEBMNIIRATHRRS

dpkg -L package_name

ER—TEXRAKFENRA

dpkg -L package_name | egrep
"/usr/share/man/man.*/ .+’

HH—NERRRAER man FHTT

dpkg -S file_name_pattern

IEMEXHFRHIELZRRFE

apt-file search
file_name_pattern

S HEERER LR HRMRGEe

apt-file list
package_name_pattern

HHERERLENREENAT

dpkg-reconfigure package_name

EFECERGE

dpkg-reconfigure -plow
package_name

B RIFMANHGNRERLEER G E

configure-debian

L,lé FXRENEAEFLEERGE

dpkg --audit

BRERVGENHTRE

dpkg --configure -a

EEEFFE PR R RIRFE

apt-cache policy
binary_package_name

BR—ANTHBIRE BRI ARE, RERNERERR

apt-cache madison package_name

EH_K—AEAFF"J PREFESNEEI RS

apt-cache showsrc
binary_package_name

BR—ANITHEBRE SRR REEER

apt-get build-dep package_name

”“***’JE? A ELFT = 2= RUER A BL

aptitude build-dep package_name

TRMERGEMEENRAE

apt-get source package_name

(@I EE= DM e

dget dsc XFE) URL

(REESEE ) FTHRERERBRER

dpkg-source -x
package_name_version-debian.revis

NERBREEES (“*.orig.tar.gz”
ion.dirian. tar.gz”/”*.diff.gz” ) HPRERNAEKN

debuild binary

AFHERR R PR ER B

make-kpkg kernel_image

ARZERBHFEE— ARG E

make-kpkg --initrd kernel_image

HBAT initramfs FIAZRRBRFHE—TARREE

dpkg -1
package_name_version-debian.revigio

1#tar(':h$é%%ﬁ”¢ EI %zﬁq:

apt install
/path/to/package_filename.deb

TRAMRGBIRED, RNZIXE BRI

debi
package_name_version-debian.revis

FERpRRa

dpkg --get-selections "*’
>selection. txt

f&7F dpkg LMV GELIEENRTER

dpkg --set-selections
<selection.txt

echo package_name hold | dpkg

--set-selections

A dpkg 4%—4\51\14:@9"]
Fraptitude hold B28&”)

?*’Ik/b\lxﬁﬁ‘j hold ( *ﬁéﬁ

Table 2.13: B IG B EIRIRIE
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24 SRNGEERRF

241 @wLITHHNSRRABEIERRF
TEHIE T -EHENREBEEREREF, SLERFENT aptitude T THHKERKAFIITIEE,

B
WF-—AXHSROORMEE, FIRTEXR —%ﬁ’—ﬂﬁi M B, B, A “dpkg -L
libglib2.0-0:amd64” KZIH amd64 % 7f’JE’J libglib2.0-0 KEBHRE,

VIR

@ RAEIENZ /J\lb\@ﬁﬁﬁ&&ﬂ’]%#@lﬂ(WU!ZIJ “dpkg -i ..” # “debi ..”), ENARSBENIERE
IR ELHRE, dpkg FIRSITIEIN “--force-all” FEMRIED (S0 dpkg(l) ) RERAFEF. &FB
T2EREINMRIMEAENSBIMEEN RS,

HEBU TS,
- FIBMNRRRENZRGBLEFZM root 1517,

. KH:FEFHIE)”'J%%LTE’J aptitude (8% 162 T), EEMREEEE S EALEMT shell glob BB
(805 156 7).

- apt-file(l) B apt-file K EIRMH, FEFEELEBIT “apt-file update’,
- configure-debian(8) HH configure-debian & BB, EIB1T dpkg-reconfigure(8) ARG,
« dpkg-reconfigure(8) {#HH debconf(1) fEARIHRKBITIRIEGEBLIA,

- "apt-get build-dep”. ”apt-get source” #1”apt-cache showsrc” < EE RIIRPFEIE deb-src” £
H.

- dget(1). debuild(1)#1 debi(1) EZE devscripts K€L,

205 2.7.13 PTEEM”apt-get source” BITE (EITE ) TiE,
- make-kpkg S5 S EE kernel-package #HEE (B05E 9.10 T ),
- BRITESNE 129 T

2.4.2 WIFERIREEXG

B2% 3K debsums RGBHY, BEFEFH debsums(1) @52 @id”/var/1ib/dpkg/info/* .md5sums” X {#H#I MD5sum
18, RIFERRIIXMG, %J‘TL%’ 10.3.5 TI3R3K18 MD5sum 2 EHTIENER.

JED =
&9 MD5sum $EEEFIBe i@ A B E R, debsums(1) fEARETEERAER, M TEATREERESHIE
HIAE DX B IRAR ER IR IE R VIR R R AR Y.

2.4.3 FpsI GBS
¥ Z B P B 186 Debian Z 4k testing ( 3% unstable ) Fi7ds, EATEHMNNENRGE, EXLFEEEATRS
BB E R 0] 5,

TR apt - list bugs BTABREM R MBS bugs, B APT RAFHEE, EREMIES Debian BTS
B8 bug.

%3 apt- listchanges 46, 7EEMA APT ZRAFRNESRE “NEWS.Debian” HIREEEHE,
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244 BBERERUREETHIE
REE 3R %S Debian Mg https:/packages.debian.org/ RIE RN A B TTHIEFEINE BN SE, BFIMKIEREEEZESR
7.

grep-dctrl(l). grep-status(l) #1 grep-available(l) &< #HARKIZZREE B Debian R B I=HI A HIE
a3 14,

“dpkg -S file _name_pattern” BEBARBREBZEXEIREE B, HILEEHBFFEH dpkg R&EK, B
ERBIEFENMA LIRS,

MBRIREEN dpkg THIBHITESE2XMNIER, (REEHE “/var/lib/dpkg/info/” BRTIBIT “grep -e
regex_pattern *” @<, XRFERERGFBHANZREBDXATIERIERNEIE,

NRMARIBABEFIRG BHKE, (RMZ{ER apt -rdepends(8) .
2.5 Debian 4B AZPEIE
iEFR (1R 2] Debian # 4B BIBINEB TIERIE, XN iZEE02EEENIRINAL iR R — ek {48 o) §1,

251 MERETHE

BNRITIRETTEIE S ER R TZ1E Debian B1RILHY“dist/codename” T, g0 “http: //deb.debian.org/debian/”
HEREREMPTBUBIE MR T8RN, HPE 6 MIBAVTEIE,

X & AT
Release RITREITNE BEEBRAINEEEFE

» » Qs =
Re]_ease_gpg EITEREGTRE ggﬁléaée X{#E’J_L%YFF; FHEEE
Contents-architecture RITREITNE I HEERENPREREENEINHEF
Rel BRI/ EMEEHM | IIEERER apt_preferences(5)H
erease R SO0
Packages gg%gﬂﬁ&/zﬁ/_ﬁfﬁu%méﬁ i%# debian/control FREBZHEIE

BANRITHR/XE/RERBZESE | . : S E S

Sources TD'T*E‘IB TR/ RS R ¥ debian/control FEGRE R

Table 2.14: Debian 4R ETHIENASR

ATRLIOMERE, ERIOWEREP, XETRIBRFMENESE THED M.

25.2 TNE “Release” X{RESM

BR
NE “Release” XHFTFZEE secure APT R4 TRV 4,

/) Debian #4RERIMULEBE — MiX A “Re lease” XF, Fla1“ht tp: //deb.debian.org/debian/dists/unstable
NEWT,

Origin: Debian
Label: Debian
Suite: unstable
Codename: sid
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Date: Sat, 14 May 2011 08:20:50 UTC
Valid-uUntil: Sat, 21 May 2011 08:20:50 UTC
Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«
mipsel powerpc s390 sparc
Components: main contrib non-free
Description: Debian x.y Unstable - Not Released
MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

EE
EE 215 TR, {REEHSEIMFL{ER suite” Fl"codename” B3B38, “&1ThR” #: FRE A% K2 suite” F1"codename”.
FrBE AR ER MBI area” B, £#5I7E"Components” .

MENX 4 Release” FITTE M, RHM secure apt FIINZEZEMIRIEIE, 7E apt-secure(8) A iTHEIA

- MNEBELE X Release.gpy” RHATNEENX 4 Release” FINZER) Debian 155 E NACIEE,
« NFFHY Debian #43EENABENS @ISR 2 debian-archive-keyring 34 ER L3 A,

+ secure APT R B DNIGIE FEMNTNEN 4 Release” FIFTEEM, MZRIFLTTEAZI T Release. gpg” XEFIAI
Z3H Debian HHEE .

- FiB”Packages” f1”Sources” X ZE R HETE "Re lease” X4 ER) MD5sum ERIEIE, FIBIHREEX
HrEE B Packages” fl1”Sources” X ER MD5sum {EREIE. £ debsums(1) F15E 242 %

- EMNZTERIIUELETTE MD5sum BB E 2 CPU, (£ MD5sum ERBIEE—MRUE, EAMZESEZREBIE
MER"Release” X, IMANRM RFLLMEMNER, WELLRFMLEE (BRE 103 ).

If the source list entry specifies the ”signed-by” option, the integrity of its downloaded top level ”Re lease” file is verified
using specified public key. This is useful when the source list contains non-Debian archives.

N

The use of apt - key(8) command for APT key management is deprecated.

Also, you can manually verify the integrity of the "Re lease” file with the "Re lease . gpg” file and the public Debian archive
key posted on ftp-master.debian.org using gpg.

2.5.3 MBEEEH “Release” X

R
HMEEERN “Release” XHIGH{E apt_preferences(5) BN,

I3tEE R Re lease” X, HLEBIAMEI EE RIIFRPIEE, LA FAY”http: //deb.debian.org/debian/dists/un
’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64



http://wiki.debian.org/SecureApt
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AV
@ WFArchive:” &7, R¥IBH ("stable”, "testing”, "unstable”, ---) FF Debian archive , XS
("trusty”, "xenial”, "artful”, ---) BF Ubuntu archive,

Y F 2B YR E, tEANiE experimental #1 bookworm-backports, EMf1ESMREGEARASKBNEE, XRANE
EnME91T, BIGN7E"http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
BEEBUWTEINI—1T,

Archive: experimental

Origin: Debian

Label: Debian

NotAutomatic: yes

Component: main

Architecture: amdé64

BEE, TEMERESE NotAutomatic: yes”, BKIABY Pin-Priority {ER 500, ¥t FHE”NotAutomatic: yes”
H4STRIL SR, BRIARY Pin-Priority B2 1 (B apt_preferences(5) fl5 2.7.7 ).

2.5.4 FREVATREEHTHIE

L{EH APT TER, W aptitude, apt-get, synaptic, apt-file, auto-apt, HITEEZEHE S Debian #4EE
ERTBUBRIA M DL, XEARMIB DN GRF, FE RIIRXEGEMR distribution, area, architecture
HENEF -, B0%E 215 ).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.g

(apt-file)

First 4 types of files are shared by all the pertinent APT commands and updated from command line by “apt-get update” or
“aptitude update”. The ’Packages” meta data are updated if the ”deb” is specified in the source list. The *Sources”
meta data are updated if the ”deb-src” is specified in the source list.

»Packages” Ffl”Sources” FITTHIBXHEEE “Filename:” FEE, IEEZHEIFLRRBEXENMAE, B, X
R HBE S —E"pool/” BERM T, XM LANEBIRE L HIIEH,

AR TR AEIARRT AR aptitude RH#FTRENMIER, TIIMIEERGS grep-detrl(l) aJER
“REE” N RRET TRIBNABEIE,

“Contents-architecture” TUEIRIAMIED], BB apt-file update” B, EMNMUENHETE 4 ME, &
M apt-file(l). (auto-apt By”Contents-architecture.gz” XA NEIALERREMNMLE, )

2.5.5 APT B3 4EIRE

BRTIZFZIRENTTHURE, lenny ZEM APT TEX SR EAER M= ENTRRSERREFE"/var/lib/apt/extended_st:
B, APT RfERENRERBMNLRNABREE.

2.5.6 aptitude FIREFBIRE

R T IRFRIRENTTEUE, aptitude LT RR EERMTENZTRRSERREFE" /var/lib/aptitude/pkgstates”
MR, XS E R EEH aptitude £,
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25.7 FREHVRHEEHARHE]F

FrB@id APT MHIZFE KB E BB RF7E “/var/cache/apt/archives” H, EEUEH‘]’F&%M—‘O

aptitude WX NMNEBEF X /EIE KM, BE927E"0ptions” — "Preferences” FiRE, HaLABTEMNFEE,
“Actions” FHJ”Clean package cache” @’Clean obsolete files” RHITiEHIBIE,

2.5.8 Debian {481 EHEF
Debian X4 B X B 1S E R B FRLEEN,

RISl BIrER
" HFIEREE (IRFF deb) package-name_upstream-version-debian.revision_architec:
ian-i ) N JRFR
iﬁ:bd)eblan-mstaller By —ZFIAR R (T5F5 package-name_upstream-version-debian.revision_architec
R R ( BRI ) package-name_upstream-version-debian.revision.orig.tar
1.0 ERXIBIREE (Debian i8X) package-name_upstream-version-debian.revision.diff.gz
- ==, E_ N ? = fu! U
3.0 (qu1ltm%}~TgIEI,\) RIS package-name_upstream-version-debian.revision.debian. t:
£l (Debian %)
RHEIREFE (HER) package-name_upstream-version-debian.revision.dsc
Table 2.15: Debian X4 BRI ZFH4EM
R

BRI TEERNFEBEERN, EZRETIESE dpkg-source(l),

BMEH FTANZFA (LEENFRIAT) FHERTS
package-name [a-z0-9][-a-20-9.+]+ WE
epoch: [0-9]+: ik
upstream-version [-a-zZA-Z0-9.+: ]+ WE
debian.revision [a-zA-Z0-9.+~]+ Bl

Table 2.16: Debian X4 Bl & & —MAG AT ERNFFF

xtE
fRel AR dpkg(l) BRIEMI G SR ERG B ARA, #80., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $7”.

xR
debian-installer (d-i) £ udeb fEAEMZ#HFIREGBXGY BE, MIEEEBRY deb, —4> udeb REEEMN
deb REBHRET — ”bZ:M\zEﬁWe (N ts), AmPHEZEENHRERGEBBREKNEK, deb #1 udeb

R BaLZHEREBLEM, “u” RRFN,

2.5.9 dpkg &%

dpkg(1) & Debian R BEBPRKENTE, BIEEBEK, DI/INMER,
HEERR “package_name” WIREERT, dpkg 2RETIMINFGEE,
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1. f#E deb Xt (ZERTF “ar -x")

2. {#H debconf(1) #1T “package_name.preinst”
3. BRHBELRINAGH (FEF “tar -x")

4. {EHA debconf(1) #11T “package_name.postinst”

debconf RAEIRHEHE 1SN FILION (£ 8 B) ZIFMFELCRAFRE,

X R
/var/1ib/dpkg/info/package_name . dohfEEIESK &, (1EAE AIIEREY )
/var/1lib/dpkg/info/package_name . |iBkERGREEZRITEXEFBE R
/var/1ib/dpkg/info/package_name .ndBRUAEE Bl L =X /) MD5 PR 718
/var/1ib/dpkg/info/package_name . r&i®@ & Z R TRV G B HIA
/var/1ib/dpkg/info/package_name . joRE@BEE 2 iz TRV E B A
/var/1ib/dpkg/info/package_name . Qrinih B RBIR Z Bia TR ARG B IR
/var/1ib/dpkg/info/package_name .o @ B IR Z 5o TR EL A
/var/1ib/dpkg/info/package_name .qoffEgebcont R ERHIA
/var/1ib/dpkg/alternatives/packageupdare-alternatives S FEHRERER

Qlolololol3I A0

/var/1ib/dpkg/available FTEREFEIRFAERER
/var/1ib/dpkg/diversions dpkg() AN HRER, B dpkg-divert(8)iRE

N ; ‘iS\ T %I%\ - i
/var/1ib/dpkg/statoverride ?;ég(l) FHANXHERERZER, A dpkg-statoverride(8)
/var/1ib/dpkg/status FIBREBERNREER
/var/1lib/dpkg/status-old “var/lib/dpkg/status” XHHNFE—RXKEZM
/var/backups/dpkg.status* F_REM, UKk “var/lib/dpkg/status” XHEEHNZED

Table 2.17: dpkg EIZHEEX 4

“status” XEth#EIU0 dpkg(1). “dselect update” #I “apt-get -u dselect-upgrade” ST EfEH,
BT ER®S grep-detr1(l) FTBAEER “status” #1 “available” JTEIBRIAIBEIZA,

N
fEdebian ZXREIIME N, udpkg WL AT udeb 4B, udpkg H<LE dpkg FLHI—MERIRRA.

2.5.10 update-alternatives &%
Debian 24 {EF update-alternatives(l) itFAFRIUARFHIM L RS MEEBNIERF. I, NRERETERT
vim # nvi BREEL, fREICAGE vi Gk BEiziT vim,

$ s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian IEFERAE"/etc/alternatives/” B REBIT TS IHEREIFCINE R EFHIZER"/var/lib/dpkg/alter
B R EmAEN Y,
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2.5.11 dpkg-statoverride &5 %

SEER—MREER, B dpkg-statoverride(8) an LR M KBER, BEIF dpkg(l) M XHERAREREE
SNPREY— ik, WIR(EAT”- -update” i, HFEANXHEFE, WiaXHSEIEIRENFHIEEFEL,

AV
@ RBERGERM chmod 3¢ chown G ERENENRGEXHHBESNR, & FRAREGEEALE, K&
WEE,

xR
RANFEUERTXH—E, EFEXEHIAT dpkg AMGEMERXGRENSR, BFEER, RES,

2.5.12 dpkg-divert i<

dpkg-divert(8) fa SIRIEMISIHIERRINEE, 2IBF dpkg(l) NMEXHLEIHEIAMIE, MELTEIWEBIME,
dpkg-divert TRTFREBLEIFHAE, FRXAZAABIEGMEFERE.

2.6 MBRIMHIRFFRE

HiziT MR FMRERR L, FABEERARBINERNREEERHEITIRENIBR.

@ VIR

THHN—EGZERRSHIME, FELLERETES

2.6.1 RUKEHSHHILRENY

MRAFE sudo dpkg -1 ...” BHEE—MREBIRE, MAZHCHKBOFERES, £
F “E&B%5 ””*" &M,

RN S LRABURERGE, EHA APT A5 E"sudo dpkg -1 ...”%

RiE, ERATIGSREEMBHRD TRIRHAE.

# dpkg --configure -a

2.6.2 RABHEETFHIR

R BRIEEFHEIR, SN RMNEEIR, b0 APT 89 ”GPG error: ... invalid: BADSIG ...”,

R Z@ T ”sudo rm -rf /var/lib/apt/* ” BBRETBEFRIRE, AREMRZIX. (WREMT apt-cacher-ng,
{RERE1T”sudo rm -rf /var/cache/apt-cacher-ng/* »,)
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263 AREBEWAFPEKE

MR- RE GUI BEFEEEN EFRAAREEF[ARE, MNZWEEIZIBNAEEX G (HELIZN ) A%
By, IRCERBNAPKS FTEITIRE, BARXMRRHMFE TIEX, (X2—MTEN bug FRITEEEEZE
RE. )

ATMERE, FRZBRENNAICE XA HEREM GUI 2R, (Rl eFEHIZIBNEEXHREUEZ G
ERERFER. (ABEMMBART, )

26.4 BEBEXHHRRRED

NHERNREEEIRRS, thiliX aptitude(8) 2k apt -get (1), EAMREEMKE, HEMBERXEN, FeaSiiixR
XRHEE, (BIE 2.1.7 ).

REBLEFENTIR, NERREEARE TA—BNERERSR, (BU% 276 T), MIUWURNERNREE
KEE R, MRAEHIMERXEGRELT, Rl aptitude(8) 5 apt-get(l) ZRMHEE, dpkg(l) ERREE#E
B, BESKBAAREFROMHR, AT2BEELFENNXG.

VAV
@ FERF=ARUELSRERNREXNIE, EHNEBEIER root XPRIZITHIFE A ITIRAI R FEMIT
A%, dpkg(l) AL R LLERERIBEEIT R,

B LA ST MR IBAY S NITRBIEREFEL, old-package, REERIXLBHIRMLRDHE,
$ sudo dpkg -P old-package

2.6.5 EEHMITHERGEHE

SRAEEMARH— S HTREEREROER, HABKEHATHRRMEL, KESEERABBENNITH,
SHMALRORAEER, S—MRGEEENMRMARERRN, 2GS AR EMPREVIREE, LEX
Lo, EEEEEIRTF,

WF “package_name” HIIREBMIZABE, (RNIZEE TG EMZE,

- ”/var/1lib/dpkg/info/package_name.preinst”
« ”/var/1lib/dpkg/info/package_name.postinst”
« ”/var/1lib/dpkg/info/package_name.prerm”

« ”/var/1lib/dpkg/info/package_name.postrm”

ERATIIBYFIE, LA root fREEIRIFRVIR G BRI,

- TEITERM ‘47 SR HET
- EHBITHITERM “|| true” FILAREHIR[EREIN

Rla, BEE 26 T,
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2.6.6 f{E£F dpkg #r<iHITIIE
E# dpkg RIFERENRGETE, TINEREENIER THTIE, AT LENELRSEMEERE, iLH
IMBE foo RIEBIRIRT, HEEEFTi,

REIATER B ETFE R : “/var/cache/apt/archives/” H1%ZIIBH foo REBAIT bug FRAS, (WNRIKAZ,
{RB] LA MFESREE https://snapshot.debian.org/ R FETE, MEBREFBEFINEENNEFENE, )

MRIREEBENRE, RAIABEIT FIHBLTRERE,
# dpkg -i /path/to/foo_old _version_arch.deb

PN
MRMBRGRIFR), (REEIUERESEN APT RARBRENRE, MEHFE 2.7.11 HREEVIRHE,

MRFNRRTENERER, REZIEEEHARBHNE,

1. f#F Debian ZRAZUARIERNENR A,
2. BIER ETERNRAERET “/target”,
3. BT FIlar <SR RIBRAER foo RIFEL,

# dpkg --root /target -i /path/to/foo_old version_arch.deb

BNEMFHEE E/Y dpkg Ss S BEHRIF, Zas<SMRIARI AT,

RBR
{E{THRFER. live GNU/Linux CD, BI2EhAY USB RGN MLE BN LIS — R FBEIEY GNU/Linux 242! BAZE{L
i AR BUBIRIRI R 48,

NRATFAREMOA, TERAXFHARNREREE, FEFERNDIE AWM, fRETUAEA dpkg B9 - -ignore-depends™.”- - fo
METETRIT R, MRFILMT, 2ZRIEOTNESNHHEBERBIR. ESHETEN dpkg(8).

IR
MRMOARFTERIAT, MNZFRAATESNE —PREMMT (SBRF 102 7)) F#HITREFNRER,
XA B RRIFHIINE,

2.6.7 REWHELEEFLIE

MR “/var/1ib/dpkg/status” B ARMEREE LI EIR, Debian RAS B KRG EIEFRBIEA IR EEL M, SN
F “/var/lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” B “/var/1ib/dpkg/status”
X,

# “/var/backups/” SE—MERNSER—MFIE, EHXIEREATHSEBNRARE.

WFEERIRE, BRINEN RAREHRE, BEXE “/var/” PTG EIE, {RKIBETLAM “/usr/share/doc/”
BRIRE —LEERRISHEHEITHIE R,

ENZERE) (RH) R4,
# mkdir -p /path/to/old/system

BIHR S EHET “/path/to/old/system/”,
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cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1sl.txt

cd

sort lsil.txt | uniq | less

HH O K HH

REFRHME]ARBRAEBMREITRET, (ARG LEREEEM, H1W “texmf’, )

2.7 NHEHBEEERIS

For simplicity, the source list examples in this section are presented as ”/etc/apt/sources. 1ist” in one-line-style after
the bookworm release.

2.71 LFEREENIE?

R#& “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” A%l A 4P E Y
BRHETXTF “REAEENEEERE" X—HAN—LER, BRHEIR LEEMKRIBARE, devscripts i
48 who-uploads(1l) eTBAIR 5! Debian JREiR 4 B HVSEFR E1EE,

2.7.2 PE&| APT B9 F#iH

WRRABFREI APT B9 F £ 522 800Kib/sec ( =100KiB/sec ), {RMNiZ{& FEARH#IZE APT WEEE S,
APT::Acquire::http::Dl-Limit "800";

2.7.3 Bl FEHAARRGE

apt MG BBEECH aon & /etc/cron.daily/apt”, EXHFEN T HRHEEAIAE S unattended -upgrades
RGBSR X MNA , FEREBENHARRER I L@ /etc/apt/apt .conf.d/02backup”f1“/etc/apt/apt.ca
RIS ERFITEENX, EXIZBEAIT “/usr/share/doc/unattended-upgrades/README” Hi,

unattended-upgrades MG BEERT stable RAMLLEH., MREMNALBRIT stable RARINBE/NTF 4
AEETHERZEEBHEENLZLRE, MAZEEFRAENEN, EESHUT.

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "1”;

MRIFIZITHIZ testing Bf unstable R4, RN EZASBEERABENERH, AAEBESERRBIARE, BE
fIFiXt¥H) testing BY unstable IERAT, RATEEMRIABIREA FTH XA BUNERERNFA RN G, HEESHN
o

APT: :Periodic::Update-Package-Lists "1”;

APT: :Periodic: :Download-Upgradeable-Packages "1”;

APT: :Periodic::Unattended-Upgrade "0”;
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2.7.4 FEFMEEEE

There are stable-updates (*bookworm-updates” during the bookworm-as-stable release cycle) and backports.debian.org
archives which provide upgrade packages for stable.

AT HEERXEERE, (REEE"/etc/apt/sources. list” XFEE A FAARMIEREETIR,

deb http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

deb http://deb.debian.org/debian/ bookworm-updates main non-free-firmware contrib non-free

deb http://deb.debian.org/debian/ bookworm-backports main non-free-firmware contrib non- <«
free

HAEEHE £”/etc/apt/preferences” X EXIE Pin-Priority . HFHB TN, KACERHRTESEN
B (ENE 253 ).
- FTEERENIBRGB4E87] LAEiT bookworm-updates BREF KRB FFIREE

HBM bookworm-backports HHEERFHNLREMNIBIREE A 2B bookworm-backports HEEHLEIFH
E’MfF’"J

HRIBZEM bookworm-backports HEEFRFHNHET R —NBI package-name” R R EMRFH B R, 1R
RIiZfE BAREREZRIIN—1 “v S5,

$ sudo apt-get install -t bookworm-backports package-name

fo e

=R

Do not install too many packages from backports.debian.org archives. It may cause package dependency
complications. See 5 2.1.11 73 for alternative solutions.

2.7.5 External package archives

: You should be aware that the external package galns the root priviledge to your system. You should only
use the trusted external package archive. See 35 2.1.11 7 for alternative solutions.

You can use secure APT with Debian-compatible external package archive by adding it to the source list and its archive key file
into the ”/etc/apt/trusted.gpg.d/” directory. See sources. list(5), apt-secure(8) and apt -key(8).

2.7.6 Packages from mixed source of archives without apt-pinning

NIy
@ WEESBEHEREPLRRG BRI Debian EAKITIHRFTSZIFM, BRTEH IIFNERENFHRAS LA,
5140 stable B9 security updates 0 stable-updates,

XBEE-NMF, ERBRRER testing BiAR, BFEE unstable ERIAVIIE LR BLARZA,



https://wiki.debian.org/StableUpdates
https://backports.debian.org
https://backports.debian.org
https://www.debian.org/security/
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1. IEE " /etc/apt/sources. list” X, EZziEEBE—H)"unstable” Z1ThREE1Z,

99 AENAN

2. iz{77aptitude update” &%,

3. iZfT7aptitude install package-name” &5 <%,

4. IEBI[EYA”/etc/apt/sources. list” X, {Exz38@E testing &1Z,
5

. i&f77aptitude update” &%,

FEXNFILAZE, (IRNEERIE”/etc/apt/preferences” X4, tBAREZEIEL apt-pinning, BiXMI5EMAR
JEE RRIRIEY,

VAV

SERRSHEIRIEREME, E X Debian *Aﬁﬁﬁ’-f)\f’-“FZIEﬂE’J%e'fi AT AR 70 B C & 8RR & M 0]
MRREGZEFEARREMY, RFEFIESTIA, (RO FIRNX LRIFAFIIRAZN, EFHET/EQE’J
HERRITEPIERVEME, ﬁ#?iﬁb_i}]fmﬁﬁﬁﬂ?o

MAERERERRRRG B0 — RN T,

« EETHBIREER ("Architecture: all”) WEEEERIEHN,
- XHEREE: BEFRINER
- BREFNREE: RENEREVWIZTHEN
« Z#EEE (non "Architecture: all”) BEAEIGESER, SHRERREN,

- EXHRAEREYE (B 1ibc”)
- 5ZRXNERNEFRANRESMNT
- % ABI OB M
- C++ ABI FUFREMH

EE
hT{EE’MfF@E’J;z‘ TEEREE, —EHIHWIEBRMNHFIEFETESIRHTEBNEGRSIHEE, (RERMZE
& ABI MBI OBES,

IR

Except to avoid broken package for a short term, installing binary packages from non-Debian archives is generally
bad idea. You should seek all available alternative safer technical solutions which are compatible with your current
Debian syetem (see 8 2.1.11 T3).

2.7.7 Tweaking candidate version with apt-pinning

=®=a

¥1FH apt-pinning G L RIERM LR AN B, ROFUE RERFZXNHLIRIEBIFEE,

&B”/etc/apt/preferences” X, APT ARG ERRAEFFFRRIEEFINRIBIREIE R BERE, X2 BEER
RE, R APT RAARWENER AL, FIEEAXIGNMEREES, #AEXK"/etc/apt/preferences” X¥,
Ftb, —SE£ARANHHEEABNEMENRHEFE, #WIRICH NotAutomatic, FHKHIEHAIE,



https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
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N
IR AFERFERAELEFR M BT LAMRISE, I FATF, "dpkg --compare-versions veril.1 gt verl.1~1; echo
$?” (87 dpkg(1)).

MREZENESBEEETLRERER (BIE 276 1), fRETLAEBIE I /etc/apt/preferences” XHEFHBTE
HABEAXTIRBEIZRAIREGEEEIMNANEERE (W apt_preferences(5) FAR) KREMNLIX LS ZLAVIR
{E, X#FFJ apt-pinning,

Zi{EF] apt-pinning f3 ¥R, EJ Debian ARMRRG Z BIRIFRE M, FIUEMAESHIAEFRS M, apt-pinning 2
FTRFLEMRIE, BATEINEERE.

HREE LKA Release X (BMEE 2.5.3 1) A apt_preferences(s) BN, F Debian iEF 1432 Z #1 Debian
Z214ERE, apt-pinning R7E”suite” B K L{E, (X=F0 Ubuntu #4REAREL.) B9, {R1E”/etc/apt/preferences”
NXHEME, PJLAER”Pin: release a=unstable”, {BREEFEMA”Pin: release a=sid”.

S {#F3E Debian FIF55ZE1F J0 apt-pinning B —ZB5EY, (RRIZEEEIRAEEEE, £I30, Ubuntu F1 Debian 2
NEERTE—HCHY,

ES=
BM{EAREIE" /etc/apt/preferences” X, TEAHA apt-pinning SSHIELT, REATUFHITHEHEERNERS
T (BN 2.6.6 HHE 2.7.6 7).

W RXTF apt-pinning K E{L 15 A,

BRI ELRTE”/etc/apt/sources. list” XHEEE X, APT Z2A MNP IR EIRE ML Pin-Priority 1B
BAM, EAAEIREEMRERZ, NR—NREER Pin-Priority XF 1000, XMRAFREI A REE ALK, XAT
MY EERINEE (BIE 2.7.11 77 ),

BANRAEERY Pin-Priority {EREE”/etc/apt/preferences” X#HHY Pin-Priority” 52 B B E X 5 E ZEATHIERIA
(=R

Pin-Priority apt-pinning YR 4 B IR

1001 TRZNREE, ER— T BERREENES

990 REERAITRIEEERNEIAE

500 RAEEEEENTGAE

100 HT NotAutomatic [ ButAutomaticUpgrades 5 ERIEKIAE
100 BTELZEREE

1 HTF NotAutomatic SR ENFKINE

-1 BE®RER, BEAZRITREE

Table 2.18: FiF apt-pinning i REVEFIEZHY Pin-Priority {H513R.

BiRRIThRIERER] AEE BA T LM 7EERIRE,

- ”/etc/apt/apt.conf” BEXHHEAN"APT: :Default-Release ”"stable”;”

AN

- @3S 1TIEIN, fI0: "apt-get install -t testing some-package”

NotAutomatic 1 ButAutomaticUpgrades 125 2 ISR ERS 28 LEHRE LRI Release XHKIZRE, (BWE 2.53
), EIRfE&”NotAutomatic: yes” #l1”ButAutomaticUpgrades: yes”. T NotAutomatic 4R tW 2HEERE
AR 5528 ERIHHRE AT Release XH4KIRE, ERE&”NotAutomatic: yes”.

XKEZMERFENREER apt-pinning 1B L] BT ”apt -cache policy package” i ER.

« Package pin:” FkB91T, FUH TREERAR pin , R package HHXHY pin BEETE X, 5140, "Package pin:
0.190”.



http://deb.debian.org/debian/dists/
http://security.debian.org/debian-security/dists/
http://security.debian.org/debian-security/dists/
http://www.ubuntu.com/
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- &B”Package pin:” BIITFTE, WRIEHE package FRIITE X,
* 5 package $8<#9 Pin-Priority {7 EFIBMRAFFHERNAIL, tbYl, 70.181 700”.
- 70" RINEMBRAFHFENGIA, MRIEHE package HRHIE X, 40, 70.181 0”.

- 1Y4ZRE (f£7/etc/apt/preferences” X{EJn”Package: *” FEX) Y Pin-Priority 18, JITEFIBIERERZNE
i, a0, ”100 http://deb.debian.org/debian/ bookworm-backports/main Packages”.

2.7.8 [RILEREIIREBINES

ﬁ_ﬂ:

¥ﬁ¥ﬁﬁ apt-pinning fF < RIEM LR KBIEIE, (RUTUE RERX MR LRIEREIFTEE.

MRAEZS|IAEENFERGR, ROMEE”/etc/apt/preferences” X BRI T AR BREEGHITRN
ZRERRAY HIX LR 4B,

Package: package-1

Pin: version *

Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.9 {EATHHE unstable AR testing hRAS

‘ELi

¥ﬁ¥% apt-pinning fi S ISR LR AR E, R RERX N ESHRIERITERE.

WMTR—KT apt-pinning FAKIFIF, SfEM testing MEHER, KM unstable AV ERIERFTHY LiFFRR AR
BHBREAR, RRZIRIN TR /etc/apt/sources. list” XERIIHMBEFEZMEERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/debian-security testing-security main contrib

BINTFErRIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=unstable
Pin-Priority: 100

HEZEUERE T M unstable ¥R E P E KR package-name” REREKXEFH B, RMITHEE-t” E£IN
(unstable B9 Pin-Priority {E535 9 990) HU3%# R B & 1THREVEE S,

$ sudo apt-get install -t unstable package-name

ELERE T, T apt -get update” #1”apt-get dist-upgrade”(Ei&”aptitude safe-upgrade” #1”aptitude

full-upgrade”) &%, &M testing BMREFARILM testing MRETRKNREGEFHEM unstable BERE
FHRBRLEI unstable MREPLTRIVRGE,
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AV
@ INDAREEBIR"/etc/apt/sources. list” XFHR R testing” BHEE, NMRXGHEB testing”,
APT ZRASEREMEN unstable RIEEFRIKLE,

BR

HBEAE LRRER, D LI /etc/apt/sources. list” X#EF M unstable” AREICR, XBETHE
FHAEIE"/etc/apt/sources. list” XHHRRIRZIERMIEMIFREE R ARBRBELET LM unstable 15
REPLRORGBIBIT unstable A4,

RBR

W HR/etc/apt/preferences” X 4 H"Pin-Priority: 17 # X T’Pin-Priority:100”, &N
e /etc/apt/sources list” X HEY"testing” i K #MMBR T, Pin-Priority {3 100 HEZRKRHEE
tHARLET unstable BEEAHR,

MRIRFEBENIRE unstable BERERFIRIVRAE, MAELXKAABERYIRLEI -t unstable”, {RTe!
#”/etc/apt/preferences” X, FEZXHFNERE FEAIFIVEMEIT] LA EIBLRAE.

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

MTRAEMIENREFEIRE Pin-Priority {8, FI80, F 7T ERAZIHEY unstable B hR”Debian Reference”, RN
ZfE”/etc/apt/preferences” XIFHREAUTHE,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

"R
BNE(RERARIZE stable 53R/, apt-pinning SAMARBNET, RIFEFCARIRIZN, M unstable HRERR
HXEBE—-ERTE,

2.7.10 {EMAH A experimental {4 EH) unstable iR

iﬂ:

¥ﬁ¥ﬁﬁ apt-pinning fF S REM LR ARMIEIE, (RUIUERERXNGFLHRIEHEIFEE.

X Z2fEF apt-pinning 195 —NRAI, ZRHFIEEFER unstable &, BBE7T experimental g, ZERTBETFZR
i FEEHRNRGE. EEEAS1E"/etc/apt/sources. list” XHEHIFIRNT:
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deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

HTF experimental &2 JEE N ( NotAutomatic ) FVJE (BEWE 2.53 1), HEIABY Pin-Priority E#HIZRE R 1
(<<100) . HAREEHE"/etc/apt/preferences” XHHIRE Pin-Priority H, RLFEEETE experimental g, BRIE
REERE T AEHR BN ERSFERGE.

2711 ZE2PRELR

O

==

¥1FH apt-pinning G L RIEM LR AR A, RHFUE RERFZI N HLHRIEBITEE,

g

I\E

@ FERTE Debian gt LA RE A, NNEEZ2MRETIERRZMH—E87 TF, REBRIMIEHE,
BRLERSZSR T IESEAE, WTEZERE, FNIAEMRERFEENFEEZERE, FAFTAERE
MRR—IMHNR A,

{RE] CLBE YR HI R IE RR A A FTRIAE SR EEPE R BN IRRVEERE (B0%E 277 1), NMERIFNAZRE., TEE—#
WIS %, TR RIFZSTTKN “dpkg -i broken-package_old-version.deb” % (80%E 2.6.6 1),

1%} “/etc/apt/sources. list” XHHFE TEIHEER unstable 1917,

deb http://deb.debian.org/debian/ sid main contrib non-free

ERATEMNITERE, MM AER testing,

deb http://deb.debian.org/debian/ trixie main contrib non-free

BRINTFErRIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=testing
Pin-Priority: 1010

in{T “apt-get update; apt-get dist-upgrade” {EENRAIRGEEHIFER,
EZEMBRE, Bl “/etc/apt/preferences” XMEFKIISIEE,

®R
RXRB—MFHE, Bl (FR2EK ) ReJESHRAE, RKEDKRBIEE, (Fo]feREEFNBIRIMR R —LRG
BRERZFER, FEIFEER Linux W, 5I8FF. udev, PAM, APT fIMEHEXMNREBURENNEEX
.

2.7.12 equivs B
NEMRNRRIDGIE T —MEF R E Debian RIEE, RIFHTHA—NEENZEM Debian 2 (*.deb) HE
FAFANSREE,

MRIREREMNRRBRIE-NMEFHIFELRE “Yusr/local”, {RRIEEREFER equivs FARBESBRAB R
SREVER A BLARESL,
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Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BiE—ITREEZ stable 24

( : ) gy
There is no gurantee for the procedure descried here to work without extra manual efforts for system differ-
ences.

W FaEBIFHRET stable R4, ERRRGEEBITTIMERERME - MIGFERNHINEE, XPTAERE K
REASRRERGEHARK,

£ stable R%HY “/etc/apt/sources. list” XEFRINTIEE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

T RRWIFAFBHVIRAE B T HIRIR I EL

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

# e H HHHR

MREZ@EBIE, PTUM backport FIIEGEAREH— LT EHEREE, #1910 dpkg #1 debhelper,
HITRIGRZ,
$ dch -i

BHRGEMA, FIE7E “debian/changelog” HII—4 “+bp1”
BTEBFHEREEAFENZRIRET.

$ debuild
$cd ..
# debi foo*.changes
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2.7.14 FF APT HIXIERRSZ 28

ERIRBEA Debian HERENFRXRBEENMEFE, SIREEIFS LAN EHRER, J APT gi&— A
ERSEBRNMFER. APT AIBUEREEREMAEMA web (hup ) UIZHRSEE, HIM0 squid (BAE 65 ), HHS

D apt.conf(5) % “/usr/share/doc/apt/examples/configure-index.gz”, HELE “Shttp_proxy &
B= “/etc/apt/apt.conf” XHEHIZRBEMNRIBARSEE,

XEBH—LE Debian HEENTANELR, (FNZEERENZRIEE BTS,

R TATE XAV ] ER

approx V:0, I:0 6986 | Z&77 Debian FHEEXFHIRIERSE (E%IEH OCaml 27 )
apt-cacher V:0, 1:0 266 71 Debian RFBFNRRBXEHITEFNRE (Perl F£F)
apt-cacher-ng V4, .4 1816 | P RREBEBMEFRE (C++ mENER)

Table 2.19: Debian H4REMNERANRIETR

NIy
@ I Debian EMEREEESEME, ILEANNEBTIATESERGBEIPrEESNE, FrIgEE —ERE
BIRNTEER, 5—FHHE, B web (http) RIBRZBERBHAER NI IXMHILLE,

2715 EZXTRASEENIXE
RE] LA FEMXER T RREGEEENESER.

- REGBERIEEE:

— aptitude(8).dpkg(l).tasksel(8).apt(8).apt-get(8).apt-config(8).apt-secure(8).sources. list(5).
apt.conf(5) ¥ apt_preferences(5);

- KRB apt-doc BB /usr/share/doc/apt -doc/guide.html/index.htm1”#1“/usr/share/doc/apt -do.
- kB aptitude-doc-en REER) “/usr/share/doc/aptitude/html/en/index.html”,

« Debian 4R EME 434!
— ”Debian Policy Manual Chapter 2 - The Debian Archive”,

— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

+ 3 Debian Fi P —" Debian 3R 4B RIZFE
— “Debian #3PEIERE" ,



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

AgY)mit

FRZRAEIES, 1EEEH T #2 Debian RAEMEMNFEEHNEAERN., REEMNATEZRIVIRGE LI RAISHE
B, EXEMIRANRITRS BARIGE 2 VNEERN.

TEE Debian RAVIBCHESHLA, HTF Debian RAERER, BNIZSERHISY,
+ Debian Linux A% F it % F Debian BZMIEZEE KR,

« bootup(7) MBTET systemd WAL RBENRIE, ((THARY Debian )

« boot(7) MABTHETF UNIX System V Release 4 IR REN%TE. ( IHARAY Debian )

3.1 FondiEdid

TENAGN LEEHRENAPRUTENRERSR (0S) iR, FEEZRILNMMERREINTTE,
AEERN, EFFTCTEREAEBMIARRIEER PC L& L,
HARENTRRRE—MURMINET, B—RAEEFRAEGNZET L.

531171
3121
« 5531371
« %3147

SR, XLEMERRIABEARERIECE, thall, R4mi¥ T BCRIR%, NWATREREKIT LR Debian RFERITIR, ELE, i
EHXEBWINZE, B2REECAZNBRABRILE,

3.1.1 F—FE%: UEFI

Unified Extensible Firmware Interface (UEF]) &—®]¥ REHEO EX T ERNEIERE{EA UEF AEN—&59, S—1
THTEVITHARIE, BEERERMAENE—ME, ENERNREFETENEENRE, FUITIHEEMNRIERS
SISMHBRFHIEERAERNZ (BERSISNHRERF ). BREBEILEFMEE NVRAM, TEBEEREERS
5| SMEHREFIIRERARZMNINEGRARZNTE,

EFI system partition (ESP) EFI RA N K B— M UIBFMIRED KX, EiTEVERRKER UEFI 56, SitEVITAR
VBT, B UEFI Ef3RiAE), EFMET UEFI MAREFFIXLENBREFETREENXYG, BERIERZNS|ISMETE
F. (TEEZ1 PC R4, FHPE MBR B/ BIOS RJLARRNRE, )



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 FEMELR: SIFEMEIER

5| BINHEFRBINTIEMNE_MER, B UEFI B3, 5| SMBIEFIERFEARZRGH inicrd BRGINELRI R EFEFHIG S
NZZAEN], initrd MEERXERGEME, EXEREERBTERERNSIS

Debian R4 @ FEEA Linux AZIEREKIANNRFZERZ, HE1AY 5.x Linux P#ZAY initrd BRIGEFEA £ 2 initramfs ( #]4

RAM X&) g,
BFS5| BNHREFNEEENFE,

BDW*EFO

[=} 3=
g2 TITE KN | initrd %ﬂmﬁ& 1B
, . . GRUB BRI EN XGRS, B
grub-efi-amd64 [:311 184 5 UEFI 4] vfat. extd-- ( UEFI )
GRUB £ 2 SEEIRRHE DX R, B
grub-pc V:21,1:660 | 557 S EC g o yu%fztb k e’;{iﬂ (DBII:O*SI,] fz{fF? %
GRUB % 2 | lEJ5 GRUB F 2 lFRFIF[S IS BEMRE
grub-rescue-pc V:0, I:0 6646 | X% IR ( CD F1#% & ) ( PC / BIOS %Zﬁ )
109 Z =3
syslinux V:3, 1:36 344 =¥ Isolinux ggﬁéllmsOQGGO XFFRR. 550D
] ul 2
syslinux V:3,1:36 344 EC Syslinux ;;;},\J };}/I %%)Etﬁbzﬁ#%ﬁ (FAT).
=T m ~o
2 g
loadlin V:0, I:0 90 L Loadlin igg 7t/A FreeDOS B MSDOS 15
N + Neil Turton ﬁtbﬂif‘t MSDOS MBR FIE B .
mbr VO L4 50 | R # MBR TRRIBASK

Table 3.1: 5| SNNFHIZFTIR

( ) &
[BA1SRE M grub-rescue-pc HREEIFRIIBMEHIELRNTTE SIEER (U R, CD Silra), B2HFS|
SIEfeF. AR YERIES TIEN3ISMEER, 5|98 8 Rthes SRORL

34F UEFI £%t, GRUB2 B 5EiZEX ESP #'[X, ﬁﬁﬁ”/boot/efl/EFI/deb:Lan/grub cfg” B\ search.fs_uuid
FETER UUID KT GRUB2 KB E X4 /boot/grub/grub.cfg” FIEMN S

GRUB2 HBEEXFHIXBE N BERR:

menuentry ’‘Debian GNU/Linux’ ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebe4bl

echo "Loading Linux 5.10.0-6-amd64 ...’

linux /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al14c-071208ebe4bl «+
ro quiet

echo "Loading initial ramdisk ...’

initrd /boot/initrd.img-5.10.0-6-amd64
b

3T FiXER5HY /boot/grub/grub.cfg, XMNEELZBANBEXUT,

B
BT MR /boot/grub/grub.cfg” BEM quiet , REEBEEAZBHIHETER, HEMLX
38"/etc/default/grub” EE"J”GRUB_CMDLINE_LINUX_DEFAULT—"qu1et”" 17

MER, B



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
http://packages.qa.debian.org/g/grub-efi-amd64.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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®E =

GRUB2 fZHRANE, gzio, part_gpt, ext2 _
FERNESTERGSX ?gﬁl{l&[%:i;e?:eldbS -6454-46d6-al14c-071208ebedbl FEE
AREENEFERXXGERARIIREZE /boot/vmlinuz-5.10.0-6-amd64

FERNAZENSH :20%51%[.%{D=fe3eldb5 -6454-46d6-a14c-071208ebe4bl
initrd BEXHFERXHFRFZFRIREZ /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg X LESBHAFELZEEN

"R
BT EE “/etc/default/grub” HJ GRUB_BACKGROUND T2 EBNE G, SHEBEGRSIERSHA
“/boot/grub/”, {REEMEES] GRUB MIBNEIR,

20 “info grub” K grub-install(8),

3.1.3 F=P\E&: (K Debian %

SR Debian RARBINRIZMIB=FER, ASISMHEFEN. EERFRETRAARZINRMZRE. X2E

MR — N EANEEEMER,

EE
“PR{R Debian R4t" REBEBEINMAE, BTFEAXEDERBIRIENE =/ MER, XNMNREBEE RIS initrd
gk initramfs 24, AFEPEURRE Debian EXREFHEA,

/init BFRAGTPHRXER A LHITHE —MNMEF, XNMNMEFERFPZEIERZIBL, FIBEHEINZLE T —M
ER., #{F Debian RAREBE LS| RRIEZFIRMAAMZIER UMBR N IEHBXER S, F5ISRIEFMRIE,
+ YN initramfs /A initramfs-tools BIE, M”/init” F2F2—1 shell HIATEF,

- BT LARIZARI “break=init” EZEhSE, RAJLARRTIXERS BaNRTZAIKEY root shell, F 3 FMIZHFIES
W /init “BiAS, XA shell IMEE BB, (Rel@T ERITFHE S ESHFEH
— X{R Debian RAP BN GSEEEER, BFEH—1HR busybox(1) B GNU T EIZfH,

+ YN initramfs =/ dracut I, M”/init” FEFE— P i#Hl systemd 257,
— X{R Debian RAF T HIGRSE—MEENTR systemd(1) IR,

NIy
SE-NMRIZMEXE RS LA, A mount SSEZRM -n £,

3.1.4 ZEUNER: il Debian 24

—_y—

F# Debian RAERBENAIZRIEIUFER, HIE(R Debian RFRD, #{R Debian RFFIAZAELLIME T AEE1T, R
XHERBEFHRFREKIMNEE XGRS L,

init EFRAZRITNE—NERF (PID=1), ERMNEESMHEFUZMESISRIE. nit EFNEKIAKRZE"
/sbin/init “, {BE@iERZBHSEIEN, FIEN” init=/path/to/init_program”,

£ Debian 8 jessie (2015 F£47% ) RASE, */sbin/init” 2—F)”/1ib/systemd/systemd” BIFF Sz,



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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N
fREV R AR LFRERR init L FAER “ps --pid 1 -f" HIHIA

we TE XAV | 15HER

systemd V:853,1:960 | 10217 | EFEHEZIFHER init(8) =FIF#HE (FIEX sysvinit)
systemd-sysv V:825,1:958 | 75 systemd EAAURE sysvinit FMIFIFSHEE
1n1t—system—he1pe{/§682) 1:969 | 140 7£ sysvinit # systemd Z[8)i#{T4ERMESEN T E
initscripts V:40, 1:161 178 HT VIR XA RZRIRER

sysvinit-core V:5, I1:6 369 ;'é System V B init(8) TH

Sysv-rc V:80,I:171 | 86 7: System V BT TR AIERHE]

sysvinit-utils | Vv:898,1:999 | 101 ZE System VEVSEA TR ( startpar(8) bootTlogd(8), == )
Isb-base V:768,1:809 | 12 Cinux A EHE 3.2 B init AR TIAE

insserv V:98, 1:170 153 AIF LSB init.d BIAKESERALZN T RINTE
kexec-tools V:1,1:6 286 FITF kexec(8) ER (/250 ) Bl kexec TR
systemd-bootcharfy,, ., 132 | BERIEAE e

mingetty V:0, 12 38 12@@?:%%8’] getty(8)

mgetty V:0, .0 315 o] & e Gl R IRRY getty(8) BR MR

Table 3.3: Debian RGBT EYIR

VI
EXBREMENZIER, ES N Debian £E: FaREMNRIERE,

3.2 Systemd ¥4t

ATHERRZEREMHET PID=1 1 systemd(1) I2FRE5N ( EIFIBILHIZE ),

systemd MLtz BT BT E M (B systemd. unit(5) RIATIREMTE, XLRTRE(HERRBRER
EE:FJ% RE ZRIHYZE SysV BT IR X LR TR E XA M T EA—RIIERZRMNE (S0 systemd-system. conf(5))

IR BV FEHANTE — N B IHAY Linux control groups, R TTERRA, EIBTFT—NFABH systemd BEREM (BN
cgroups 5 4.7.4 79),

BREEXMHNTI—RIIEZRMNE (S0 systemd-system.conf(5) ):

« ”/1ib/systemd/system”: OS EKIAEL B X4

- 7/etc/systemd/system”: RAEERMNEEXG, ERBBIRERARIIANRE G
- ”/run/systemd/system”: BITRFENREENH, ERZEERMEE XX

A IR E R #h % R BT "Want s=”, "Requires=",”Before=", "After=", .- I8 "KEE, (B M systemd . unit(5)
E/Y”MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), RIE{ZH|th @ # E X (&M systemd. resource-control(

BRIER T ENHNERRX N EANIRIZEE:

« *service #iIRH systemd ZEHIFI L ERIHFIZ. S0 systemd. service(s).

« *.device {IRTE sysTs(5) BEEEA udev(7) IREZWBRIVIZE., £ systemd.device(5).
« *.mount A H systemd EFHIFBEEN G RAIEF S, S0 systemd.mount(5).



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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« *.automount {HiRH systemd IFFIFEENX G R AENEF A, S0 systemd. automount(s).

« *swap fHIAH systemd IZHIFNAER) swap XEFELiIRE, S0 systemd. swap(5).

- *path $iR# systemd $ZMIER1Z, ATETIRIZIED, S0 systemd.path(5).

. *socket {EIRH systemd IFHIFNEENERT, BTETEEFIEN., &0 systemd. socket(5).

o * timer ¥R systemd EHEIFS BT EE, AFEFENES), 20 systemd. timer(5).

- *slice EIE cgroups(7) &R, &M systemd.slice(5).

« *scope f£F systemd MELEOREFLIEIE, AUBSE-RINARAHTZ, S0 systemd. scope(5).

 *target BEERTEEXH7AE, EEIMNNE, REIZEFLS S, €0 systemd. target(s).

R BEET (BN, init ), systemd HEEASEIXBE)”/1ib/systemd/system/default. target (i@FE 2F)”graphical. t:
R SHEHE ) B 5T, — L4 T%AY target BATT ( 2 systemd. special(7) ), tt#l”local-fs.target”.”swap.target”

FM7cryptsetup.target” RWSIAUBEHXGRR, /5, HE taget BT S RIBRTHRIMRRMMWSIA, #4
&5, BRI bootup(7).

systemd IRt EEFEBMINEE, E7/etc/init.d/rc[0123456S].d/[KS]name” EBEM SysV RI&H B EIHIZASMTY
REWHIT; telinit(8) e N systemd RIBEITIEINE R,

@ NIy

RINAETTHRA 2 B 4 2ERAFSHEEE THBA “multi-user.target’,

3.21 FHA

RZEIFRAETN R, ERIMEHE, &id systemd-hostnamed.service BHIMNARAZLEMIRERZNENS, It
FHBREE/etc/hostname”, INXHFMZRBERATNE, MARESIHER.

NEESEIETT hostname(1) e F] AFTENH HEIMEN 2,

3.2.2 NHR%

EEMMNE X G R FRIEREINF LAE”/etc/Fstab” FiRE, SN fstab(G) F1% 9.6.7 T,
MBEXHRGMEREIREE “/etc/crypttab” #, S0 crypttab(s)
3% RAID FIEZE mdadm(8) IREFE”/etc/mdadm/mdadm. conf”. &1 mdadm.conf(5).

@ SRSHNEHE, FEREHTREXERANLE, "/tmp”, "/var/lock”, ¥1"/var/run” PRI =B

S

H & IR

o

3.2.3 MLKZEOVIBIL

S FER systemd ALK Debian RE A S, ML& OB E BB MRS HITHENL: Lo EOBEEE networking. service”
f312, MEEEOMA “NetworkManager.service” &2,

2% 5 ERFINEHFREECIIHER.




Debian & Fift 79/229

3.3 W&ER

EEHE EERHNAZERER, EBELIREMINEEKTEREE.

# dmesg -n3

BIRRAE BIRR A 1560

0 KERN_EMERG RBATH

1 KERN_ALERT 1T AW 31 BN EX
2 KERN_CRIT EE3Gs

3 KERN_ERR HBiRef

4 KERN_WARNING EEEXH

5 KERN_NOTICE EREEENEHF

6 KERN_INFO BEERER

7 KERN_DEBUG debug KHIMER

Table 3.4: NIZERIRF AR

3.4 RFER

£ systemd T, AR %S BEE T HEMRS systemd-journald.service (X% journald) Ri2%, W
7£7/var/log/journal” FTRIART R i HIEMHE, HALTE”/run/log/journal/” TSR i HIEHE. XL —
HEIBEHE, TUEE journalet (1) aKiAEl, FIa, RN ERMERE—IXBEHMURMBEE, RIOTHAR:

$ journalctl -b

& wORA
p— 1 LF =
“EERER REDFRIFAEEIE | journatort b -system

- EENRE—RBHARNSRAFRRS
EIL.\

Y,

”journalctl -b --user”

ERNRRE—XBHOARI $unit” ITF

B ”journalctl -b -u $unit”
=] — N =1 AlE] T f{F
‘%E}rj?ai{kﬁ?gf%m $unit” ML ”journalctl -b -u $unit -f”

Table 3.5: BiZYH journalctl &< K ERFIR

Esystemd N, RZEHETLER rsyslogd(8) Al ARENE MR LR TE , ESNTEMITRHRIZEZ KM I B 55
& (KBTE systemd ZFIEKIARY"/dev/ log” ) FEIRERAIK A ASCILI RAHELHIE.”/etc/default/rsyslog”
F”/etc/rsyslog.conf” BEBEHEX BEXGFHFEREER. M0 rsyslogd(8) # rsyslog.conf(5), ha]lAE&R
% 932 1,

35 R4HBpER

systemd MR R L VAL, TH systemct1(1) L REBEANARLEIRIRE,

XEB, FEAIFPRHSunit”, SIR—MNETR (54, service #l . target 2[R, &, ERESEALT, t
BJLAR LA S N TT (shell RFM L F@BECFT >, 727, ”[ 17, BEER fnmatch3), RIEEBERIERNEFEFFRE
BTHEERBMN).
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1R YRR

S FT A target EoohcE “systemctl list-units --type=target”
FIEFrA service BTicE “systemctl list-units --type=service”
SIEMBRE T EEE “systemctl list-units --type=help”
FIEATFFFIB socket BT ”systemctl list-sockets”
FIHAFFRFIE timer BT “systemctl list-timers”

Bo’sunit” “systemctl start $unit”
EIE"sunit” “systemctl stop $unit”
SHMNFERSZEXMEE “systemctl reload $unit”
- BIEFEFE $unit” “systemctl restart $unit”

Borsunit” FEIEFFIEEEN “systemctl isolate $unit”

IR 7 (ERRERS) “systemctl isolate graphical”

B3] ZHFP (ML1TRR) “systemctl isolate multi-user”
BRI NERRX (BEAF®1TEASR) “systemctl isolate rescue”

[”$unit” ZEREES “systemctl kill $unit”

@& sunit” REEEEENH “systemctl is-active $unit”
BESunit” RZEE = XM “systemctl is-failed $unit”
FEE”$unit [$PID|device” FIRE ”systemctl status $unit[$PID|[$device”
ER"sunit [$job” BIEMH “systemctl show $unit|$job”
EiREWEY”$unit” »systemct1l reset-failed $unit”

LA ToARS A [ “systemctl list-dependencies --all”
NEERER G LB TXH “systemctl list-unit-files”
BRASunit” (BN S iEE) “systemctl enable $unit”
CEA7sunit” (MRS EE) “systemctl disable $unit”
?gg%g)wnlt (BIFRED/dev/null” #9 ”systemctl unmask $unit”

N D) RTINS T T[> 3 =]

%g)%nlt (EHNE /dev/null” PIFS »systemctl mask $unit”

SRENEAIARY target 1R E “systemctl get-default”

REZIA target ”graphical” (BIF2& %) | "systemctl set-default graphical”
TIAEEL | R S5 — SIS

%;if%;}‘m target J9"multi-user” (f% »systemctl set-default multi-user”
ERIFEIREE “systemctl show-environment”
REWMETE"variable” FJ{ER”value” | “systemctl set-environment variable=value”
BGEMIEEE variable” FRE “systemctl unset-environment variable”
x = Ak TubE- T 4=

EFRNMEMEE X ENEETIPER »systemctl daemon-reload”

( daemon )

KARG “systemctl poweroff”

rAMERZ SR “systemct1l reboot”

HEERSR “systemctl suspend”

KRR % “systemctl hibernate”

Table 3.6: BiFYHY systemct 1 S5 S HERTIR
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LFEIFHRGRSHE DS, BERBIT sudo” KR, AURSEENRASIENE,

“systemctl status $unit|$PID|$device” MHEIHFERBEHIENR (7o) REARETIKE, IEAB—RIMIE,

- HERY e” RIR— NiEa)” 3" BANEENR” BPIRZ.
- ABERe” RR AN HE IR KT
- e RiR IEEN. “EMMESR" B BUEF" KB,

3.6 HERFRHE

XEBER systemd TEEZFENKIREGSIIR, BRIEEE cgroups(7) EHREVEXEY man FHTT,

1BR1E YRR
ERE— TR EAT BR8] “systemd-analyze time”
R CE T E e “systemd-analyze blame”
CINESunit” XHEFHRME R “systemd-analyze verify $unit”
@aNETREAPIERESIERETHIRESERE | "loginctl user-status”
EENEREARENETHNRSER »Toginctl session-status”
“IRER cgroups MI/BEIT I “systemd-cgls”
FRER cgroups FY BT FE ”ps xawf -eo pid,user,cgroup,args”
IRER cgroups FIEoNd 12 1%E”/sys/fs/cgroup/systemd/” FHJ sysfs

Table 3.7: systemd THEFEKIEGLIIR

3.7 E#l systemd

3.7.1 EEFHE

FERAMIALTR, B systemd BEIfIEFER, 7 network.target Balfe, REMERS (BNE 6 E)EAEE

STiPi#FE (daemon ) /B8], “sshd” WARFISh, iEFAMER NIRFE B2 sshd” fEA—NEHILRIGIF,
B, BRARALTENRSET,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

4% Unix REMZ BT EEFHE (on-demand socket activation ) R4 H inetd (8 xinetd) BRRSZKIE M, 7

systemd ¥, tBEIINEERE RS EIT 1G AN *.socket Fl *.service BITTREE KA.,
sshd.socket FARE X —MNERHERETF

[Unit]
Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@.service fE7 sshd.socket ILERRIARSS ST



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
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[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

AR EFINE,

$ sudo systemctl daemon-reload

3.8 udev &%

M Linux A% 2.6 lRFFA, udev R4t BRI T BMEH LK MAYIIRMHENE]. (BN udev(7)). ERZEI ZMREHIEM
£, udev REEAM sysfs XHERF (ENE 1.212 T) WERERN—1AF#IE, £ modprobe(8) 2F (BM5%
3.8.1 ) MEAZFEMBERPAZIER, SIBBENMNIZET R,

VN

NRBTFHELEIER, "/1ib/modules/kernel-version/modules.dep” ;& E# depmod(8) IEE AR, EIRA]
BEARSME udev RAIRHAERI A NINE, M1T"depmod -a" RIEEE,

"/etc/fstab” BERIEFHMN, iEZTRAVELFHSH, (REETB(ER UUID KizH12&, KB /dev/sda” Z
EHZER SME 963 1.

BT udev RAR— P EETHNEY), BEHEXHEHTTiFAER, EXEREHRTRINER.

3.8.1 WIERIIIEL

iBiT modprobe(8) FZFRARMANMPRAZIRIR, EFHRANIGERAEFHZREE EEIEITH Linux W%, udev RE (BN
5 3.8 1) BiCERIRARREBNAZIRIRYIIAE,

TEHMIEBEHZRNIGHROEGENEIR, EZRMEME, IBEANIE /etc/modules” XHFEIH &R
modu les(5)).

« TUN/TAP tRIR {2 it EE#{#9 Point-to-Point P£%1% & (TUN) FEEHARY Ethernet AKX 481% & (TAP),

« netfilter #EIRIZ M netfilter B ASEBES] (iptables(8), & 5.6 1),

« watchdog timer IXFNIEIR,

modprobe(8) FZFHEEE M 42k modprobe . conf(5) RIiBAILTE"/etc/modprobes.d/” BRF, (MIR{REE R
Bl ELAZIRR, ZERIEEIMERRBRMIE"/etc/modprobes.d/blacklist” XHHE.)

»/1ib/modules/version/modules.dep” X{#H depmod(8) F2F 4R, EHEiAT modprobe(8) F2F{FARIER
R

W1 RRTE S S ES i LSRN S) 4, & modprobe(8) B i I 4% 5 M B, "depmod -2’ 7 b i il &
#'modules.dep” KR RIXLEo) 5,

modinfo(8) ¥2F £ 7R Linux AIZIEIR(ER,
Lsmod(8) I2F U F BRI ER"/proc/modules” MRE, BRHATARZINE T WRLEELR,



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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BR
{REERFEMIRAR R K LAVREE, &M% 953 1.
{Re] ATE BN B B RE AR B EREEAVRE A ISE, S5 9.5.4 75,
{Re] AEFT4R1F AIZ RIS IR R IR E 015, &% 9.10 .
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Chapter 4

TAER 3 10) 32 6l

HARF (WEF ) FENRARZN, FEH#HTINE, WIABHERREE

R

PAM M B SRS 2 BTN RS, RBAB— NESITHHIE CD, AR —MERE boot HK,
THERS, RFEEAENBNRAHUERR.

4.1 —R%AY Unix iAIE

—f%AY Unix IAIER PAM ( Pluggable Authentication Modules, BIRJf ARIIEIEIRER ) THY pam_unix(8) ik, ©
M 3IANEEXHUWT, HRWEEER “:7 HR.

X PR FF ‘H AR

/etc/passwd “rW-r--r-- root root (X)) AFRKSER
/etc/shadow STW-r----- root shadow | Z2MENAFKSEER
/etc/group “rW-r--r-- root root HER

Table 4.1: pam_unix(8) EFM) 3 NEERRE NG

“/etc/passwd” BIETIIAR,

userl:x:1000:1000:Userl1 Name,,, :/home/useril:/bin/bash
user2:x:1001:1001:User2 Name,,, :/home/user2:/bin/bash

90 passwd(5) FFTR, XAXMGRE “:7 DRSNS XNT,

- BRE

- BRRORZ AR

- BFHARIAF ID
- BFHABA D

- AFBEEREFE



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- APFRBXR
- ANERIA P ER S R R

“/etc/passwd” HIE_IMEZHRARRFNERHZB, E5IAT “/etc/shadow” J&, ZINHFARIAZLR
ito

ES 1R
(%) ETHHIKS
X INZEERZEBFREFE “/etc/shadow”

Table 4.2: “/etc/passwd” EZINMAR

“/etc/shadow” BETIAE.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$SELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: ::

g0 shadow(5) FATIR, EXAMXERE “:" DWIIBIE XM T,

- BXR

- IITBEMEE (R “$18" RREEM MD5 JE, “+" RELEER. )
« Rla—RIERZ BT E, ERTRM 1970 F 1 B 1 HENXE

- RIFAFPBXIERZBEHIRLRIERE

- RPWIUERZMBHIR ZRE]FR

- BAMAINRE, EIHEAFPSRES

- BRAKEHRE, EXHEZEEKIBSRIER

- IKSRHIETE, HRTRM 1970 F 1 B 1 BEEHIRE

“/etc/group” BETINE,

groupl:x:20:userl,user2

U0 group(5) FATIR, XANXERE “:7 HRIIEMSXNT,
R AZE=4 i

s INBREEFZEME (A2HMELEFER)

s BFRZR94E ID

- FH 4 PRIBFPRYTIER

==
=)

“/etc/gshadow” A “/etc/group” BHETE “/etc/shadow” HHINKITHEE, (BISBEHMEIEHFEH,
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R
%0 Hrauth optional pam_group.so” X T # f0 2 7T /etc/pam.d/common-auth”, 3 H
£"/etc/security/group.conf” B#HITTIRE, — MHAFPRERAR PSR, S0 pam_group(8).

B
base-passwd 3G EEET —HAPENE A X :“/usr/share/doc/base-passwd/users-and-groups.htm

4.2 EBEKSHZELEE

THR-LEERKSERNEEGS.

ne Ihae

getent passwd user_name Ao “user_name” HIKSER
getent shadow user_name N EP user_name” Fe@mlIF s =
getent group group_name N “group_name” FILEER
passwd BEWKSZERL

passwd -e FBERKEIRE — X ERE
chage BEEZEENHER

Table 4.3: BEIBKSEEMGS

HAr— LI RBEM root fEMA, HRIFIRIBAVMEZS W crypt(3),

B
EIRE T PAM F1 NSS B9 & 4 £ (5130 Debian salsa #1288 ), &ify “/etc/passwd” . “/etc/group” #
“/etc/shadow” FJEERSWALEEER, LR SEELTFIXMIME TKIBRERE.,

4.3 R

ERARREIET — NS SERA passwd(l) BOR, (REZEE— MIZE, SHiZH 6 5 8 MHER, Hha
2 TBIRIE passwd(l) @EHEMISHH— ARSI T,

. NEFE

 HF0E 9

k=

s IR

g
@ RO AEEATUEENE. KES, SHISH, BiESH, it $0. RENRNENNET. 7
I, ERENTEFS (B0 “12345" 5 “querty” ) SEEIMILNLIE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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nREe MITE IR me ThEE
whois V:26, [:271 386 mkpasswd E& crypt(3) EFTEEENRIm
openssl V:832, 1:995 2290 gggg;z t HH EBFDIAE (OpenSSL). passwd(1ssl)
Table 4.4: £ ZBI TR
4.4 gAY

THE—LAT £INENEZEZE fFRIITE,

4.5 PAM F1 NSS

ACHIZE Unix R4 (5180 Debian 24 ) 121t PAM ( Pluggable Authentication Modules, 3HEATVISIUEEIR ) F1 NSS

( Name Service Switch, B#IRSZ ) VEBILARIWAFZEIRR, EMMIEBEEB SRS, SNIRTHEER] CABHE A

AR,

o PAM 5N R R I T — N RIBRIAENSI, FEP KB T ZE RN,

« NSS Bt T — 1 RIEFBMIREZYIEI, SEEW CIEEMER, #6190 1s() M idQ) XHEMNEFKERFTAR
o

PAM Fl1 NSS RAMTURIFIEE — L,

PAM #1 NSS AAFREEZMREGBUT.

wEa TE KN | 15HER
Tibpam-modules | V:878,1:999 | 1006 | WEATNIGUEIRER ( EAGARSS )
Tibpam- ldap Vi1, 1.7 249 787F LDAP B RV A VIRIERIR
Libpam-cracklib | y.) 1.q 117 | FBF cracklib THSHIBA I ISR
Tibpam-systemd | V:517,1:925 | 570 FTF logind FMAFRIERAANRIERZIR (PAM)
Tibpam-doc I.0 963 BARRIUEFRIR (html FIXXAXTS )
Tibc6 V:918,1:999 | 12988 | GNU C fE: EfFRRE "BMRBZ " RSHEZE
glibc-doc I:8 3501 | GNUC [EE: EFEBITimE
glibc-doc-referencg 13188 | GNU C Fe: &5 Ff#, B info, pdf # html #%3( (non-free )
libnss-mdns 1:506 141 T EHTZEFE DNS ZF5RHT NSS fRIR
Tibnss- ldap V0, 16 265 NSS #&iR, AT {EMH LDAP fEA— A BiRSEH

. o NSS f&3R, AT EH LDAP fEA— N EfiRSH
libnss-ldapd V:1,1:13 129 ( libnss-ldap #I% fork )

Table 4.5: PAM 1 NSS RAFEEN NGB

« libpam-doc A “The Linux-PAM System Administrators’ Guide” 27T f## PAM ECERINE 1Y,

+ glibc-doc-reference Y “System Databases and Name Service Switch” 27 fi# NSS L EHIEE X4,

=z
B

{ReILAER “aptitude search ’libpam-|libnss-’"

BLERESMERRMGE, NSS BEHAIEERE

“Network Security Service, ME&Z£MRE", EARRTF “Name Service Switch, ZFFARSZIR",



http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Salt_(cryptography)
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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ED
PAM AR A B NMEFERRZFEENMIMERYBUIRELENREMTT A,

£ systemd K, libpam-systemd S4B HLRAXREEAFER, Bd R logind 7 systemd ZHIAERFIEMA
21ERELM, S0 systemd-logind(8). logind.conf(5) Fl pam_systemd(8),

4.5.1 PAM F1 NSS ija)i9E2 &S24

THERE—L PAM F NSS ifaNEEBREXHE,

fEEXF IheE
3 (1] L = Tt T =
/etc/pam.d/program_name ;gam p(;’((;ggram_name EFFRE PAMECE: S7M pam(7) Al
/etc/nsswitch.conf PETRSZFBEIRE NSSEEE, £ nsswitch.conf(5)
/etc/nologin B3 pam_nologin(8) RRFEHIAF,E R
/etc/securetty BT pam_securetty(8) i=IRFEH] root T510] tty
/etc/security/access.conf BT pam_access(8) RHRIRE 1A D]PR Bl
/etc/security/group.conf 1813 pam_group(8) Eiklxﬁ:ﬂﬂﬂ’]l?ﬁ%ﬂ
/etc/security/pam_env.conf BT pam_ env(8) BRIRZENETE
= T EE 28 SEYN
Jete/environment Egéﬁ ‘readenv=1" 8K pam_env(8) BERIZEEIMIIR
p=4

BT EE “readenv=1 envfile=/etc/default/locale”

/etc/default/locale S pam_env(8) MG EIEZIRE(E (7 Debian ZHAT )
/etc/security/limits.conf BT pam_1inits(8) HMRIFEZIEPES] (ulimit, core FF )
/etc/security/time.conf BT pam_time(8) fFEIRIZ E BT [B]FRHI

®RE systemd UERZIESAE (B logind. conf(5) Fl

/etc/systemd/logind.conf systemd-logind. service(s))

Table 4.6: PAM Fl NSS [0 i0EC & 3 4

ZHDIEEAIPREIREiT PAM #EIR pam_unix(8) Fll pam_cracklib(8) KLY, EATTUNETZENSHHITEE.

N
PAM BIRTEX HEFERAFSR “.so”,

45.2 MRAMNEFRNRASZIE

MARRE qﬂ_ﬁ%éﬁﬁﬂ_ﬂ)\ﬁﬁﬁﬁ PR EB RGO (LDAP) FRBF[HITEHE, MNMBENEEERIFSE
Unix F13E3E Unix R4, B=HFRKIARIPIEIFIRSIELZE OpenLDAP 34,

LDAP fR5325{E R H PAM FI NSS 9 libpam-ldap #1 libnss- ldap ¥4/ Debian RAIREKSEE, FE
—LIN{ESR/BA LDAP (FRBEAITX/MRE, HEATEAMNEEAREE _FNERS, BEXMAIR THRIETIA
o o

- RBEIEIT—MER, FIANMIIRY LDAP SPHP# T2 slapd(8), REBIISEH A LDAP AR5 5.
« {RTE “/etc/pam.d/” BXRPHIPAM EBEXHE, A “pam_ldap.so” HREKIAE “pam_unix.so”,

— Debian £ “/etc/pam_ldap.conf” #EJ5 libpam-ldap BIEEEX, “/etc/pam_ldap.secret” fEJfR
% root BRBHI 4,

.« fRE “/etc/nsswitch.conf” X#HRT NSS IBE, FHA “ldap” BREHAE (“compat” 5 “file”),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
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— Debian {#F8 “/etc/libnss-1ldap.conf” #E% libnss- ldap A& ST,
- ATEBMES, RUFLE libpam- 1dap M SLL (3% TLS ) &,
« ATHR LDAP MEEFHBUIRITTEM, (RUAILE libpam- ldap £ SLL (2% TLS ) &,
- ATIEL LDAP MERE, REIZTEAMIEGIT nscd(8) KEFEI LDAP BRER,
£ LH libpam-doc XH R HH) pam_ldap.conf(5) FRIX#HFN “/usr/share/doc/libpam-doc/html/",
M%K% glibc-doc REGFERMAY “info libc 'Name Service Switch’”,
K, RETUERRERERIRES —MEPRNRL.

« [E Windows REEER A4,

— &iT winbind #1 libpam_winbind (X8 14i8] Windows domain ARSS.
— & winbindd(8) #0 Integrating MS Windows Networks with Samba,

« EHERIZE Unix RAESEAAF A,

- @it nis BEEIAIE) NIS (ZR1AU YP) B NIS+,
— 2 The Linux NIS(YP)/NYS/NIS+ HOWTO,

45.3 “Jft4 GNU su ~zF; wheel 4B”
XEEIAM “info su” JESB Richard M. Stallman FiiHI— AR S, HI3Bi0r: Debian RLEPHFIM su SFERT

PAM, XHYTE “/etc/pam.d/su” REATHESE “pam_wheel.so” W1TiE, FHEESFRHIIE wheel BRI F su Z
root ¢HHYEE

4.5.4 TIERYZRRDELMN

L libpam-cracklib $REFEREEDS 5% B 5 A AR 2R A,
E—/NBLELH) GNOME &4, 84% % 1ibpam-gnome-keyring, */etc/pam.d/common-password” HigR&:

# here are the per-package modules (the "Primary” block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here’s the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn’t one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional” block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

4.6 ZTEIANE

=
EE

XENEERTRETERBMFNEEER, EXENISR—MFHER.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
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4.6.1 MWHEREBRKNLLONZLNES

WERITHERRERSEHERAANAREHEEZEERILEREANZLER. EAANAKELM LEHZEEREE
REIME, BAXHERNEZEBRRESEN LR ABRK, A THERENDELRE, SEBEEEENEEAMNEE
HRBREZSE, EBOUE “1€%E%X 2 (Transport Layer Security, TLS) ” iXsEHAS, “K2EEFE (Secure
Sockets Layer, SSL )" MYz FiBfTIXLEARS.

A EE2HRSZE i [ TENRS A i ]
www (http) 80 https 443
smtp (HBfF) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
ldap 389 ldaps 636

Table 4.7: REMAR LIRS IROTIER

INZ5;E%E CPU Bt jal, {ERN CPU BRMBNRAR, FeJURFBERANXABET, (NNEAZTLINEBIXINZZLE,
tt¥ni%: POP {EF” Authenticated Post Office Protocol” (APOP), SMTP #l IMAP {#F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {REIEBAZF P im i B BA P - (RAVABAAR 55 28 R IX MR 4HRY, SRIERITERMANER
iR 587 RABELA) SMTP Iw 25, X#F AR REER CRAM-MDS IAEE CRY, MLERMEFEPEZE 25 w0, )

4.6.2 %% Shell

L2 Shell (SSH) R ERAZ2IAMERRHEALZE2NE LA N REEEEN ZENEZ L MEZET, EH OpenSSH EF
i, ssh(1), #1 OpenSSH [G &5F#F#TE (daemon ) , sshd(8) £ARY.SSH {ER R 4 & 45, BILALS POP 1 X ZEHIAR
ZEMMIGBTRERE, FEETUEGERMN EZ2EH,

EPma]AERNTARRKIAEE S : EFEVINAME. QAHINE. REENZINE, ZBIAE. ERAQAIANE, =JB
SEMZEREEER, 0% 63 1.

4.6.3 HEBEMEIMNIRZREHT

BN{E{RiZ1T Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) iXHHEZ LRSS, HEBHEM E, NABIEE
ARERNB/NZBBEHEA, FHEBAERIE (BME 56 7)), HITEANEEIAE—kE, FJURAZLEE,

0nREe MITE RV | 1%HEH

F - AT\_, 53 ] T
knockd V0, 12 110 ﬁ;ﬂ;]cio(rlt)knock JE&5TIP#FE (daemon ) knockd(1) & Fifm
failzban V:103,1:116 | 2129 | EFEMRZS MALEEIRL IP
Tibpam-shield V:0, I:0 115 EERENEENEEREEXEIINE

Table 4.8: #IEFIIN L2 HNNITEIR

4.6.4 root BZLL
FPBRLE AMTVEA root AXFRIAE)RAVNES, (REZM T EAVIRIE,

« PRIEXSREEZ AR IE]



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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« $if¥ UEFI/ BIOS RFELE MR TIN R BTN

+ 71 GRUB XEXSIFIREZEN

 $i{f GRUB &8, |IiRiE

WNReTUIR ISR, MBJLAER TEMNTE, ENEENEER,

1. BrER=3—/ o] AR E UEFI/BIOS M CD ETAKIE N,

2. ERESNRBMNEY (Debian BEN4E, Knoppix CD, GRUB CD, -+ ),
3. B REHRS X,

4. wER DX /etc/passwd” X, £ root IFFBMEZERRZE,

¥#F grub-rescue-pc , BMERZRNTIENHIEM, WMRERIE GRUB REFE (BU%E 3.1.2 ) BIXR, #F
Y, ERATENSREMEER,

1. FRRAZSRENRSRIEN—LERE, bk, "root=/dev/hdaé rw init=/bin/sh”.
2. Ym4E”/etc/passwd” X, (£ root IKFPZFBMEZRAZ,
3. ERR4,

ZLRHY root shell ILFER] AT ZERS 15[8] T

JES =

—BXEARE root shell i5[E)1XFR, hEEBIEMERIRNE, HEIUEIRAL LMEFZE, 5, METLAEER john
M crack FMABVNRNBBTEARICRABEAFNERG (0% 9511 1), WKEIEZD, ATUARMEER
FHEITLERR,

PRI LXK, NEMIEL EMNREBAAREZER do-caypt F inirtamfs (B0 9.9 ) MZ root 73X
(B /etec” BX), EHEFNE, REEREEZBEREBNAA,

4.7 HERIAIET

EZEETMENXXARRZS, RELBEEEHVIEES,

=z
R

2% 9.4.15 TRIRHIRNZNZLESEH (SAK) INEE,

4.7.1 sudo

sudo(8) IRFER A TE—NRAEIEG BT LALA A ZRAY root AXPRFIER root SEENTIRITHY, sudo REZE—/MNEEMRA
PHIZERE R 3 sudo RIEFBFHBITIRE“/etc/sudoers" RHBETRERE. S M /usr/share/doc/sudo/examples/s
M 1.1.12 THREE R,

BfF sudo BFERAFRA (2% 1112 T) BATHIEBCTEMENERTH, MBANANS, HIAAER
sudo RLLER root IKSERIER ARSI, BIE, TGS “some_file” MIBBENRZHR “my_name”,

$ sudo chown my_name some_file

YR RIRENIE root G ( LEUNE TR E Debian B FFT#8AY ), EFRAFWSEEIUER “su -c” iIHEFMHSU

root 1517,



https://zh.wikipedia.org/wiki/Dm-crypt
https://en.wikipedia.org/wiki/Secure_attention_key
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4.7.2 PolicyKit

PolicyKit £ Unix BEFRAFEHBENRANRI—MEIERFAH,

REHY GUI B R E R FIRTTEHEE EE T AMF AR NHIERIZE!T. EMET PolicyKit RINFHAIZEE, MMM
ITEIRIRME,

£ Debian 24 H, PolicyKit PRI T BT+ sudo AR P IKSAVIXFRLE,
201 polkit(8),

4.7.3 [RHIARIRLRSIHIIRS

WNRGEEMS, ReIENEZEARSER, 2—NMNEE, WERSEERN, BRERNRS, F1E2EEHE
B5TIP##IE (daemon ) EGE, BB super-server 12FEGE, BHWIAANRTEMXPE,

FZEF, tEalid sshd(8), EEFET PAM BYiAn)iRSl, thiREiFS A URES 510 — LR S IRIVIERF,

- BB ”/etc/default/program_name”

« [FASTIP#HIE (daemon ) Y Systemd FRZ B TR E

* PAM (Pluggable Authentication Modules)

« super-server {£F”/etc/inetd.conf”

« TCP wrapper {£/”/etc/hosts.deny” f1”/etc/hosts.allow”, tcpd(8)
« Sun RPC” f§F /etc/rpc.conf”

+ atd(8) {FMA”/etc/at.allow” #1”/etc/at.deny”

- crontab(l) {MA”/etc/cron.allow” #1”/etc/cron.deny”

» Network firewall Bnetfilter HEZ2

e

Ay

W

3.5 . 2 451 TME 5.6 T,

N
NFS FIHEET RPC MiEfF, FEAE Sun RPC RS,

"R
WMRIFZFZV50) R FHY Debian R4 E0)f, EF7E"/etc/hosts.deny” ERETFFE"ALL: PARANOID” iX i1 K
MECE, BIETEREE, (ERMGUIEEIMITARMTRNZENE, )

4.7.4 Linux 2454

Linux AZ B2 4% BISXIFEESN UNIX L BEESEMEZ L,
Linux 235 ¥ REM, ¥R TE%MN UNIX B (B xattr(7)).

Linux {E{Z B A P HEXEEN D AR ARER BT, #MH capabilities(7), EREBMIIFEAMEM. M2.2
FRAAIZFFEE, Capabilities B —PMEFRMIIFIE M,

Linux Security Module (LSM) ZERIRIELR Rt T — M SHENTERENG], FEFAIART BXEK, Fl0:

* AppArmor



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
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* Security-Enhanced Linux (SELinux)

» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux

XL R RGN R EL L EERYZE Unix T2EERIRE 48, EZE root NI BIEERE, EIXIRFYi% kernel.org
LAY Linux Z2A&RIR (LSM ) SR,

Linux A namespaces $13% T — 1M 2BR AR RE — MRS, 2BRA KRR namespace ANFHIZFT, FH
namespace BEIBECHN2BREREXG., WEEHELBRRNA NN ER, [E—4 namespace FIAY 5 7]
W, BRXWIER—1 namespace EEHFHIZEARR] I, MAHZ 5.6 lRAEF, B 8 M namespaces (I namespaces(7),
unshare(1), nsenter(1)),

7E Debian 11 Bullseye (2021) A, Debian {#F unified cgroup hierarchy ( £8— cgroup EZe#) ) (JFFF A cgroups-v2),
namespaces [8] cgroups —EERRBEEARETE, RFFFEEFNERRGIZ:

« Systemd, &5 3.2 T,

< VEINE, B0E 76 T,

« Linux &88, bt Docker, LXC, SEE 9.11 5,

XLETNREREEMWSET R 4.1 TEM, XESRIERAIBIBH T AN BHEIEE,



https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

PHEL AR

N
X F Debian EEFIMEFM, i§EFDebian EIEZFM—MWBEE,

R
systemdiIfE T, wJLARnetworkdREEMLE, BEEE systemd-networkd(8),

5.1 EARMLEIEN

IEFRATREIE— FHLAX Debian 11E R G RRIEARMLELEM,

5.1.1 FHNREEN
EHBEIT, BFTthEH NSS (BFRSE5H Name Service Switch) FLEISRSH, XAMBREAZM T,

1. ”/etc/nsswitch.conf” X ER)”hosts: files dns” XEFMEENBERIFINFE.(XE”/etc/host .conf”
NHEER order” XERRBIITNEE, )

2. files ARNEERIARNRENBRE/etc/hosts” XFBEEAI, MiREIFFEBRHEFHIRH.(”/etc/host . conf
XHEE”multi on”.)

3. dns XA, MNREN BB ILER"/etc/resolv.conf” XEEEER BEMITEE % 4 Domain Name
System (DNS) kX%, MiREIFFEBMUFEH.

5190, ”/etc/hosts” BERUMT,
127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
il localhost ip6-localhost ip6-loopback

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

B—17H 1P ik o8, BTFREMXBKNENR.

AN FEIE 17 127.0.1. 1 IP it HIFASREEREE Unix R4 %, Debian Installer J3;8 B KA 1P ik BY 2
SZRIEBXANER, FAELHRE (W GNOME ) H—ATi@EHi%, WX bug #719621.



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
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ESD) TE NIE 3 1 AH
Network-manager | v, 1449 | 15376 | BEB:: NM | NetworkManager ( SF D2 ): EHIEIEMLE
network-manager1gque |see | 5574 | BRE:: NM | NetworkManager ( GNOME Bl )
ifupdown V:590, 1:982 | 199 FEEOWH FASR B/ % A MLEHIFRE T & ( Debian 1575 )
isc-dhcp-client | o ) 1980 | 2857 EE” | puce zpim
=
A . E%: : §m \ > v
pppoeconf V:0, I:6 186 i FCEBNF, UAMET{ER PPPoE &
wpasupplicant V:333,1:505 | 3846 | B E WPA F1 WPA2 B Fim 5 ( IEEE 802.11i)
wpagui V:0, 1:2 770 EHS wpa_supplicant Qt EIF. RE X Fim
wireless-tools | V:171,1:238 | 292 Bl BiE Linx L&Y BRI THE
iw V:33,1:470 302 = E BCE Linux TZIREZRNTE
. 0 H ?Q 251 [k
iproute2 Vi713,1:067 | 3509 | BB iproute2, IPv6 AIRAMSKMEICE: 1p(8).tc(®)
iproute I
iptables V:310, 1:769 | 2408 ?ﬁher AT BRI K R E I TR ( Netfilter )
Sl s NIl S 3 ITT Y ) i
iputils-ping Vi198,1:997 | 120 | iz RIVBEEIE SRS B ENZ P I
(iproute2 )
iputils-arping | V:3, L:44 49 MR MATEED EREFEEN, BT ARPHIIE
putils-tracepathy, 133 |45 | g RS ERR EAAEE2
ethtool V:93,1:267 | 699 MR B E A NMIEZINRTE
SIAE = - e ,
mtr-tiny V:5, 1:48 161 j;ﬁt F BRRERTIEENMEEZE (XARE )
=
BT R RTET =
mtr V4, 1:42 214 |E_|J: %E;’]E;&]&*EEE*”E’J{-@{I ( YZ: E*D GTK ﬁ
gnome-nettool V:0, 1:20 2492 | EE FRIENNEEFENITE (GNOME)
nmap V:24,1:205 | 4450 | [EE PEZBRET im0 3% (Nmap, THIE)
tcpdump V:16,1:180 | 1340 | B E MEERE NI (Tepdump, EHIE )
wireshark L:44 36 =E MZ&RE DT (Wireshark, GTK )
tshark V:2,1:26 402 [E WERENTT FEHE )
tcptrace V-0, 1:2 401 EE RIE tcpdump BUiEH ERFERBERT
snort V:0, 1:0 2203 | @E REMIMEEANETMZ S (Snort )
ntopng V:0, I:1 15904 | R E EMTUN R PR RN RE
. o _ BINDRGFBIEENNEEFintzF:
dnsutils V:20,1:312 | 263 EN s nslookup(8).nsupdate(8).dig()
dlint V:0, I:4 53 B E FMAERERZFZEEREBDNSEHER
dnstracer V0, I:1 61 Bl RIEDNSER R ZE Bk

Table 5.1: MERETH— R



http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
http://packages.qa.debian.org/i/iw.html
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://packages.qa.debian.org/i/iproute2.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
http://packages.qa.debian.org/m/mtr.html
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon-graph.php?packages=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
http://packages.qa.debian.org/d/dlint.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
http://packages.qa.debian.org/d/dnstracer.html
https://zh.wikipedia.org/wiki/Domain_Name_System
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host_name ILER7E”/etc/hostname” BE XHIEN S,
WMFBKXIPHUAIR S, XANKX IP b HAEIXEM 127.0.1. 1,

WFHBKAX IP #itF1H 1887 22 4 Domain Name System (DNS)IZ it 52 % #&1% %2 fully qualified domain name (FQDN) Y
B4, 5B host name.domain_name N X #E FARE host_name.

N resolvconf RIGEZELREE, ”/etc/resolv.conf” BE—NEANHE, NMBRET, ER—NEFEuiE It
9, EBEESERITERIBNYIAKEE, 9 DNS 2 1P="192.168.11.1”, M EWT,

nameserver 192.168.11.1

resolvconf BEGEFX/N"/etc/resolv.conf” XEMA—NFSiEHE, HBETHFHEABNEEERA,

3¢ FBE adhoc BIMIFE T 0 PC TIEW, BR TEARN files Fldns AR 29, EVRIZEETZIET LHIE DNS (mDNS,
FE ML Zeroconf) BEITREMT,

* Avahi }2##f Debian FHYZEEE DNS RIIESR,
« 'E#0 Apple Bonjour / Apple Rendezvous 1.

+ libnss-mdns & B mDNS FIEN R, GNU C & (glibc) B GNU B F k2451 Name Service Switch (NSS)
Ih#EZ 5 mDNS,

« ”/etc/nsswitch.conf” XM HE %’ hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
IXAER)—ES.
« ” local”4EEBHIENIR, {FH pseudo-top-level domain (TLD) SRA#4f.

« mDNS IPv4 RithiE1EAIFINU"224.0.0.251” S EMEMNAY IPv6 HHE”FFO2: : FB” #FRIER”. local” S5EERF
§9 DNS &if,

REM Windows RALZE winbind R E1 KR 4 IBHI NETBios over TCP/IP M B . B X NINAE,”/etc/nsswitch
XM EEXHFEMN—EL: ”"hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4 wins”, GRf%
Windows RABEER dns ARXRFITENBRENT. )

pEF=Y
152 Z 4t Domain Name System FE3 RiBRATNI%E expansion of generic Top-Level Domains (gTLD) iF7Ei#
1TH, ERENRA, EF—MIBEK, BRFHBEF AR name collision,

5.1.2 MLEEORM

systemd {£”enp0s25” Z JE/ B FM M £E 1% L B 757

5.1.3 SiEMM L&t SEE

IEFAEFIREE T 1E rfc1918 BN E R M local area networks (LANs)IPv4 32 it it 7 & ZE bt f1R BB SE . X Leith
WHRIEAR S 5EFWN EEH/athuthsR,

==
=)

IP it BFEFRHFESHIZ IPv6 ik, #Ig0, "::1" & localhost ZAitFEH],

B
MR D ER —NEN, BLAXDNEV—EREBEFHRIEEHMN, BIET—MEAMKXIKIERSHE
it P&t FE% Network Address Translation (NAT). BB BISMIME, TR IRHEEEEER NAT,



https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/IPv6
https://zh.wikipedia.org/wiki/Network_address_translation
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FiE number

el L& stk F M #85D BB/iI%8 | of subnets
A 10.x.x.X 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.x 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 24 256

Table 5.2: M£&iHHESEE TR

5.1.4 MBIREH

RE Debian ZAEZFFKRZ BIEHIRE, BIKIBE—LMLKIREFE DFSG non-free EHFRZFHEAN], S05F 9.105
o

52 IIRHKREMBEE

S FER systemd BB Debian EE A S, ML OIBE BB /MNRS HITHARKL: Lo EOEEE networking. service”
12, MEEEAOMNEB “NetworkManager.service” &tIE,

Debian 8] AIEIT f5 & 5T 132 ( daemon ) SIRIRAFRKEIEMLE %R, 140 NetworkManager (NM) ( network-manager 1
HERREE ),

- EfTEBECH GUI MG 1TIEEFRIERAFRE.,

- EMBEBCHEETIFHERE (daemon ) EAENNRRFIR,

« EAEIRET CAB R 45 2 0 R 4R,

« EMNEIRRICAB R it EIR B AL LMEBIECE,

« EMNRVHREEEMEMARIELRR ifupdown REE,

=z
R

AEERSRE LERAXEENNERETR, el EZHNTEICARN ENBHNEEAF.

XERRKUNEEETAEFTEATESNEE, MBR5ESA ifupdown MEBLREHRR, ENEEXHMUT

“/etc/network/interfaces”,

521 EBEFREMNEEREETR

Debian &% NM FE A XM F “/usr/share/doc/network-manager/README . Debian”,
ARLE, ITRIEENRI TR REMMEEE,
1. BEFIGSESEAF foo |AE “netdev” A (5S4, il GNOME 1 KDE X#HIMAK REMIMERBIT
D-bus B ENFERLIZIEIE )

$ sudo adduser foo netdev

2. { “/etc/network/interfaces” MIECE R FEBBFEES.

auto lo
iface lo inet loopback



https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/D-Bus
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3. B NIaG<LEHBE NM,

$ sudo systemctl restart network-manager

4. B ER A EEEMLE,

=z
R

RERIE “/etc/network/interfaces” AIEOSH NM &I, ERS ifupdown BYHE,

N
MBMHREYT R NM BN EZEEINR BFKESDNEGRRIMDARER
% 2, il i network-manager-openconnect, network-manager-openvpn-gnome,

o s

network-manager -pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth F F

5.3 RBEEGFENIKNEEE

fEF systemd BV R, BILATE /etc/systemd/network/ BEEEMLE .S systemd-resolved(8).resolved.conf(5)
# systemd-networkd(8),

ENARFELEEGAENER TIEEMAMLE,
DHCP EFi#HEE B eI LUEIT BIE” /etc/systemd/network/dhcp . network” X#4R#TIRE, #Iu0:

[Match]
Name=en*

[Network]
DHCP=yes

— NSRS B RENSEITRIE”/etc/systemd/network/static. network” RigRE. tLall:

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

54 KEMKEE

£ Linux EMREMEEE, £ iproute2 #2F (1p(8), **) .

5.4.1 Iproute2 ;%

Iproute? A S ERMTEBIEKEMEEERE I, B MIBHY net-tools G ERIFTAY iproute2 AR S ERIGEIRTR,
2101 ip(8) 1 IPROUTE2 T EE Howto.



https://zh.wikipedia.org/wiki/Systemd
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
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|HAY net-tools 87 iproute2 ®RYE
ifconfig(8) ip addr — Mz & BRI (1P 3% IPv6 ) HBiE
route(s) ip route BERFE
arp(8) ip neigh ARP 5%, NDISC 2&775H
ipmaddr ip maddr ZHEME
iptunnel ip tunnel ) 3E]
nameif(8) ifrename(8) ETF MAC RN REORA
mii-tool(8) ethtool(8) UAMIZZIZRE
Table 5.3: AAIBfY net-tools SR iproute2 EiinR
@Be 15t BH
ip addr show ErARIMEEERMMILIRE
route -n RABFii B REEEEER
ip route show RARFii B REEPRER
arp SR ZA1 ARP ZERIRE
ip neigh ER581 ARP EHFXRIAIRA
plog E7R ppp EETIF#ETE (daemon ) HE

ping yahoo.com

BE

&3”yahoo.com” FIERMERE

whois yahoo.com

EERREEEEREE M 7 yahoo. com”

traceroute yahoo.com

IRERZ21"yahoo . com” BIESWEE

tracepath yahoo.com

IRERE

[”yahoo . com” BYEFEME R

mtr yahoo.com

RErz2”yahoo.com” AWM ER (EE8H)

dig [@dns-server.com]

EMA”dns-server.com” EftARS ) example . com” HEHY

example.com [{a|mx|any}] DNS ig3%: ”a”, "mx” 8”any” 1B
iptables -L -n EFEIIR

netstat -a HERMEITARmO

netstat -1 --inet o s O

netstat -1n --tcp

& TCP BMFind (FRFHY)

dlint example.com

&EiF”example.com” fJ DNS zone 52

Table 5.4: [KRIZML&dn

S IES



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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542 TEMREMEIRE
el FTENARNLTENERRENEG S, ZEGIARNEMEELE.

"R
Mo EEMEERE TEMAE"/sbin/” B, {RAIL&"/sbin/ifconfig” X EATEGSIKZ, B /sbin”
BAZI"~/ . bashrc” XTI HEI$SPATH" IMELEE,

5.5 MLREL

BANMERLBE T AESERE, BiRMERFRERBERNEDL

eSS mITE X/ | BB

iftop V:7,1:103 93 ER—TNMEREOENTRERER
iperf V2, 1:45 360 EERMHIFRENETR

ifstat V0, .7 59 EOSZTER

bmon V1, 1:18 144 FEEATEEASMMNERETTE
ethstatus V-0, 1:3 40 RN E P L81% & SRR

bing V0, I:1 80 SEIR TERIREAL T 22 M 28

bwm-ng Vi1, 113 95 NEEENEFE T ENEs
ethstats V0, 1:0 23 ETEFIEMUAMA T HERES
ipfm V:0, 1.0 82 e LE

Table 5.5: &AL T EIIFE

5.5.1 Ikt MTU

MESERBEESBMNRERE FEXEHET MTU),

A5, £ ping(8) MNLE”-M do” EIAIXEZFM AN ICMP IR BUBEELHITRE G, (REERUFNEE
MTU, MTU 2R XFIMEE IP 5 EBEEEE /N E 28 35 (1Pv4) 5% 48 15 (IPv6 ), FEEVFIF, &IY IPv4
ERER MTU 2 1460, IPv6 EIERY MTU £ 1500,

$ ping -4 -c 1 -s $((1500-28)) -M do www.debian.org
PING (149.20.4.15) 1472(1500) bytes of data.
ping: local error: message too long, mtu=1460

--- ping statistics ---
1 packets transmitted, © received, +1 errors, 100% packet loss, time Oms

$ ping -4 -c 1 -s $((1460-28)) -M do www.debian.org
PING (130.89.148.77) 1432(1460) bytes of data.
1440 bytes from klecker-misc.debian.org (130.89.148.77): icmp_seq=1 tt1=50 time=325 ms

--- ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 325.318/325.318/325.318/0.000 ms

$ ping -6 -c 1 -s $((1500-48)) -M do www.debian.org

PING www.debian.org(mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e)) 1452 data bytes

1460 bytes from mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e): icmp_seq=1 ttl=47 <+
time=191 ms

--- www.debian.org ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 191.332/191.332/191.332/0.000 ms



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
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XMTFER 8812 MTU (PMTU) £ (RFC1191) , tracepath(8) &r< BESBENTTMIX

MEINE MTU HEARRIE
YR SE R (Ip: PPP) 576 FRERY
UKMERE (IP: DHCP SKEE) | 1500 IANEE

Table 5.6: JfE MTU {BIEARIES| 5%

MR T7IXLEEARRIES|HiEN, ENEEETEMNER.

- EREMBES (VPN %) WRE MTU EEi#— S RETEN] EmrYLSER,

« MTU {EARN 3853 1811 L3R I8ERY PMTU &,

- HBIHTEREHIFE{E, A MTU BEBF L.

RAXDA KRN MSS) BB —MEEBK/NIVFIE. MSS Fl MTU BIXARWTF.
o ¥F IPv4, MSS = MTU - 40

« 3F IPv6, MSS =MTU - 60

pED=1
HTF iptables(8) (BNE 5.6 )WL, Bels@iT MSS RIEHEE K/, IRHEELAZI MMS , 20 iptables(8)
Ry "TCPMSS” .

5.5.2 WAN TCP i1t

TCP Bt EREWBE T AR TCP EARNNBSHEREXRML, WA KXFEMS LA WAN, 7£”TCP Tuning Guide”
F”TCP tuning” BHEHGA. FIBAIJIE, ZAT Debian BAIAR B RETBSIRIFAIARSS IFFRY 1G bps JLLFEIF LAN &,

5.6 Netfilter 48T RHESS

Netfilter £/ Linux RZ IR (B0 3.8.1 T3) BH#E KSR AIE F MLEBHAEIR (NAT) HESS,

G TE KAV | AR

EE i :
iptables V1310, 1769 | 2408 ?;E]fél)ter =12 1 H (iptables(8) BT IPv4, ip6tables(8) T
arptables V0, I:1 100 netfilter ZIZ 1 H (arptables(8) AT ARP)
ebtables V:14, 1:29 264 netfilter =12 1 H (ebtab les(8) T A XM
iptstate V0, 1:2 119 FEMIER netfilter ZRZ& (FI top(1) FBMN)
shorewall-init | V:0, L:0 85 Shoreline B Xi& #I3E1E
shorewall V:3,1:9 3090 | Shoreline BfK3E, netfilter BB & X FFE A% 25
shorewall-lite | V:0,L0 71 Shoreline B K 1%, netfilter Bt & X FZE R 2E (F& BIAR)
shorewall6 V-0, I:1 1334 | Shoreline B KI5, netfilter B & X1 Ehx 28 (IPv6 hRAN)
shorewall6-lite | ., . 71 Shoreline BN S, netfilter iR & STHFAERLES (1PV6, 5 RIAR)

Table 5.7: BhAiE T B3R

netfilter FZMAFEIEFE iptables(8). {REEM shell F T RZ{TNAVECE netfilter, {EF iptables-save(8) RFH
BPRES, HRRERR, @i init BIA{JF iptables-restore(8) KXk E,



https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/Virtual_private_network
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
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1& shorewall :XHHIEC B BB AREBEX NI ZLIFEE L,

20U http://www.netfilter.org/documentation/ £ (8#E”/usr/share/doc/iptables/html/” BERIXE).
* Linux Networking-concepts HOWTO

* Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

VN
RAXLERZ A Linux 2.4 BfY, iptables(8) &< # netfilter WIZINBEERBETSTE Linux 2.6 #1 3.x NAZ R FISLI,



https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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BuUMBKiERE (2

W

Mg 5 &), {RAIBITEMMERA,

BN
ST Debian MLAEERNIRFEFIRIAULEE, 1% Debian BIE G FM——ME R IR,

R
fERLE (ISP F, RMEA “FERIE", (FETBEHI— M LABE L FIZFAE POP FI SMTP B, 11
th AT REBBE SR UL IP T UAIE),

oo
[=1=]

2

6.1 DTN

d

BIFZMITAEERRAGE, ERBXAEHEIIN (HTTP) iRIZERERE,

LREED)] MITE IS PO £& 31 5 25154 AR

chromium V:32,1:108 | 218958 X Chromium, (3RE Google FIFEX5ZES )
. . _ Firefox, (2REB Mozilla FUFFENEEES, X7 Debian

firefox V:8,1:13 225638 [@L Unstable H8T8 )

firefox-esr V:189, 1:429 | 227575| EE Firefox ESR ( Firefox ZEKZIFRAE )

epiphany-browsen v, 1. ; 2183 | AL GNOME, %% HIG, Epiphany

konqueror V:22,1:100 25892 | Bk KDE, Konqueror

diltlo V:0, I:5 1565 | A E Dillo, (&7F FLIK BB ERN50es )

w3m V:14,1:186 2828 X w3m

lynx V21,1274 | 1935 | EE Lynx

elinks V4, 1:22 1645 Els ELinks

Tinks V3, 1:29 2309 | BE Links ( 43 A& )

Tinks2 Vi1, 11 5487 | BEI& Links (&8 X NEGIEE®)

Table 6.1: W TT3I 53 28515

6.1.1 hERBAFPRIEFEFS

AT ERRFIAIMUL, (REIEEEZHEMITN T2 FIRER User-Agent FRF &R,

W
<]



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
http://packages.qa.debian.org/f/firefox.html
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://packages.qa.debian.org/f/firefox-esr.html
https://zh.wikipedia.org/wiki/Firefox#延長支援版本
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
https://zh.wikipedia.org/wiki/用户代理
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+ MDN Web Docs: userAgent

* Chrome Developers: Override the user agent string

* How to change your user agent

* How to Change User-Agent in Chrome, Firefox, Safari, and more

+ How to Change Your Browser’ s User Agent Without Installing Any Extensions

* How to change the User Agent in Gnome Web (epiphany)

VIR
PEROAFPRIEFHEHEUEEH KB Java WAREIEA,

6.1.2 N5z Y R
ETEMAH GUI (BB RE ) MtE 22155 T browser extension BYR{HE, BETEIR web extensions L YR /E,

6.2 HBER%R

RETRETHEEREHMNE RN BBMBE T FIS,

VAV
NRIFARIRE MR AR S 2 R B Bl BB IRER Y, (RS IR — FXNEARNE,

6.2.1 EFHREER
B EbE = ANERSLARE, SEERES, Bk RAREEIEST,
- SMTP FE PSS 97 To” F1"From” S ERIGEMBHE, (1551 LR From” 152 th# Il 68 [ o4k, 190 From_ &

F )

« BFERFKEY To” F"From” 52, B/RE BFEMFEFIRLE. (EXBABERT, ILERZREFHEEH—X,
BRARERXHE, )

« BEMMFAFEXIFERE FIEESRIR 2RI B (MIME) 7B, MWAXAER ASCI HIEEFF
Wi, BUEFRMMFREN. . BERIXABERF,

gL EMNET BFHEHEFink GUI 2R ERET GUIMENMMEE, RMH TIIREINEE.

« ATREBIEXBRRE R HRD, CRIZFMERZREERMERAY B (MIME)RAERRBR RS FIBR 4 EX.

- EfEFAIEAY B4 EHAE 3R OAuth 2.0[@ ISP ( EEXMARSZ R ) #9 SMTP #l IMAP lRB [ AIEEBC.
(3F OAuth 2.0, BT REIMRIZERKIZEEE, FI40, “Settings” -> "Online Accounts”.)

- BAIEXAESE ISP FEREENAY SMTP BRB BITEERBRIHA (587 ),
« M\ TLS/IMAP4 ix [ (993 ) #EUTFHETE ISP RIBRSS 28 LRVIE S,

ERETSIE I th I 18V B ML IR AR

EREMSRERMEINIINGE: BKRA. BA. E5. 5%,



https://developer.mozilla.org/en-US/docs/Glossary/User_agent
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent/
https://www.whatismybrowser.com/guides/how-to-change-your-user-agent/
https://geekflare.com/change-user-agent-in-browser/
https://www.howtogeek.com/113439/how-to-change-your-browsers-user-agent-without-installing-any-extensions/
https://askubuntu.com/questions/472861/how-to-change-the-user-agent-in-gnome-web-epiphany
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Browser_extension
https://github.com/w3c/webextensions/blob/main/charter.md#webextensions
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
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R TE NES:E

evolution V:27,1:234 | 498 X GUI 2% (GNOMES3, groupware &)
thunderbird V:49,1:118 223965 | X GUI #£2/% (GTK, Mozilla Thunderbird)
kmail V:34,1:93 23871 | X GUI 2% (KDE)

mutt V:17,1:168 7105 | RBEFEES vim —EFERNFER Xiniz T
mew V:0, 1.0 2319 | (x)emacs FRIFERRIRIZRF

Table 6.2: B34 FKIETIR (MUA)

6.2.2 IPACHRAARSS BRI
BB AR S 25 — LR EIRE /MU RENA ( REBMRMERIE O ) 8158,

- EHBERIIMLE LIE1T SMTP RSS2 REZ AT RN RIZMA T imEVRFIMER,
« —PHRFREMBREMENBEIRRIEL, BERAR T B, RIFCRATEBERRETIAEN,
- REBANEREN AT RIRETEXEREBA U ZTEEN, XRAMSER,

« WBBRBERMEZRHAETIERZZ FEME SMTP im0 (25) EEWEBI T,
« NEEXMEI SMTP im0 (25) EZZHEERMERBNENESWHDIT.
« NEBERMERENEN R LI EEMYERS, REBETERERIRO (587) KiX.

- BRIFBZERIRANE (DKIM), KRIEERIGHEL (SPF) fl EFFHBANERINE, REFKE (DMARC ) XH#RI RN
BB R AT 2 T BB FEB TR,

- IR RIRBIER AR SS FTRES A3 T (RADIET smarthost B F B &%,
- BEEEN B ATERRA L E SRR FHb Attt S (REVEREERK =, SREELEFEFHRAERIE,

6.2.3 [HSEHBFARSS ImHEASE

—LE7E Debian FHVFERE, EA1ZKIABAEE{AD] /usr/sbin/sendmail &SR EZEMHE, HEMN—IMNHEHLIEEDN
UNIX ZRZHBARRSS 2R R AR XM, SLINASERIINEE:

- BB A EBIE,

. BBEEME /usr/sbhin/sendmail S IR,

« WFBRHHt HE—ENL, /usr/sbin/sendmail fp S FITHRERI AR 53 & , IS BBAFITE /var /mail/$username
praa=N

- HREEX/MFERAS : apt-listchanges,cron, at, ...
- WFBMUEREIZEN, /usr/sbin/sendmail SmSEFRERHARMEEIBAEN, ERH SMTP &I DNS MX B3R,

- HAEEXMEFERYAE<S: popcon, reportbug, bts, ...



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://packages.qa.debian.org/m/mew.html
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.4 HAHEHIE (MTA)

£ Debian 12 Bookworm f&, fE;%% mail transfer agent (MTA) F2FFHY1E LT, Debian oI TIEIG=] AR F B FHIEGE
Fis, EERLINEEN GUI (BEAFRE ).

BATEHY Debian R&HREN MTA F2FRZHFHIE /usr/sbin/sendmail L MERF, BT E LX) MTA W
FIHME 622 T 6.2.3 HiHEIE,

ST TFuL, AR MTA EFR eximd-daemon-light 3§ postfix, FiEFRLIXHLIRIED: “Mail sent
by smarthost; received via SMTP or fetchmail”, XLER%28 MTA Fl1”/etc/aliases” ILiC,

"R

LB exim4 R&AXEBRRMEMG, 2 NREFEFUERS MENMEEEN, IRAIEN, IR-LEFT
EXMFMIEES), A msmtp RKIREMA), ELLRESKIRES NREFHRMEBL, ABLEE MTA UNREBENE
FHBAFiAL,

ERESI) ATE K/ [ HBH

exima-daemon-11gg, 55 1o0s | 1504 | Exima BREFEHIRIZ (MTA : Debian BRiAKD)
exim4-daemon-heavy; ;.; 1662 | Exim4 BRESIBRIE (MTA : RIENEBRS)
exim4-base V:240,1:252 | 1672 Exim4 M4 (X&) FIERAXH
exim4-doc-html | L1 3748 | Exim4 3X#F (html)

exim4-doc-info | L0 639 Exim4 3 #5 (info)

postfix V:129,1:138 | 4024 | Postfix EFEMRIE MTA : T2HIERR)
postfix-doc .7 4634 | Postfix X5 (html+text)

sas12-bin V:5, 1:15 401 Cyrus SASL API 353 (323X postfix SMTP 1A1E)
cyrus-saslz-doc |, 2175 | Cyrus SASL - X4

msmtp V6, I:11 616 28 MTA

msmtp-mta V5, 1.6 124 ZE MTA (sendmail EH R2] msmtp)
esmtp V:0, 1:0 129 ZE MTA

esmtp-run V:0, I:0 32 i28 MTA(sendmail F*EH FEE] esmtp)
nullmailer V:8,1:9 476 P INEE MTA, ZBEAIBHE

ssmtp V:5,1:8 2 A THEE MTA, REARMHHF
sendmail-bin V:14, 14 1877 | I MTANRREZEWNEZRE)
courier-mta V:0, I:0 2390 | £IhEE MTA(web EOE)

Table 6.3: EtifVHRHEHCIEE XV GBITIR

6.2.4.1 eximd4 BECE

X4 FABLEET smarthost FIMILEHRIF, (RRZIZIZIN T FAREY (EBH) ECE eximd - * 3RIFEL,
$ sudo systemctl stop exim4

$ sudo dpkg-reconfigure exim4-config

fic & ”General type of mail configuration” B, &%~

mail sent by smarthost; received via SMTP or fetchmail”,
1% &~ System mail name:” AEKIAHY FQDN (815 5.1.1 %),

1% & ”IP-addresses to listen on for incoming SMTP connections:” J32X1A#97127.0.0.1; ::17,

”Other destinations for which mail is accepted:” FEINEE =,

G P

“Machines to relay mail for:” JEINEE =,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
http://packages.qa.debian.org/c/courier-mta.html

Debian &% Fif} 107 /229

1% & ”IP address or host name of the outgoing smarthost:” J3”smtp.hostname.dom:587”,

1% E”Hide local mail name in outgoing mail?” JEI}”"NO” (K E R E 6.2.4.3 TRV ER /etc/email-addresses”
&)

EFRW TR RAEF —FKEIZKeep number of DNS-queries minimal (Dial-on-Demand)?”,

« "No” YR BINMIEHE, RAME LT EEM,

« ”Yes” IR BINEHE, RASEE L FEAM,

1% & ”Delivery method for local mail:” % I5 }7”mbox format in /var/mail/”,
”Split configuration into small files?:” EINiZ 97 Yes”,
B8 rg”/etc/exima/passwd.client” X4, REIEAT smarthost FIZRERHE,

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

S E exim4(8),7E”/etc/default/exima” 3X{4H 5 N”QUEUERUNNER="queueonly’”,”QUEUERUNNER="nodaemon’”
F%F, KR/IVLRARIRER, (TR )

BN T AT RBYEEh exim4,

$ sudo systemctl start exim4

»/etc/exim4/passwd.client” XEERRENBARNIZZANE, RAIZZRNTARNEEERENENE,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

=

F1E/etc/exim4/passwd.client” XHEARFERIENRIARKLT FIR 0, BIEFE ISP B T 5 BFTEEAEN
£, SMTP AUTH i 28] T 1EHY,

{REET8 BT U TR RBIFENEH eximd BLE:
- B¥iv/etc/exim4/” BRTH exim4 BBE X,

- BlI#&”/etc/exima/exim4 . conf. localmacros” KiREZLmSFELN”/etc/eximd/exim4 . conf. template”
X, CREREINRE )
- £” /etc/exim4/exim4.conf.d” FEHRPEIBIINHHFECFENXE., (DENEE )

« iB{T’systemctl reload exim4”.

VIR
@ N debconf if]ja]"Keep number of DNS-queries minimal (Dial-on-Demand)?” iX /Mo &Rt , £ T"No” (2K
NMB), BBABEN eximd RERKA B B R AEBENRIEHEARAE R BN,

B Ri%”/usr/share/doc/exim4-base/README.Debian.gz” BA1ESH update-exim4 . conf(8),

e =
=H

: For all practical consideration, use SMTP with STARTTLS on port 587 or SMTPS (SMTP over SSL) on port
465, instead of plain SMTP on port 25.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/SMTPS
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e Ihae

postfix(1) Postfix IZHITEF
postconf(1) Postfix IL & T B
postconf(5) Postfix EES
postmap(1) Postfix BIXREF
postalias(l) Postfix AR BIEELEF

Table 6.4: EEHY postfix FT15IFR

6.2.4.2 %5 SASL [y postfix B0 E

X4 Fi8id smarthost BIPIZBERF, RALIZE FEII% postfix SXAHFN R BRI FM DL,
{RRLZIRIN T FTRAEY (BH) BEC& postfix #l sas12-bin RHEE,

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

3% %7 Internet with smarthost”,
1% & ”SMTP relay host (blank for none):” 3” [ smtp.hostname.dom] :587” HiZWNFFREEE.

sudo postconf -e ’'smtp_sender_dependent_authentication = yes’

sudo postconf -e ’‘smtp_sasl_auth_enable = yes’

sudo postconf -e ’‘smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl_type = cyrus’

sudo vim /etc/postfix/sasl_passwd

@ BH B PP

J9 smarthost BIEZLFEH,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

B R RRIEE postfix,

$ sudo systemctl start postfix

dpkg-reconfigure R1EHRERK[” F17]” F1”/etc/postfix/sasl_passwd” RAEKRE MX iIERM_EE
EERIEEMRRENIRE, 207 /usr/share/doc/postfix/html/SASL_README.htm1” EBEHJ”Enabling SASL

authentication in the Postfix SMTP client” 558,

6.2.4.3 ER{FiUtECE
XEF-LEATHM &R, RS AFRIERER AR E M4,

X TheE o2

/etc/mailname BT O R) MEREKAENE | Debian EFFI, mailname(5)

/etc/email-addresses BTN RERFRIEN BAER exim(8) ¥ FH,

exim4-config_files(5)

/etc/postfix/generic BFINREMEFRENRRR ?_—f%f%;g(l) THHY, postmap(l) &<
/etc/aliases AT EREREFRIKFR1E BAR, newaliases(l) 2 RITEEE.

Table 6.5: SRt 8 R AIECE X AR

»/etc/mailname” X HH) mailname IBE B LMIHE (FQDN), XML BESW AN 1P sk, WF&
B REMTAL 1P A FENBMIFBEI TELL, 18 E mailname J9”hostname -f” B8, (X¥FTF exim4-* F postfix

HEZEBMIER, )



http://www.postfix.org/documentation.html
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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RBR

"/etc/mailname” EF'E’JI’EI@%&’I?;EIE MTA F2FBEENNEIAITTH, F mutt, I ~/muttrc 3‘(1¢¢'1x
E"hostname” F1"from” LERE= mailname {8, XTF devscripts REBMIERE, FIU0 bts(l) # dch(1), &
HIMES ‘_"$DEBFULLNAME F"$DEBEMAIL” BB REBEETE.,

R

popularity-contest % # & — f8 LA FQODN # = B root M F % ZE B %4 R T E
& /usr/share/popularity-contest/default.conf X # H # & B B/ & X & &
/etc/popularity-contest.conf X/ #) MAILFROM 1B, &M, {RAVEBH = smarthost SMTP Ak 55
22iE4, REXLTIRBZIK, XMAELL AAEIEIE MTA FEEMU root BFRIEMEBEGES Rt T2, X
eI AR EL At ST EFZEE R cron BIAEA,

%% E mailname H”hostname -7 KA, BT MTA BJREBE R (25 AT U@ 90 T BrRB9SR SR,
« BT exim4(8) B”/etc/email-addresses” X, exim4-config_files(5) FMITHEXTENMER
- AF postfix(1) HJ”/etc/postfix/generic” X, generic(c) FMTIHEXFENMBE

Wt postfix, ETFRMEINSBRFIZMIT,

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

REEES T N T AT 7R BYSRMIK BBt it BC B

« exim(8) A -brw, -bf, -bF, -bv, ... &I}
« postmap(1) A -q &I,

N
Exim #58—LERANIERE, F0 exiqgrep(8) 1 exipick(8), &M "dpkg -L exim4-base|grep man8/” K
RISRTAMGS,

6.2.4.4 EFA MTA 121E

XBE—LEMN MTA 21F, B—LLaJgEai@id sendmail(l) BIFEEMHE ORI,

TN
{F"/etc/ppp/ip-up.d/*" BEE—RIFFIEMEHNNEASENMNTENER,

6.3 AR3E2ZFRiAIOFITE (SSH)

Secure SHell (SSH) 2 E45M £ Z2 % %7510 7E Debian 2, 5 —Ml OpenSSH BY% % SSH kR4, 7£ openssh-client
#0 openssh-server 18,

SFRAFXKH, ssh(l) INEELE telnet(l) EMELENEZ L. A& telnet &%, ssh LA AEIBER telnet HEH
5 (WREIAR CTRL-]) RHELE

FE9A shellinabox A@— SSH 2, EIEXEIEMERELIRIAEF—NEEBIVEX,
ERILRE X BEFimER, 20 5§ 78 1,



https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
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exim &p % postfix F % Rz =
sendmail sendmail AR R AT ENER A E = HERE (-bm)
mailq mailq FH T B IRSHFIBAG] D FIEBERAST (-bq)
newaliases newaliases VIR ABEIERE (-1)
eximd -q postqueue -T I EFERE (-q)

. ) postsuper -r ALL
exim4 -qf deferred; postqueue -f Rl Ff FT B B4

T postsuper -r ALL; sz
exim4 -qff postqueue -f RIFFE E B &R K&
exim4 -Mg queue_id postsuper -h queue_id BT EREFRIBAST ID KALEE
exim4 -Mrm queue_id postsuper -d queue_id BT EREFRIBAS] ID KB E
N/A postsuper -d ALL BIRFTEmHF

Table 6.6: Efifi MTA #REZIR

RHE TATE XN | THE 18R
openssh-client | V:854,1:997 | 5814 | ssh(1) SSH EFim
openssh-server | V:723,1:818 | 1948 | sshd(8) SSH R im
ssh-askpass :23 102 ssh-askpass@ERA A ssh-add ZH3 (F 8T X)

ssh-askpass-gnoney., |, 209 | ssh-askpassiEmEMEUIA ssh-add B4 (GNOME)

ssh-askpass-fu 115&-'66?8

48 ssh-askpass%ﬁ’?é@géﬁ ]fjadd EH5 (GNOME), FEHER
sheTlinabox Vo0, I:1 507 shellinabdxA{f1Es1/5/8] VT100 Rimiailes M D1AR S 28
Table 6.7: fRF52FIZFZIHOF T RIIZR
VAV

WNRFHY SSH 2 MRAE4FMFKAE), SWE 4.6.3 13,

BR
BEfEA screen(l) FEFRILITFE shell TEHRRTEYERE EF/E (BME 9.1.2 ).

6.3.1 SSH En

OpenSSH SSH [ & 5F#Pi##E ( daemon ) R3234F SSH 2 MY,

1B #i%”/usr/share/doc/openssh-client/README.Debian.gz”.ssh(1).sshd(8).ssh-agent(1).ssh-keygen(1).
ssh-add(1) #1 ssh-agent(1).

o= =)

( : ) B
HNRAFEIEST OpenSSH FRSS, "/etc/ssh/sshd_not_to_be_run” MFIRTFLE,
REFTHET rhost BJIAIE ( /etc/ssh/sshd _config HfY HostbasedAuthentication),

2

MEPFPIRBH— ssh(l) iz



http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
http://packages.qa.debian.org/s/ssh-askpass-gnome.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
http://packages.qa.debian.org/s/shellinabox.html
https://github.com/shellinabox/shellinabox
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EEXH fe & X iR

/etc/ssh/ssh_config SSH EFim#Aik, &M ssh_config(5)
/etc/ssh/sshd_config SSH k5 im=A1IA, 201 sshd_config(5)
~/.ssh/authorized_keys ZKFERENIN RS ERNE FinfEFARIEAIA SSH A1
~/.ssh/id_rsa FIF R SSH-2 RSA FA%H

~/.ssh/id_key-type-name FIFP /) SSH-2 Z%H, key-type-name 73 ecdsa, ed25519 &

Table 6.8: SSH Fe B X {47&
&5 188
ssh FEEEIAER T

username@hostname.domain.ext

ssh -v

username@hostname.domain.ext BHARESHIAERERT
ssh -o
PreferredAuthentications=password SSH 2 k74, &HI{EAZE
username@hostname.domain.ext

ssh -t
username@hostname.domain.ext EIRFEEN LiB1T passwd a5 S R EFEEHE
passwd

Table 6.9: SSH & Fim/a a1l 753K

6.3.2 EPEFHEMBAFR

MRRESIIITZIZEN LERBRNAF R, (REBEREIA username@”,

Eﬂ@?‘zﬁiﬂ*ﬂa_hﬂiﬁlﬁﬁZ:ITE'JFHF'%, {ReJLAERE”~/ . ssh/config” R&MIGA BB, 3F Debian Salsa fRS
2%, EAKF®&foo-guest”, fREILAIRE "~/ .ssh/config” & THEHNAR.

Host salsa.debian.org people.debian.org
User foo-guest

6.3.3 BT EE

{EA”PubkeyAuthentication” (SSH-2 tHiY), AMTRILARE G iR(EIZFE R AR,
EEFER 4R /etc/ssh/sshd_config” BB, iREMEMNAISE, "PubkeyAuthentication yes”,
EARMEMBENFIAN, HLRQPAEITERA,

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh useril@remote "cat - >>.ssh/authorized_keys”

{RBJATE"~/ . ssh/authorized_keys” B455& B I INEIRIEHI ENFIZITIHER G S .20 sshd(8)’ AUTHORIZED_KE

FILE FORMAT” ,

6.3.4 ARIEHTE SSH E/iH

HETE LB —ER%EN SSH EF iR,



https://salsa.debian.org/
https://salsa.debian.org/
https://zh.wikipedia.org/wiki/Secure_Shell
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g %% SSH 2%

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin BRJ SSH (http://www.cygwin.com/) (GPL)

Macintosh & macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; &£ umMNFAFER ssh (GPL)

Table 6.10: EE¥ & &% SSH EFiRdIR

6.3.5 237 ssh {12

FZREREIPIRE SSH INERAIAREZ 2/, NRZREEEIRE, FH”ssh-keygen -p” RiZE,

EIRE9NER (EEU0: 7~/ .ssh/id_rsa.pub”) MEZEFZEHNEY"~/ . ssh/authorized_keys”, XMMEZENER L
HHANEFZENEREAR,

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

MZXERITETRNGS, RABRERN,

$ scp foo username@remote.host:foo

& "D RELE ssh (KB RIE,

WF X BRSSim, BER Debian BEIASIE AR HIZMIT ssh-agent, FIAMERFEEMIT—IK ssh-add, #H—
IS8R, i55i% ssh-agent(1) # ssh-add(1).

6.3.6 MIZFZEEN LIXHBHEF

WMRIFE—NEFRIRE T DNS RIARS 88 EB — > SSH shell kS, (REEMIGIEIRAE TIEUS EERMBIARE, (ERIZTE
BR55 28 LRUMRH, EIERIMEIEARSS 2] ERIX,

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org” < mail_data <«
LExt

6.3.7 SMTPIPOP3 [%EMik 4%

BT ssh Bl — MXFHMEEERE, M localhost B9 4025 i ZE] remote-server 8925 # M, FM localhost
19 4110 3% E remote-server B9 110 s, BESHHITU TGS,

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

X BB WMEASMEI SMTP/POP3 fRSZ1EEMN L2 FHiEAIEFEEN"/etc/ssh/sshd_config” BiRE”AllowTcpForwar
%Ejj”yes”.

6.3.8 EMiEid SSH XFIiEfE R 4%

RETLAER at(1) a4 (BMEE 9.4.13 79) RM SSH KimERIP”shutdown -h now” (BMEE 1.1.8 T) BIFITIE,

# echo "shutdown -h now” | at now

£ screen(l) (BILE 9.1.2 1) £1EEizi7’shutdown -h now”, BBIN—NHiERMXEFHNEIE,



http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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6.3.9 SSH t4fEHIE

MRIFBR o), WERENHRIRAR”-v” EIHETT ssh,
FNRARRE root WP, HABERPHNE, ERA”-p” EIN; XA RO RER 1 —1023 ZErARS KD,

MR ssh ZERHNZRBESARAFLETF, ILHRRAEEERPILFEFNER, PJERERAEIFHNRE
T”host_key”. N MEIE, FHREANE RN RSZRARETIZEN, (R BATEANL"~/ . ssh/known_hos
BfiBR"host_key” B REHIKEER.

6.4 FENARSZFITHR

£ 0928 Unix 45, BSD Line printer daemon(lpd) 1TTEMVE & FiF B X2 E, EHMNERREMREITENE
}&30R= PostScript (PS), 7T BEWBITENZIE PostScript $TENN, FEG—LTIREER A Ghostscript —1BEA, SWE
11.4.1 75,

FEI LAY Debian Z24EH, Common UNIX Printing System i@F UNIX TENR AR EL LA, MR BHREGNRE
FTEN4G HH A& V2 Portable Document Format (PDF) B #18 SEH& =,

CUPS {#F Internet Printing Protocol B EXxMFTEN X (IPP). IPP BIZEELEWMEERIER S, 2 Windows XP 1 Mac OS X
*¥H., EELTMHNESENEEGEENNETSIZZITEINSESNE,

58 CUPS RAN N MKER B ohE(LIFE, BEMELXERBIER lpr %, BIE~EEPEMITENGEH, &
CUPS B, 1pr BEMSI@ITZLEE cups-bsd #REBIRFXEN.)

Debian RAH —LEARBIRAEEATITENRSFERITEITE,

NG ITE NI 1= 15t BR
Tpr V2, 1:3 367 printer (515) | BSD Ipr/lpd (& TEFTENHLE & FIFEFE daemon)
Tprng V0, I:1 3060 | BE ,, (Z5H)
cups V:102,1:431 | 1061 | IPP (631) GEXPFTEN CUPS fR3 38

FF CUPS B9 System V FTEN#HLERZ: 1p(1),
cups-client V:119, 1:454 | 425 Eill= lpstat(1), lpoptions(1), cancel(l),

lpmove(8), Lpinfo(8), Lpadmin(8), -

F Py

cups-bsd V:30,1:230 | 131 Gl }iﬁp?:m((lgpfpﬂg(g)SD FTEMMLAR2: 1pr(1), Tpa(l),
pri”ter'driver'gu\Fz‘igf’fﬁ%t 1219 KRBEH CUPS $TENWNLIREN

Table 6.11: FTENRRSZFIT BEIFR

N
{RB] BATEAREY web X 55 281418) http://localhost:631/” SRECE CUPS R4,

6.5 HEMEBNARS

XERHEMENARS,
BAEEMX A RFENIY (CIFS) MRS EEIR (SMB) MY —4, KR Windows [ 72N A,

b N
ZH%E 452 TRBZRFEMN.



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://localhost:631/
https://zh.wikipedia.org/wiki/Server_Message_Block
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nREe MITE KAV T Y 1560

telnetd V0, I:2 53 TELNET TELNET AR5
telnetd-sst V:0, 1.0 159 B E TELNET AR35 (%5 SSL)
nfs-kernel-servery o 1.e6 677 | NFS Unix =

samba V:107, [:135 | 4038 | SMB Windows X HFFIFTENHE
netatalk Vi1, 12 2010 | ATP Apple/Mac XFFIFTENEZE (AppleTalk)
proftpd-basic V:10, 1:18 452 FTP BRAXHETEH

apache2 V:220,1:273 | 563 HTTP 1B web RS 38

squid V:10, L:11 9053 | Bk B web RIEARSZ 2
bind9 V:46, I:51 1131 | DNS HEFNAIP HIE
isc-dhcp-server | y..9 139 | gos1 | DHCP EPEE S P it

Table 6.12: EEML&MN FARSYIZR

R
FHBWEITBEFEH DNS RS EEM. X TFH DHCP xS EAIEMN IP sk, 517 DNS gEG{E A bind9
isc-dhcp-server B3 ENE#FHT, Debian wiki # DDNS T1 Hi5ER.

N
£/ squid ZEMIEARSSEE, FER Debian XiHEMTTEAIRHRARS AL, EBRETEFI,

6.6 EHEMENBAXFik

=

XERHEEMENAE iR,

6.7 RFZIEESTIFiETE (daemon) 2T

telnet IRFEEBF DERIRRFETIFHIE (daemon ), FiFt{TIZHA,
Mid4E POP3 fRS5, EiXFA FERAVERE

$ telnet mail.ispname.net pop3

284y ISP 12 fit TLS/SSL MNZERIPOP3 fRZ, ATMIAE, MREZAE telnet-ss1 BEZHF TLS/SSL B telnet &
Fif, 3% openssliR{4E,

$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

THEA RECs B-IEB—1NRARBETIPHTE (daemon ) FREERI0IR,
£”/etc/services” B, iR TiRORE.



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://www.ietf.org/rfc.html
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RG] RITE K| 154EH
netcat 1:32 16 TCP/IP TCP/IP Fr T ZET]
openss1 V:832,1:995 | 2290 | SSL ZEERTFE (SSL) EFIFIEXHNETE
stunnel4 V7,112 541 & E EH SSL $E
telnet V:38,1:651 | 53 TELNET TELNET & Fim
telnet-ssl V-0, 1:2 196 EE TELNET AR3% (%5 SSL)
nfs-common V:151, 1:243 | 1109 NFS Unix XEH=Z
smbclient V20, 1:201 | 2073 | SMB MK Windows XHFFFTENREZEE Fin
cifs-utils V:29,1:116 | 317 B E ILFEMIR Windows XEFRBIERMEITEG L
ftp V:8, 1:138 53 FTP FTP EF Ui
Iftp V:5,1:30 2361 | @EE EE
ncftp V2,114 1389 | AE 2R FIP B iR
wget V:207,1:981 | 3605 ETTE P Al web TEHTITH
curtl V:174,1:604 | 482 EE EE
axel V0, I:4 201 Bl THIDLEES
aria2 V2, 1:18 1852 | EE BitTorrent #0 Metalink Sz ¥ |~ Z%000E 28
bind9-host V:128,1:940 | 384 DNS 3KE bind9 BY host(1), ”Priority: standard”
dnsutils V:20, 1:312 263 = E 3KE bind B9 dig(1), ”Priority: standard”
isc-dhcp-client | o) 1080 | 2857 | DHCP 578 1P Huht
Tdap-utils V:10, I:63 762 LDAP JA LDAP AR 55 SRENER IR
Table 6.13: M4ERNAZE FiRYIR
RFC 188
rfc1939 F rfc2449 POP3 RS
1fc3501 IMAP4 RS
rfc2821 (rfc821) SMTP fR55
1fc2822 (1fc822) BRI SR T

rfc2045

ZHEEBEMENFY R’ (MIME)

rfc819 DNS g%
rfc2616 HTTP k%
rfc2396 URI E X

Table 6.14: ' RFC JI3R



http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon-graph.php?packages=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon-graph.php?packages=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon-graph.php?packages=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon-graph.php?packages=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon-graph.php?packages=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon-graph.php?packages=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon-graph.php?packages=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

/
S

GUI (&

F 5 ) R4

7.1 GUI (BARFRE ) SHIME

£ Debian R4t £, B/LMNEEEEREY GUI REIMREIER,

ESRHEE TE A/ | BH
task—gnome—desktop:191 9 GNOME £ EiFRiE
task—xfce-desktopk97 9 Xfce SEIE
task-kde-desktop) ;g 6 KDE Plasma &= EiFE
task—mate—desktopl:44 9 MATE SIS
task—cmnamon—deslﬁa?p 9 Cinnamon £ RS
task—lxde—desktokaO 9 LXDE SEIE
task—lxqt—desktopl:19 9 LXQt SEHE
task-gnome-flashb?&ls(-desktop6 GNOME Flashback SIS

Table 7.1: SEMETIER



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
http://packages.qa.debian.org/t/task-mate-desktop.html
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
http://packages.qa.debian.org/t/task-cinnamon-desktop.html
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
http://packages.qa.debian.org/t/task-lxqt-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
http://packages.qa.debian.org/t/task-gnome-flashback-desktop.html
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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E;"EE"JE%EH#’@E’M{@M’X#@, £ Debian FFIRERMILRIMET, AFRIOVRGETITRE, FTELER
fEYE, ¥F task-gnome-desktop, {REJLATE FEREIABIRAEIERE:
« F sudo aptitude -u B aptitude(8),

« BENFEIRE Tasks” FHiREIER,

« BEEARE"End-user” FRO &,

- BHAIREI"GNOME” FiREEF R,

« BEIHIREI task-gnome-desktop FIREZER,

« BENFAREI" Depends” FHiR'm” (FLER ),

- BEHITEI"Recommends” H3&'m” (FTiER ),

- BEIHIREI"task-gnome-desktop F%"-", (MR )

< FREFENREE, FRBRIERIR G ER IR B R B,

- 9" RABE R,

AEBIE KIS *iE Debian ZAIARIREMMIE: task-gnome-desktop, 7E wayland L2t GNOME,

7.2 GUI (BEFRAFSHE) BEhiX

7£ GNOME SE{FEAI GUI BISMYeI S

+ Wayland (RS i B RN (RE)
- X BORGZOIPY (BIT xway Lland)

15 EE freedesktop.org L 53K T f%# Wayland Z2#4%0 X & O Z2M) 2 AR [E,

MAFHINS, RNEREBHRIBEIEL

+ Wayland 27EE—MNEVL LRI GUI BEHN: #. BE. HRE, RNEE setuid root — |

« X Window @ — 1B &MLEINEER GUL BEMY: FR. 8%, B, FE setuid root il

Y F{EF Wayland IMXEIRA, B VNC Bf RDP RZFN—MEREEN LIBRIENERNAR. 81%E 77 ©

R XBRSB[EEMIT HZEREFTR , NN X ZrRinEd A EFAFTHITER. XHEE T HLER
RIXIlibIZEEREE, RS THEE. XMER, tREEE Wayland fEAZAEN GULEEIMNHIE R,

MM GNOME Lin/358) xeyes 127, REBREFT GUI (BIFZAFRE ) MAREFERN GUL EEMHY.

$ xeyes

- NRBIFZAESER Wayland FRS I 2/RIMXBIRAIER £, tEil “GNOME £i%", IREEASIRFERIIEL,
- IRBIREERA X BORRZOMYRINAERF L, thWl “xterm”, REBESRFERIIEBE), RELHAZIAMIL
B X & DSR4,

3| 2021 £ 4 B, F3i#H1TH GUI MATERF, bl GNOME # LibreOffice (LO) B2 #8182 T Wayland fRSZ % 2= th
W, FAEM xterm, gitk, chromium, firefox, gimp, dia #1 KDE NMAREFERAER X &0 RFKZ O,



https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://zh.wikipedia.org/wiki/Xlib
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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=z
R

¥ F Wayland 2 ERJ xwayland SR EH X BEOR4%, AN LEMIEN X RZFREE X
f47/etc/X11/xorg.conf” RN HERA LFE. EXMBANZZEHIIRHRNZA DRM, KMS 1 udev E2
B, BEM X RBHELZESRERTE], 20 Linux RZXEEA"modedb default video mode support”,

7.3 GUI (BIERFR@E) 224

iX B 2 Wayland 315 T GNOME MZE &1 GUI MR 4EL,

i
LINES) mITE B | HEA
i\
mutter Vi1, 1:74 185 GNOME B9 mutter & 1 & 1222 [auto]
xway land V:215,1:295 | 2363 | 1B{T{E wayland 2 EFJ—/ X FR55 1R [auto]

_ _ - - F =] PAY=3 <N (=]
gnome-remote-des k%o& 1196 1063 {flftﬁoflperre 8 GNOME IZfE R H/5 & T #FE (daemon )
gnome - tweaks V:19, 1:219 1200 | GNOME MEREEIRE
gnome-shell-exten %/: gj’ i:qggfs 59 Tool to enable / disable GNOME Shell extensions

Table 7.2: E&R GUI Z2MRHEBLTIR

XE, ”[auto]” RIRXLEREBIE task-gnome-desktop EERSBEHMNLEE,

VN

gnome - tweaks 2 — M AETRVHIEEETH, fI0:
- (REEBEIARESZEE, M “General (E£3& )’ F|"Over-Amplification (iEHHK ) 7.

« {REENSSRIE Caps” ¥ET AL Esc” ##, M Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

N

Detail features of GNOME desktop environment can be configured with utilities started by typing "settings”,
"tweaks”, or "extensions” after pressing Super-key.

7.4 GUI (BFAREFRE) N

ILFETE Debian £, BIFZ BRI GUI MAFHE. WRE GNOME REMMEFSEREMINGENKG, BogrRMIWM
scribus (KDE) XM ERTEFERN, BEXRIESMEEENRHE, KEMRNRLREL,

XER—MHAKRIK GUI (BAFRE ) BFIIRK,

7.5 FIK

¥tF Debian AP, BIFZERANKEFRFE, APXIREHERITR, EHEERAISHIEELTRNFR. It
9y, ERNFAERFTURELMRN GUI (BRAFRE ) NAEFRE,

Debian Z4{EF FreeType 2.0 FERMIIE(LIF 2 REFHIER, A TFHEEFITED:



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
http://packages.qa.debian.org/m/mutter.html
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
http://packages.qa.debian.org/x/xwayland.html
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
http://packages.qa.debian.org/g/gnome-tweaks.html
http://packages.debian.org/sid/gnome-shell-extension-prefs
http://qa.debian.org/popcon-graph.php?packages=gnome-shell-extension-prefs
http://packages.qa.debian.org/g/gnome-shell-extension-prefs.html
http://freetype.sourceforge.net/index.html
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0wE ‘
REE RITE X | ER itz

I\
evolution V:27,1:234 | 498 GNOME NANEEBE (HERKFTEFHE)
thunderbird V:49,1:118 223965 GTK B FHREFZ Fif (Mozilla Thunderbird (2 ) )
kontact Vi1, 1.9 2208 | KDE NANEEEE (FHHIRRFIE FIE )
libreoffice-wriey ;i 176 | 39146 | LO FRIBIR
abiword Vi1, I.7 3467 | GNOME N FREIERE
calligrawords V0, I:4 5836 | KDE NFRERF
scribus V:1,1:16 30242 | KDE Ym%E PDF X {FH7 desktop publishing JRiE 25
glabeTs V0, I:3 1338 | GNOME e miE s
Libreoffice-cald . o 1403 | 30890 | LO PRI
gnumeric V:3, 114 10004 | GNOME BB PRI
calligrasheets | V0,12 11244 | KDE BFRIE
Uibreoffice-impress, .10 | 9017 | LO ERXIB
calligrastage V:0, 1:2 5142 | KDE BN
libreoffice-base o) 193¢ | 5043 | LO BIEEEE
kexi Vo0, I:1 7118 | KDE BIEEETE
Libreoffice-draw ;i 1451 | 13525 | LO ZBEMHBE (2E)
inkscape V:14,1:122 | 99316 | GNOME XEEFwiEzs (Z2E)
karbon V0, I:3 3581 | KDE XEEFHERS (&E)
dia V2, 121 3908 | GTK iz B AR = E JmiE 2
gimp V:50,1:260 | 19877 | GTK UEEERER CE)
shotwell V:16,1:248 | 6187 | GIK WA R EIEER
digikam V:1, 1.9 292 KDE FOEREEE
darktable V-4, 1:13 30551 | GTK BRI & MEE
planner V0, I:3 1394 | GNOME NMEEE
calligraplan V:0, I:1 19013 | KDE IMEEIE
gnucash V:2,1:8 28051 | GNOME AR
homebank Vo0, I:2 1239 | GIK PARTT
lilypond V:0, 1.7 15747 | - & RHERR
kmymoney V:0, I:2 13341 | KDE TARTT
Tibrecad Vi1, 114 8798 | Qt NFH T ENEHENRTT (CAD) &4 (2D)
freecad 16 53 Qt N F TTENEENRTT (CAD) &% (3D)
kicad V2, T:12 236009| GTK FEEREF PCB & T E &
xsane V:12,1:148 2339 | GTK HENEIER
libreoffice-math \.c 1404 | 2251 | LO g AN W L=
calibre V:7,1:28 63554 | KDE B RIERREIESIE
fbreader Vi1, I:10 2631 | GIK BFRHIERR
evince V:85,1:310 | 939 GNOME X5 (pdf) FEER
okular V:36, 1:118 17334 | KDE X4 (pdf) [Hi%ES

R ~
x11-apps V329, 1:456 2476 %jﬂ’] X RL xeyes(1l) &,
ZhipA

x11-utils V:178, 1:565 | 712 ;’H’J X L xev(1), xwininfo(1) &,

Table 7.3: Z&88 GUI (B FRE ) MAJIE



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
http://packages.qa.debian.org/k/karbon.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
http://packages.qa.debian.org/d/darktable.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
http://packages.qa.debian.org/l/lilypond.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
http://packages.qa.debian.org/f/freecad.html
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
http://packages.qa.debian.org/k/kicad.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
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« Type 1 (PostScript) F& EA =R NE/RHL (ERSEFIEN)
* TrueType F ERA TR NE/REHL PFANEFEER)
« OpenType FA& A =R NZE/RHEL (FEEEER)

7.5.1 EHuFH

The following table is compiled in the hope to help users to chose appropriate scalable fonts with clear understanding of the metric
compatibility and the glyph coverage. Most fonts cover all Latin, Greek, and Cyril characters. The final choice of activated fonts
can also be affected by your aesthetics. These fonts can be used for the screen display or for the paper printing.

RER TITE Kiv | sans serif mono FIRGER
. =
fonts-cantarell V:202, 579 59 ) ) C_antarell (GNOME 3, &
1:298 )
. Noto fonts (Google, B
fonts-noto 1:148 31 61 63 40 CIK M ZiES)
DejaVu (GNOME 2,
fonts-dejavu 1:422 35 58 68 40 MCM: Verdana, ¥ &
Bitstream Vera)
Liberation & FF
fonts-liberation2 V:116,1:412 | 15 56 60 40 LibreOffice (Red Hat,
MCMATC)
Chrome OS: Arimo, Tinos
fonts-croscore V:19, 1:40 5274 56 60 40 #0 Cousine (Google,
MCMATC)
fonts-crosextra- o Chrome BfEZR %4 Carlito
carlito Vi2l, 11143 ) 2696 ) 57 ) ) (Google, MCM:Calibri )
Chrome 2BE&R 4t:
fonts-crosextra- ) Caladea (Google,
caladea L:141 347 ) 55 ) MCM:Cambria ) (R B I
TZFH)

. GNU FreeFont (F &
fonts-freefont-ttf V:68,1:216 | 14460 | 57 59 40 URW Nimbus)

Debian F&Z £M@,
fonts-quicksand V:63, 1:422 | 392 56 - - Quicksand (B/~, REHI
TZFH)

. HRRERITH—F
fonts-hack V:23,1:113 | 2508 | - - 40P #& Hack (Facebook)
fonts-sil- 1:31 13568 | - 54 - Gentium SIL
gentiumplus
fonts-sil-charis 1:26 6406 - 59 - Charis SIL

V150 URW Nimbus (Sans,
fonts-urw-base35 1_435 ’ 15558 | 56 60 40 Roman No. 9L, Mono L,
' MCAHTC)
fonts-ubuntu V:2, 1.5 4339 | 58 - 33P Ubuntu F& (B7R)
fonts-terminus V:0, .3 453 - - 33 Cool retro Z&imF K
ttf-mscorefonts- THEHHRIEFREFE

. . b}
installer V:1, 1:48 85 567 60 40 (RATF)

Table 7.4: & R&H) TrueType ¥ OpenType FK7F
XE:

« "MCM” RR” SREREHRFIRRHERIERREH”



https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://packages.qa.debian.org/f/fonts-cantarell.html
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
http://packages.qa.debian.org/f/fonts-noto.html
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
http://packages.qa.debian.org/f/fonts-liberation2.html
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
http://packages.qa.debian.org/f/fonts-croscore.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
http://packages.qa.debian.org/f/fonts-crosextra-carlito.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
http://packages.qa.debian.org/f/fonts-crosextra-caladea.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://packages.qa.debian.org/f/fonts-quicksand.html
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
http://packages.qa.debian.org/f/fonts-hack.html
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
http://packages.qa.debian.org/f/fonts-sil-gentiumplus.html
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
http://packages.qa.debian.org/f/fonts-sil-charis.html
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://packages.qa.debian.org/f/fonts-urw-base35.html
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
http://packages.qa.debian.org/f/fonts-ubuntu.html
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
http://packages.qa.debian.org/f/fonts-terminus.html
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
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« "MCMATC” FR/-F0” IR HtAIF /A Arial, Times New Roman, Courier New HERRIEFRFED”
« "MCAHTC” R7/R” #1 Adobe 12{{H9F{A: Helvetica, Times, Courier HERRIEFRFER”

« AFAREATINBFRIVBRBERNFARS M FENEMEARERE (1FF: M KRR Medium EF, FIREHEE
EIERE ),

« £ mono FAREELF R RINATRIZEH, BEBBMHIX 570770 F” 17/ 17117,

« ttf-mscorefonts-installer {4 B T EHFIREY” Core fonts for the Web” %25 Arial, Times New Roman, Courier
New, Verdana, ... , XEELRIFAREIE, 2IEFIRERIBUE,

FEHFERMHIT F4K, B URW Nimbus ZK%3X Bitstream Vera I 4EIR1E,

BR
MRMRIESIMEFMEENFINEEE L ENFATEE, 15E A aptitude £ Tasks” -> "Localization” FEEE(E
SRERIIR, FIRREEIERN Depends:” Bi’Recommends:” §H, EAMEIESREGEETREERIERGEE,

7.5.2 ZF{RHRA&(L

Debian {3 FreeType SRMH&{LFE, ©RIFAEREIZME Fontconfig FAEE B FEIR K,

nEe ATE KA | REA

libfreetype6 V:543,1:997 | 933 FreeType FAMIFSLE

Tibfontconfigl | V:540,1:851 | 580 Fontconfig FAEC &

fontconfig V:422,1.721 | 679 fc-*: Fontconfig L 1TAR S

font-manager V:2,1:8 1038 | Font &=1223: Fontconfig GUI (EIFCRFRHE ) @8
nautllus—font—manql/g(frho 37 Font EI288 Y Nautilus 3 &

Table 7.5: & BMIFARIMEFB R KA BIIER

N
—LEF{RIRFEL, LU0 fonts-noto*, RRRASHIFR, FAIMRFHELEFRRGENER, BHEESER
BB F A, BT Han unification FEHA—REXF, —& Unicode BRIRHIERE S F, FHEENFES

RS BEERN Fontconfig EEERE, — MRS ATRNERRE CIK FHEEZRPHI"U+3001 IDEOGRAPHIC
COMMA” #1"U+3002 IDEOGRAPHIC FULL STOP”, {REEm{ER GUI (BFRAFRE ) FHREEER (font-manager)
81 2 AV B TR R R AR 53X A B R B 2

RR] AN B LTI F IR E IR,

« {FH “fc-match(1)” && fontconfig FIZKIAFEIR
- £ “fc-list(1)" EEFERIAM fontconfig Fik

REEB NN A iR EFIHFEEENRT, EXEDiRFH. S0 fonts.conf(5),



https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://en.wikipedia.org/wiki/PostScript_fonts
https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
http://packages.qa.debian.org/libf/libfontconfig1.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
http://packages.qa.debian.org/f/font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
http://packages.qa.debian.org/n/nautilus-font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/中日韓統一表意文字
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
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7.6

&
Fo

Linux £ XE85 GUI (BB F5RE ) MFEIE Debian B9E E, R Z#HGIMAEE,

+ Applmage -- {Ef[i 75i151THY Linux KA
« FLATHUB -- Linux M, 23X E

« snapcraft -- Linux 7 FA & &

o

=

H
MIXLEERE SR T ERIIR B, BRI BIEFABRIETFIRIRMG,

YH{# M Debian FE HARFEVIEAZIFE, XL THBIBINS R, B-EEFENER, ARNXEBEE—NFF0E
55, H Debian REHEMAENNAEFENN EBFAREERIE, MR,

BT HFINE B XS, sEBER PEWE BL, EBUNA Linux T2FHMNFER. (80F 474 1),
« +F AppImage F1—Lt FiiFuh SR —i#S, £ FLEREE B firejail BiziT,

« 3¥F M FLATHUB R Zi#%l, EFlatpak Biz{TEAN], (AEEFIRE, )

 X+F M snapcraft REY _# &, 7£ Snap BEEEITEAN], (AREFIERE, MEETIPHE (daemon) EH, )

The xdg-desktop-portal package provides a standardized API to common desktop features. See xdg-desktop-portal (flat-
pak) and xdg-desktop-portal (snap) .

wEe ATE XV | PR

flatpak V:58, 1:63 7372 Flatpak 5 FTE FiC 2228
gnome-software-plyging £1atpak . | oNOME S &IBSRH Flapak 35

snapd V:64, 1:68 62749 | J5FA snap REBIRIEEFIETE (daemon ) F1TH

gnome—software—plkl]gﬁrf:—zsnap 17 GNOME 3k {4+ IR S8 1) Snap 235

xdg-desktop-portal.,;, 166 | 1935 | Flatpak & Snap FISEEER 1P

xdg-desktop- porta{/:_ﬂerI,(I:BM 746 gtk (GNOME) B xdg-desktop-portal [5 i

xdg-desktop-port a%’:_ljﬁ??:54 1414 | Qt (KDE) B9 xdg-desktop-portal [5 i

xdg-desktop- porta%/:—d\’l ]Irl 131 wlroots (Wayland) 89 xdg-desktop-portal 5
y 8
firejail V1, 1.4 1771 | %0 Applmage — & fEARY SUID Z2PRIZF firejail

Table 7.6: & BV EIMEFNBR KA BIIR

XNLEBMERANEEEFIUIRMFRAR LNNAREFIESHRER, XENNAREFHEERIRUICZEER TRITH,

—%XH GUI (BFAFRE ) MARERF, tEdii Debian ERIMTTNGEES, HERSMER TIOEMERA, ZIHILE
MNEEMEL.



https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(package_manager)
https://github.com/flatpak/xdg-desktop-portal
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
http://packages.qa.debian.org/f/flatpak.html
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
http://packages.qa.debian.org/g/gnome-software-plugin-flatpak.html
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
http://packages.qa.debian.org/s/snapd.html
https://zh.wikipedia.org/wiki/Snap_(package_manager)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
http://packages.qa.debian.org/g/gnome-software-plugin-snap.html
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
http://packages.qa.debian.org/x/xdg-desktop-portal.html
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
http://packages.qa.debian.org/x/xdg-desktop-portal-gtk.html
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
http://packages.qa.debian.org/x/xdg-desktop-portal-kde.html
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
http://packages.qa.debian.org/x/xdg-desktop-portal-wlr.html
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
http://packages.qa.debian.org/f/firejail.html
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
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0RER RITE KT Y ET)E]
gnome-remote-deskton 195 | 1063 ?2\?&?% GNOME iEi2 S RS
RDP, REB
vinagre V:3,1:83 4249 | (VNOC), Vinagre: GNOME iZf2 R H & F i
SPICE, SSH
RDP, RFB
. . ) (VNQ),
remmina V:14, 1:69 915 SPICE, Remmina: GTK iIZfE R EE Fin
SSH, ...
- RDP, RFB
krdc Vi1, 1:14 3904 (VNC) KRDC: KDE iTf2 R EIE i
RDP, RFB e
guacd V20, I:0 80 (VNC), SSH %’;&‘Ef““amde' & FIRHLIZRE N X
/HTML5 ( )
virt-viewer Vi, [:51 1og4 | RFB(VNO), | ERWEER THEFNRERRN GUI EXRE
SPICE P
Table 7.7: ERRIEFE1H0) RS IHYIR
7.7 ZFERME
7.8 X RSB imEE
BILMAEMNTIEEN RN AEED X RE T (BEAEN xwayland ),
RER RITE NI 1HER
sshd {EH
openssh-server | V:723,1:818 | 1948 | i&IN SSH BRSE ik (£2)
X11-forwariding
openssh-client | V:854,1:997 | 5814 | ssh -X SSH & Fim (%)
xauth V:157,1:957 | 81 xauth X BENXXEHEIER
x11-xserver-utils i 1550 | 576 | xhost X PR iR
Table 7.8: E#%Z| X RSB imAIFH X
7.8.1 X RBimAtthEiz
B X DX RI AN A, BEFS BT At UNIX I B EHZFHITAMEE, EEiﬁl‘ﬂzkiiﬂE’JXﬂE%iﬁ%o XA AE LI

B access cookie E’H**XI(’—“HEI&*X H*XS(#E’J1¢§J_ﬁ”$XAUTH0RITY” fiE
AWBRE, &

IREEWE, ATILERED

username $ gitk

HEEE O
m2Z 7]

BEMTE, X BERBII"SDISPLAY” IF

1THEE. W, THERY gitk”,

=z
EE

WF xwayland, XAUTHORITY BHZ{”/run/user/1000/ .mutter -Xwaylandauth.YvVSU30” iJ{&,



http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
http://packages.qa.debian.org/v/vinagre.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
http://packages.qa.debian.org/r/remmina.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
http://packages.qa.debian.org/k/krdc.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/guacd
http://qa.debian.org/popcon-graph.php?packages=guacd
http://packages.qa.debian.org/g/guacd.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Secure_Shell
https://guacamole.apache.org/
https://guacamole.apache.org/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
http://packages.qa.debian.org/v/virt-viewer.html
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://packages.qa.debian.org/x/xauth.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
https://en.wikipedia.org/wiki/X_Window_authorization#Cookie-based_access
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7.8.2 X BRBImTiEiEsE
A X O MYEDEEN iR AHAY X RSZEEER, H X11 #ZRIFHRT,
s EARMENBITH— gnome £,

- BUFIES, BITH -X &M ssh(l), BIUSRRMERAERE,

localname @ localhost $ ssh -q -X loginname@remotehost.domain
Password:

B TIEGHS, FRRERAET - X AR, flin “gitk”,

loginname @ remotehost $ gitk

EANAEAUEREEIZE X ERENGL, HETERBET —MAHt UNIX SR EEFIHITRIMANERE,
SN SSH/SSHD & 6.3 T,

o= =
=H

: A remote TCP/IP connection to the X server is disabled by default on the Debian system for security reasons.
Don’t enable them by simply setting "xhost +” nor by enabling XDMCP connection, if you can avoid it.

7.8.3 X AR5 % chroot %1%

FER—NAET (EE30 chroot ), {EHA X O MY R ARIE—ENE X RS im, SNXELEALD, sEBER
xhost FHITEERIIEMN, BILER User-based access , HIU1 FERI”gitk”,

username $ xhost + si:localuser:root ; sudo chroot /path/to
# cd /src

# gitk

# exit

username $ xhost -

7.9 BEINLIR

BINEXAZIBINENR, B0E 1.44 T,
BINEEISREIBINENR, SHE 11.6 75,
— LA 1T L L BEIRIFF T BINAIR ( EZRATINER ).



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access
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EXE ‘ ‘
w4a TE BX | HriBEHR 1itER
N
xsel V:8,1:38 55 X X RS LSTED (EER)
xclip Vi1, .57 64 X X EERSLSTED (HER)
- - . =] A A==
wl-clipboard V:2,1:10 158 Wayland El copy wl-paste: Wayland BIlla B35 <178
o Linux ZHl | & Linux BHIE ERREGRSHNEETIRHIE
gpm V:10, 1:12 521 & ( daemon )

Table 7.9: #FF AT MAIRAE RIZF TR



http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
http://packages.qa.debian.org/x/xclip.html
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
http://packages.qa.debian.org/w/wl-clipboard.html
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
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Chapter 8

FRACANZ1t{L

-H

— MR ARGE ZESL (MI7N) AAMIES 25, BT 2 MR,

» EFFE (118N): FE— MR EEBIE S MES A,
« AL (LIN): E—MRERE—MEERIESIFE,

Wi
7£ multilingualization ( 21851t ). internationalization ( EPFR{t ) #0 localization ( &itaft, ) #, F 17, 18, % 10
FHEE'M 07, 7 F 7, FT RE], EfIMEMRR A M17N, 118N #1 L10N, TSN i18n N4E .

8.1 ESIE

ERZHERMCITH, BRETEEMETE7SLANG” RZIHFAME, BSMEMLPRZHF, K libc FERHENIF
M, HERZE locales 5 locales-all #4El, locales MEGBEEWIE LA,

90 locales 5% locales-all MHBIIRBLRR, IFHESMENRMEX, RAERA US HiBBR, HiZAsCl
REIBERE. XMTRISLANG” HiRE J9”LANG=", "LANG=C” 8X”LANG=POSIX” [E,

GNOME 1 KDE EHR KGR ZSIESH, t{1Bid I8 UTF-8 HIBRIMERRML, FiBiT gettext(l) Mg #tEHE
SERAM, BXEE I URIRII A LR EREH,

B #ifY Debian £@E GUI (BB FRE ) 24 BEE GUI IMERIREIESIMEN”LANG=XX_YY.UTF-8", IXE&, "xx”
= SO 639 iIBEEE , ”YY” 2 1S0 3166 EFRMX A, XLEEHRERHEA GUI WiFIERIRE, FNTIERFIVITH.
S0% 152 %

8.1.1 UTF-8 EEmMEMERIRIE

RIEBHUXARIERIAR ASCII, EWNREBEREBHY, LT 127 NFF (ER 7 il ),
BELRSR AR B S IE ASCI 1, FIUNMMEHMINZSGS|SHE ASCI RENATARY,

b’’"“b’"double quoted textb’’”b’’ is not ”“double quoted ASCII”
b’"*b’"single quoted textb’’’'b’’ is not ’‘single quoted ASCII’

ATERBEZER, FEERENFEBAGHAREZISES. (80IF 11.2),
Unicode FRFER A 21 B SSEERER/LERBALEHFER (HI180, +7-3#6189 0 2 10FFEF ),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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NARYRIE Z 4 UTF-8 1 Unicode BB RIEREEI — NS IERY 8 I EUIBIR, FREHIRE ASCIH BUIBELIER A, XAME
UTF-8 fE A IR HEZEFRIERE, UTF 3R7R Unicode 35348 ( Unicode Transformation Format ), = ASCII £ A IEL:
¥R UTF-8 B8, EEHMEI ASCII R2—HMASTIK/N, FiLARRE UTF-8 IBEIMEASBEAEX.

£ UTF-8 EEME T REBNNERER, Rl ERMNRIEIMEXALUE, ERMERNFEARTMNELZENEAR,
W7E”LANG=fr_FR.UTF-8” B8, gedit(l) (GNOME REMX A YwiEEE) SeMs B RMRIBP X FITNAHIE,
MERMNERRIEIE,

BR

Fir R en_US.UTF-8” FIZBIMERC ' POSIX” B IMEENMERIMERN US RER, ENEHIFESEEAMN
ARG, 7ELIPENC RHiTHE, MNRIFANNAELIE ASCI FFF, BERNTEMATHEMAIE UTF-8 RBIESR, 7
Debian F{EHIENRER"C.UTF-8" iBSIAE,

IR

—LEREFAESRF IBN EREREZNAT, IRENEN N TEREMNL, MAERSPER UTF-32(UCS4) R3ZH;
Unicode, #FB & MEIITIESIMERTIERN ASCI FHRBHZBRE 4 ~F T, B—X, (£/A UTF-8 ESIMEH
ARERRKT 40

8.1.2 ESWREMENLE

ATILRFARRE-ESUERE, ESMRRIEBO TN ESINERIEETRIE,
locales B BB EMERENESIMNEHIE, MEERTHEMNAEKLE:
# dpkg-reconfigure locales
ZdiRER 2 M PR,
L. ERERENESIMERIERIF H Z#HGIN. (FRIAZELE2—1 UTF-8iB5IR)

2. BigEIEE “/etc/default/locale” RIBERAINANIESIME(EL PAM FH (S 45 T,

1REE”/etc/default/locale” BEMALATCEIMEINESIME, sILA# GUI (BB FR@E ) MAREFR GUI B
BERE,

EE
FRERNBIERRIB RS LB “/usr/share/i18n/SUPPORTED” 3R i, tk, "LANG=en_uUS"
Z”LANG=en_US.IS0-8859-1",

locales-all MG B EMEMRIFVIESIMERIE, ERREIE"/etc/default/locale”, {REJEELEEL R
locales #R¥&E,

SN

The locales package of some Debian derivative distributions come with pre-compiled locale data for all locale
data. You need to install both locales and locales-all packages on Debian to emulate such system environ-
ment.



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.1.3 4R 4miL

WFETarSiER%R (BI% 10.1.

™), (MREEEREFRNRBERNGRE. 240MF, NERRDHES, mount(8)
{RRi% vfat X R £/ CP437. IREEL X

2R BRTRAYIEEHE SRR UTF-8 3% CP932.

B
£ GNOME XXMM KEIMET, HEMEH MR U B, RETURAXHENERED, fERE L0
Eltr, mi"Drive”, "Setting”, i A”utf8” Z"Mount options:”. HiX4 U BT XIE#AT, UTF-8 #inJAT,

EE
MRFEHR—NZRSE, ENEBHVEE UTF-8 2R EBHE, 3FE ASCH EFMNEFR I 2ERAEIH 1ISO-8859-1
g}, eucJP RYwHD. 5T KA T BBt UTF-8. &NlE 11.1 1.

EEIANB R T, Samba ¥ HHYZ F i (Windows NT, 200x, XP) {£F Unicode, {EXZHIZ Fis (DOS F1 Windows 9x/Me)
{883 CP850. RJLATE”/etc/samba/smb.conf” X4 EMH, {#MA”dos charset” R LTEE PRI MNERIAGRID, LE
ik, CP932 ‘A HIE,

8.1.4 At (ZRMENFHE

£ Debian RAH B RMITS XHEMXAEEBINIHRE, LNERER. MEEFRRHL. ER2MFMII, GNU gettext(1)
BT TEBER KA EEENMNER TR,

aptitude(8) B, “Tasks” - “Localization” IRt —MNERANZTHEBI BT RIIR, LNARREFIGNAMCERIMREE
1N,

ZEAEIF, {RE]ARE manpages-LANG BRIXEARMY man FMITVESR. M”/usr/share/man/it/” KizEX
programname BAKER) man FHTI, 1T FEIVRE,

LANG=it_IT.UTF-8 man programname

BT SLANGUAGE IMETZE, GNU gettext BEFSIE N FIFIBEMMAERT IR, Flan:
$ export LANGUAGE="pt:pt BR:es:it:fr”

FEEZSEE, &0 info gettext , [Fi%”The LANGUAGE variable” &3,

8.1.5 ESMERIE M

sort(l) WEMHIF, ZESHENEMN. BV ENRIEESHMEHIIFRER—H#0,

1s(l) WHHEKRIAZESIFEZM. "LANG=C 1s -1” F#1”LANG=en_US.UTF-8” W HEAIRARA—HHN SNLE
9.3.4 ).

AEBSIMENBFIRSA—H##. tEilid, ZiBBSIMER, —FTH—BRA71,000.1”, MERBESHER EE
RA71.000,1”. {REJLATER FRIEIEF EEERXMARE,

"$LANG” IMREZEMN T —MITIFEEBBTIRE SLC_» BEXRES, XIEIELENEBBETIZE $SLC_ALL”
CEMEBRAES. BTSN locale(7) man FMTl, FRIFMBEBIUNIEHGIESZLNEE, BEBMIIHRE
F”$LANG” LEXRIZFE— UTF-8 B IER,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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8.2 I

8.2.1 Linux IZHIEFM X EOMBEERA

Debian 245 v] LA{EF keyboard-configuration # console-setup GBI E S MNERMLEBERERE,

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

WF Linux 3Z2H 88 X BORSE, XEEHE/etc/default/keyboard” F1”/etc/default/console-setup”
BMRESH. IMAEE Linux BHEFR, F23E ASCIL FF, SEFSEIMNESERNESFERF, JUER
EHE. AlGr i Fl LHEH RBAEA,

8.2.2 Wayland #E&2#A

Wayland RE %% £ GNOME, £ 8.2.1 TALZFIERIBHRIMIES. Bus AMIZHIMES, BEHFENES.
GNOME £ mEFBHRE BLIKEI X R BT gnome-shel1” ##%E”ibus” , ”ibus” WX E LR EHERM setxkbmap
#0 XKB EININEE, WRESHEEBWA, TEEM’GNOME Settings” 2{”’GNOME Tweaks” ig& ibus,

EF =1
R ibus #GE, BMEEETESN X WEERMIET, @id setxkbmap BEMESN X #E, HEl ibus BE,
{REEMBREAERM ibus, #MA im-config IRBHMAEZR"None’, EZSEE, S0 Debian £E: #E,

8.2.3 IBus XEMMINE

GNOME fRHEIMEBIT gnome -shell” #&E"ibus”, ibus” WFHNERE, B—NFIERE,
BMAZMBES I NARFIGEREZNT:

Keyboard Application
| N
I I
+-> Linux kernel -> Input method (ibus) -> Gtk, Qt, X, Wayland
+-- Engine--+

FEZ Bus FIERS I ZRERTIR,

ES=

WFHIZ, "fecitx5” AR —MNERAVBMNIEESE, T Emacs FIFERZSIFE, "uim” slAR—MNERK., TiEW
A0, ReTEEEER im-config M—LRINIFIERE, Fkinput2” XEERN HINE {EJATE Debian EEHR
HFE, ERTEFRIMAIMER,

8.2.4 —MHEMAF

HAUMERIBME ("en_US.UTF-8”) FRMBXHANEZIEEEBH. TERE Wayland L) GNOME K £ 1Bus B8
i
1. TEEXBNEREE ibus-moze (5% ibus-anthy ), A im-config SHEFRIREGE,

2. ¥ Settings” — ”Keyboard” — “Input Sources” — 7E£”Input Sources” FE &”+” — ”Japanese” — ”Japanese mozc

(or anthy)”, AFET"Add”, MRELBREE.



https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://wiki.debian.org/Keyboard
https://zh.wikipedia.org/wiki/Input_method
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LRG3 mITE K ZEFBES MR

ibus V:179,1:229 | 1710 | fEF dbus RIRIA S NIESE

ibus-mozc V1, 1:3 935 HX

ibus-anthy V0, I:1 8856 [ E

ibus-skk V:0, I:0 242 EE

ibus-kkc V-0, 1.0 210 B £

ibus-libpinyin Vi1, 1:3 2719 | X (zh_CN)

ibus-chewing V:0, 1.0 422 A3 (zh_TW)

ibus-libzhuyin V:0, I.0 40987 | HAXX (zh_TW)

ibus-rime V:0, I.0 77 FX (zh_CN/zh_TW)

ibus-cangjie V:0, I:0 119 A (zh_HK)

ibus-hangul V:0, 1:2 264 X

ibus-libthai 1.0 90 =X

ibus-table-thai I:0 58 "X

ibus-unikey V:0, I:0 318 WEE

ibus-keyman V:0, .0 137 Zi18=: Keyman 5|2, 83T 2000 fiES

ibus-table V:0, I:1 2137 | IBus &R5|Z&

ibus-m17n V0, I:1 377 ZiEs: HEE. WMAMAEEMNEE

plasma-widgets V:44,1:95 | 1984 | Plasma 5 BUBUAMALE, BIAEREIERE
Table 8.1: 1Bus F1ERS | ZRE BT

3. REJLAERF S AR,

N~

. BEREAFPKF,
. BREE Ul TEZENR, REF—MAR
. {3 SUPER-SPACE R LRI NE 2 [8)131Tt])#%. (SUPER #1B%E & Windows ##.)

[©2 I |

N

MRGRHFEEBRYIBERE (shift-2 HBLAEE—N W3IEWRIE) LANIREFBRNEEIME, ELEMNT
2% Japanese” . {REEESTEMIERY “US” B2 (shift-2 IRBHEE— @ #7id ) LfEM Japanese mozc (3%
anthy)” #IAB X,

+ im-config(8) B F RE*X &8 A O Z”Input method”,

o k49, MFFPRY shell RMFT7im-config”,

« WNR&EBL M root MK RIE root IKEMIT, im-config8) RIMESBFIAREL
- im-config(8) itREMBMNEERRAEBIAMATEZRF T,

8.3 ERigiH

Linux 265 8 REEERERNFR. (REEEMRIFIANLIRIZES, FUW jfoterm(1), KMEIF GUI ZHIEHRERIF
BRAMES. )

REFENFRZRAWEA, GUI (BERFRE) MR (F 7 B) BBEREIR UTF-8 F1, ([RIBFARKRED
M WAIE, AWAPRIEZER. )



http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-libpinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libpinyin
http://packages.qa.debian.org/i/ibus-libpinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-libzhuyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libzhuyin
http://packages.qa.debian.org/i/ibus-libzhuyin.html
http://packages.debian.org/sid/ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
http://packages.qa.debian.org/i/ibus-rime.html
http://packages.debian.org/sid/ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
http://packages.qa.debian.org/i/ibus-cangjie.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
http://packages.qa.debian.org/i/ibus-libthai.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-keyman
http://qa.debian.org/popcon-graph.php?packages=ibus-keyman
http://packages.qa.debian.org/i/ibus-keyman.html
https://keyman.com/
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
http://packages.debian.org/sid/plasma-widgets-addons
http://packages.debian.org/sid/plasma-widgets-addons
http://qa.debian.org/popcon-graph.php?packages=plasma-widgets-addons
http://packages.qa.debian.org/p/plasma-widgets-addons.html
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8.4 FRIMETFREEBIKXNFR

BERLIESIMET, AELH. FRFENARRFHEIERERFLMATANEFER, IHERXSRLIRHHHE
AEBEEST (8 Unicode FrERT R #11 ),

1B DAL IX AN o) 3 :

- gnome-terminal: ENEW - BEXH - BER - MU - BEBEXHFF - F
« ncurses: REWIETE export NCURSES_NO_UTF8_ACS=0,



http://unicode.org/reports/tr11/
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Chapter 9

AIRIT

X8, MARREMNERRARNESRIT,

9.1 =hlEHI5

B-ET REFREBERIESG 81550,

REBDTEIEHI B RIE,

nEe TATE XAV | iRER
mc V:48,1:213 1490 | BWE 13 5
bsdutils V:560,1:999 | 356 script(l) command to make a record of terminal session
screen V:77,1:240 | 997 VT100/ANSI ZiniEHl 2R S S AN &R
tmux V:39,1:143 | 1110 | BimEAMNEEAR (A “Control-B” KE)
fzf V4, 1:14 3409 | RN AEIXEE
fzy V:0, 1.0 54 R AT
riwrap V:1, 1:14 330 B & readline FFERSRSITHE
ledit V:0, I:10 315 E & readline FAERIHmL1THR
rife V:0, I:0 42 H & readline FFAERGRS1TE R
ripgrep Vi4,1:16 4517 | R BENPREEFERFFER, FENDE
Table 9.1: ZHHEHIGENIIEFTIR
9.1.1 EMTAYIER shell ;&)

BIERMERA script(l) (BW5E 149 7)) LR shel [ENERF=E—NBERIFHFIIXGE, XLEERFHRIUETE
M7, £ col(l) F,

$ script

Script started, file is typescript

HHLEIRAE----- 3% Ctr1-D B script.

$ col -bx < typescript > cleanedfile

$ vim cleanedfile

BERWTFGURICR shell j&50:

+ {£F tee (£ initramfs B 2T FEH AT F):



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
http://packages.qa.debian.org/s/screen.html
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
http://packages.qa.debian.org/t/tmux.html
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
http://packages.qa.debian.org/f/fzf.html
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
http://packages.qa.debian.org/f/fzy.html
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
http://packages.qa.debian.org/r/rlwrap.html
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
http://packages.qa.debian.org/l/ledit.html
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
http://packages.qa.debian.org/r/rlfe.html
http://packages.debian.org/sid/ripgrep
http://qa.debian.org/popcon-graph.php?packages=ripgrep
http://packages.qa.debian.org/r/ripgrep.html
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$ sh -i 2>&1 | tee typescript

- {EF gnome-terminal BINITE A, RIRAMNFEER,
« (£ screen #I"AA H” (BILE 9.1.2 17) R#HITIEFIGIER,

« FEAvVImEA”: terminal” HANLIFER, FEA"Ctr1-w N” NLRIRERREEEEER, EA”:w typescript”
BEEFESI— /XK.

« {£F emacs F1”M-x shell”, ”M-x eshell”, 3{”M-x term” KHAICRIZGHIE, FHC-x C-w’ BEHREBIIX
.

9.1.2 screen iI£F

screen(l) MERIF—NMNEIRE BT NHIE, L RIFIEFE shell HIZZIFHRTANERE. XER—MNAIA screen(l)
ERH=R.

1. ERB—MEENE,

2. EBENMEHIA LB screen,

3. {f£F AA c ("Control-A” %&7c”) £ screen FEIEMNEONITSMNMERF.

4. ¥ NA n ("Control-A” & "n”) RES 1 screen &0 [8l5E#k.

5. RA, MBPEBANLDR, EEANEEREEAMNTIE, MXLETHEFEERRR.
6. REJLABEIIEAI A RSB screen K&,

o BRI RRINE E

« A NA d ("Control-A” ##E7d”) AF L NZIEERREER

* %A NA DD ("Control-A” %&”DD”) 57& screen FRHER
7. IREFHERIE—MELEN (BHEARERILE ).
8. {f”screen -r” J35fl screen.

9. screen BARRAIEFM _ERIFTER screen @ OFFBEINGITIIER.

B
W RS EEREITT RN ERE, (RLUEE screen TEIEEEA, N AR AERFZEERILE—M#IE4 S
B17, HMEERREENERMLEE,

£ screen RIEE, RTHSRBINIFMBEREVMAT WAL XN HEFIEO, screen FIER KB REET /A
("Control-A”) fNEANE [NEFISH KBA. IEE - LEZNHORBEZICHE.

W2 screen(l).
£ tmux(1) , THESBRHSHINEE.
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BEYTEThRE 14ER

AN ? ERFFES (EREHE)

AA C EIE— R E OHF I BRENZE O
AA N v —1E0

AA P ERi—1&EH

AA O Zo=S&EMO

AA 1 15EM

AA W [EENGINIES

AA a FEREERARE Cul-A FHaiEad
AA h ESRiE ONEEIISE—XXHF
AA H Fia/ER Saim 02 XXEFIER
AR AX BIE L Tn (BRI

AA d ME&UwR 77 B screen S1E

AA DD D& screen RNEHELE R

Table 9.2: screen H241EFITR

9.1.3 TEEHRIENEE

£ 142 73, 2 RIDAFIRIEEE REINE, £ SCOPATH F mc iR,
MRIRERRMXATIRIET, MEBTNMABEREZ. T fzf REE, £~/ .bashrc EEEBETIIRE,

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then

. $FZF_KEYBINDINGS_PATH
fi
FZF_COMPLETION_PATH=/usr/share/doc/fzf/examples/completion.bash
if [ -f $FZF_COMPLETION_PATH ]; then

. $FZF_COMPLETION_PATH

fi
540 :
- (REEBRIMEIIREMAEE RN FER, MELEBA cd **” [5ik Tab, ABMMIERIEREERZ, WALDE

REE
12FMFER, kil s/d/b foo, BAEBEIRIERR, BIBAMAOZEREN cd, FERBESEANIRRZ,

« RE]ARSRAVMLENRIE, NGSHEEEmER— 1<, EMSITRIRM M Ctr1-R, RABRRERIERREN G
L. WMABRGLFNE, Ll vim d, BEEERED, FERXANEERERGEERNGS,

9.1.4 Readline 1%
—ULe5<S, bl /usr/bin/dash, ERVEGLSITAEYRIERES], BT rlwrap SEMNENY T B1TRLEENSEEAYIE
INIXFERIINEE,

$ rlwrap dash -i

XM —MER TSRS dash Bz, ERAZEM bash BIRIFIFME,

9.1.5 RHEIFENRDH

£ ripgrep B rg(1) %, ERBENRBRERIZSH, BHET—2 Lt grep(l) LERENENR, E
ZHRNBATHMRZ#Z CPU, FHENEREHMITIEERZIE—LEH,
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9.2 ZEfl vim

EREESE 1.4.8 TESJEAR vimQ) 5, iB1%1E Bram Moolenaar f9”Seven habits of effective text editing (2000)” &IE
R vim [ B,

@ VIR

RBEIFREFNIER, BAEZNEAIANRYTE.

9.2.1 RAARSFMHES] vim

vim BT RHEEBREZMNNE, B Ex-EXNGS, BRAENREEYE, thil set .. .7 KIRE vim I,

XL EX-ERANGS, ﬂgrﬁﬁF‘E’J vimre XIEBEBE, %17~/ . vimre” 8 git KIFHI"~/ .vim/vimrc?, XEB
ﬁ MNEE R, 1

colorscheme murphy " from /usr/share/vim/vim??/colors/*.vim
filetype plugin indent on " filetype aware behavior

syntax enable " Syntax highlight

"set spelllang=en_us " Spell check language as en_us

"set spell " Enable spell check

set autoindent " Copy indent from current line

set smartindent " More than autoindent (Drop/Pop after {/})
set nosmarttab " <Tab>-key always inserts blanks

set backspace=indent,eol,start ” Back space through everything

set laststatus=2 " Always show status line

set statusline=%<%f%m%r%h%w%=%)y [U+%04B]%21/%2L=%P, %2c%V

9.2.2 FIINERREFBET] vim

BT EEER, BI%EE vim-scripts 348, HHTII TEMIANBEIE Y vimre X, 88852 secure-modelines F{E 4%
#Y IDE,

packadd! secure-modelines

packadd! winmanager

let mapleader = " '/

" Toggle paste mode with <SPACE>p

set pastetoggle=<leader>p

” IDE-1like UI for files and buffers with <space>w

nnoremap <leader>w :WMToggle<CR>

" Use safer keys <C-?> for moving to another window
nnoremap <C-H> <C-W>h

nnoremap <C-J> <C-W>j

nnoremap <C-K> <C-W>k

nnoremap <C-L> <C-w>1

jJTEJ:EE’JBc%U?BEIEEﬁﬂL’ &7, LiRIEFEERE: Backspace-#7=4”ASCII DEL”, Delete-i#7=4"Escape

sequence”,
FHRE Vim REFBRERE git” fM7git submodule” IRFIEITIE, —MXHMEEG FHREBE K git ©F:
dot-vim %X E, 7R _ER2IXFEMAT:

« BII(EA git” #”git submodule”, RFAVF RBIREEL, LLUNii name”, #HEI ~/ .vim/pack/*/opt/name
FNZEARIM TS,

1ESHELFITERIEFIFF: ”Vim Galore”, “sensible.vim”, “#vim Recommendations” ...



https://www.moolenaar.net/habits.html
https://packages.debian.org/unstable/vim-scripts
https://github.com/osamuaoki/dot-vim
https://github.com/osamuaoki/dot-vim
https://github.com/mhinz/vim-galore
https://github.com/tpope/vim-sensible
https://www.vi-improved.org/recommendations/
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- W\@ITIENN : packadd! name {TEIFAFH vimre X, XLREEHE runtimepath,
« Vim ZHERMYIIECENEX LR EBE runtimepath,
- FEVRANRE, TRXEMNREWES, £/A”helptags ALL”,

ES{ER, EM"vim --startuptime vimstart.log” 55l vim R ELFREIRITIRFE & — S RIBFER
Bt al,

TEEEB R BEEIIMRIEIRE:

* Vim - TEARERIX AGRIEEE - Vim #l vim IR E 75 Lifih =
+ VimAwsome -- Vim {H{&7R
« vim-scripts -- Debian 3R €1: —4 vim BIARIUEE

BHEYERBIXASMA N2 REEMMEAXLEIMNIREEE vin, RERIBNEEERTNTGE,

FRHE B

‘help package fRRE vim X B

:help runtimepath fEFE runtimepath HLH]

:version RAEIRE, BIE vimre XHFHREE

recho $VIM WIFTE$VIM” AREN vimre XFREEEF

:set runtimepath? JHAREEMBGI TN X EFNER

:echo $VIMRUNTIME ?2{1?:'2‘2”$VIMRUNTIME” BAREMRERGRENGEITN

Table 9.3: vim BIFJRILIER

9.3 HUEICEMER

9.3.1 HEFEASTIFi#IEZ (daemon)

WS ERNIEFAE"/var/log/” Bx FAXAXHBINICKENRIE.
E—ANFERSHEXHNZRSZ L, A logrotate(8) KELBEXHHIEIE,

TS BVFERER systemd-journald(8) HERRSZ B G A RIERENRIESR, £ /var/log/journal”
BxXT.

{REETZM shell I ARIZREIEER systemd-journald(8) B, f#H systemd-cat(l) &<,
205 3.4 THE 33 1.

9.3.2 HES

XEREEMREDITIRYE ("~Gsecurity: :log-analyzer” £ aptitude(8) #).

EE
CRM114 IRHHES MR EIRMITIEEE, FH7T TRE ENRARNE . ©EEERIRARMEITEEPFEH, Btaens
BFHEER.

2vim-pathogen tB1R/R1T.



https://www.vim.org/
https://vimawesome.com/
https://packages.debian.org/unstable/vim-scripts
http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
https://packages.debian.org/unstable/vim-pathogen
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eSS TE KV | 5HER

Togwatch V:12, 115 2328 | A Perl EMHER TG, BHIHRIE
fail2ban V:103,1:116 | 2129 | ZEEEM S MAIEEIRR IP

analog V:3,1:97 3739 | web fR5538 El:uﬁ’FFr

awstats V7, I:11 6928 | EBAFIEGTEEMER web lRZBHE DM

sarg V1, -1 845 R squid ﬁa‘ffﬁﬂi%

pf logsumm Vi1, 1:4 109 Postfix HE&EFH

fwlogwatch V:0, 1.0 480 Bh KI5 E"ffﬁwﬁlﬁ

squidview V0, 1:0 189 B squid access.log X

swatch V-0, 1:0 99 BIENFREAN., a=MAEZNHEXFESR
crmila V:0, 1:0 1119 | Controllable Regex Mutilator #0157 3% fiREEIT 8 (CRM114)
icmpinfo V:0, I:0 44 EEICMP B

Table 9.4: KA HERFTIREYIER

9.3.3 TEHRINAHIENER

B0 more(1) A less(1) XFRINTIEF (B0FE 145 T 7 ) MATERMBAWBEXTE (80% 11.1.8
b ) AJURRIMERXARE, EERNRmES (S0% 146 7)) BRERN 1, BrEGMRS.

BR
F vim(l) FIEMS TIER BB view(l), “:set hls” FTUEAERIEZR,

9.3.4 TEHINEFBENER
“1s -1" Ea’v\ﬁﬁiAE’JE‘Jl‘ETﬁuEHHLT-$§‘%HRIJ&$1.=;IT1E (HEXPESNE 126 T7), “SLANG” TEEHELE
B, BEEAHEHM “SLC_TIME” E"$LC_ALL” FRTEE/E,

BMEESMELRMENAE RENEBURTFR{ERR C REERRRE ( 1ibce G ), HFIE1H, AREAI Debian £1T
IREARRIRIEIAE R, WTF iso-formates, Sl ISO 8601,

ZZD%MEE’JUEEXttHh.=.HiﬂE’JE‘I|Eﬂ$DEIH}LLa-Jf%‘b {RRZE@E “--time-style” &85 “$TIME_STYLE”
FERIREMEH#RE (2R 1s(1). date(l). “info coreutlls ’1s invocation’”),

S EE BSINE S EEEE: RS

iso & 01-19 00:15

Tong-iso EE 2009-01-19 00:15

. 2009-01-19 00:15:16.000000000

full-iso E{E +0900

BE=IMNE C Jan 19 00:15

BESIE en_US.UTF-8 Jan 19 00:15

BN es_ES.UTF-8 ene 19 00:15

+%d . %m. %y %H :%M EE 19.01.09 00:15

+%d . %b . %Yy %H:%M C3k en_US.UTF-8 19.Jan.09 00:15

+%d . %b . %Yy %H :%M es_ES.UTF-8 19.ene.09 00:15

Table 9.5: £ BFE#VER”1s - 17 ap S RIETEFI B AR B R EIF

B
{Re]LAERGB LB AR BERSITRHAKINER, (205 159 1)

alias ls='1ls --time-style=+%d.%m.%y %H:%M’



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
https://zh.wikipedia.org/wiki/ISO_8601
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9.3.5 shell F echo HIEI

REBS I LLURAY shell A echo BETBEF ANSI 2N FREREREE (SM“/usr/share/doc/xterm/ctlseqs. txt.gz”
=ik R+

$ RED=$(printf ”\x1b[31m")

$ NORMAL=$(printf ”\x1b[Om”)

$ REVERSE=$(printf ”\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}”

9.3.6 FHEMIMNGS

ASEXNIET, SONRLBIE, EBAREHSRHERER, BERN~/ . bashrc” EMAT TEARE.

if [ "$TERM” !'= "dumb” ]; then
eval ”"‘dircolors -b‘”
alias 1ls='1ls --color=always’
alias 11='1ls --color=always -1’
alias la='1ls --color=always -A’
alias less='less -R’
alias 1ls='1ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11='1s -1’
alias la='1ls -A’
fi

EAXERAGSH, EAMNBREBHEFECHEMEE, SHIAELTEexport GREP_OPTIONS='--color=auto’”
B, XHFEFIL less() ZEMTTHEHEFEIHE, HEAEEINEEHSN, REZEHGE, LEY
F7~/.bashrc” HIYAZE, "JBAER”--color=auto” {t&.

BR
EXERNIMED, BT TERM=dumb bash” iBF shell , {REEDS X FXLEHE RS,

9.3.7 IERImIERERNERIRMFIF

{REEMSIC R ImiE 28 B RV E B IRFONE,

WF vim, IFR FEIRE,

- 7qa”: ARIERBAFHIERBFNFEFR a”.
- YRAEER IR

« 70" ERICRBANFH,

- 02" PUTHFER"a IRE”.

¥ F Emacs, 5% T EE1E.

« ’C-Xx (7 FREX —TMREZ.

o - YREEERIRMF

« ’C-X ) EREN—NMRE

« 7C-x e”: IT—MEERZ.

M



https://zh.wikipedia.org/wiki/转义序列
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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9.3.8 & X MARERMNER

BLERETLMER X MARRFNE®R, 81F xterm 7R,

RHE TR R | EE
gnome-screenshot) v. 9 1507 | 1134 | Wayland
flameshot V:7,1:13 3364 Wayland
gimp V:50, 1:260 19877 | Wayland + X
X11-apps V:29, 1:456 2476 X
imagemagick [:321 176 X

scrot V35, I:65 131 X

Table 9.6: EIFZEIGAIET BFIR

9.3.9 IEREEXMHFHETE
BREMTI RSN DVCS HEBRICREE XA TEE Bufs EHIERFRE,

REEE TR L

etckeeper V:25, 1:29 164 gﬁﬁ%ﬁ?ﬁ ). Mercurial 8% Bazaar ( #7 ) RARTFRCE XA
timeshift V5, 1:9 3421 | &M rsync 3% BTRFS REHRGHRE TH

snapper V4,15 2351 | Linux XFRARREEETE

Table 9.7: iEREEE[HERIREBIIFR

RBRTABRAMASE 1023 HHRE,

9.4 H¥E. EHIFIEINEFIED

T2 Fr i nh RE BB 3 A 4 TARY T B M i A0,

R
procps BRMH TIFEEMMIME. EHIFEFENINENBMNERFINE. NS ERTEHBZER,

9.4.1 FFEFER

B R L IAAHIZRIR EEFE,

# time some_command >/dev/null

real OmO.035s # time on wall clock (elapsed real time)
user Omo.000s # time in user mode

Sys Omo.020s # time in kernel mode



http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
http://packages.qa.debian.org/g/gnome-screenshot.html
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
http://packages.qa.debian.org/f/flameshot.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
http://packages.qa.debian.org/s/scrot.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
http://packages.qa.debian.org/t/timeshift.html
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
http://packages.qa.debian.org/s/snapper.html
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LRG3 MITE KAV | 5EBH
coreutils V:876,1:999 | 18062 | nice(l): B EMIAERENET I ER
bsdutils V:560, 1:999 | 356 renice(l): HE— N BRIEETHHFENEERL
procps V:750,1:999 [ 2163 | ”/proc” XHEZRF T HE: ps(1), top(l), kill(1), watch(l), -
B B g . g
psmisc V404, 1785 | 909 /proc” XHEZRFGLH: killall(l), fuser(1), peekfd(D),
pstree(l)
0 L —=__ IO R E
tlme V:8’ 1:149 129 Eﬁlme(l). Efj’ | *E %v [== 2 | PRl Vi i
sysstat V:153,1:175 | 1785 sar(l), iostat(1l), mpstat(d), ---: linux KRG EETE
isag V0, 1:3 106 sysstat IR G RR ERIE
Tsof V:401, 1:943 | 482 Lsof(8): A" -p” EIFHE — N RAFIEFT ARG
strace V:12, 1:124 2875 | strace(l): IRERAZERFES
Ttrace V0, I:15 330 ltrace(l): IREREEVEFE
xtrace V:0, I.0 353 xtrace(l): IRER X11 EFimFIPRSS 25 im < [BIRIEE
powertop V:17, L2211 669 powertop(l): AR REREFERAER
cron V:856, :996 | 227 1RHE cron(8) IEASTIFE Iz ( daemon ) MAEILIT— 1 FizE
anacron V:383, 1472 | 92 FATFIEEX 24 NEHETREZHG LRI, 2 aon
= T ANE AT LR e — &l
at V109, 171 | 158 a\t(l?_:é?,_batch(l). A TMEENNERETESHEE RSN
HTiE1T
Table 9.8: IaIEFIIEGIFEF/EN T EYIR
HEMTRE BEMER
19 IR TERHTE
0 EFESNEBAFRERETE
=20 root AP IEE SRR RFETE

Table 9.9: IR ERIETIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
http://packages.qa.debian.org/a/at.html
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9.42 AEMER
HEMIER M ARRW —MEREMLBREE,
# nice -19 top # very nice

# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

AERLEAT, RsHRAERESNRAEMHE, NMERZXI M GHL.

9.43 ps@d

£ Debian 24t £ ps(1) as 2 BT 245 BSD #0 SystemV %HiE, BEITFIRBIERSHISHIZEDN,

ETY BRI GRS HIE
BSD ps aux E/R%CPU %MEM
System V ps -efH 7R PPID

Table 9.10: ps @& H#L2R
SWFER (FETH ) F#HIE, (REERIBIT”PPID” FERMIRHIE ID REEEAT.
pstree(l) ap ¥ B/RIFHIEN,
9.44 top @<
Debian 24 LY top(l) HBEFENEIE, BHTIRAHEEBNMNSIT A,
ER—IMREAMNLRERF. MoJAE TR L BREBINCHERER, K¢’ #RERIZER.
9.4.5 JIHH—MHEITHBINXG

fREen @ —NiETE ID(PID) R HZHETZFRBFTARIX M4, B0, PID o 1 #UHTE, A TEASGI
$ sudo lsof -p 1

PID=1 ®ERTF init 2.

9.4.6 [RIFtZF &TN

{REERZIRIRIZEFES), (£ strace(l), ltrace(l), xtrace(l) RIEFERFZIRATES. ERA. X11 ZFPHMARS
22im 2 B AViBIE,

Rix 1s SR SKIFR,

$ sudo strace 1s

VN
7L lusrishareldocl/stracelexamples/ & IR strace-graph Bl AR A L — MFERIRZ AL E
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9.4.7 RFERNXHEHMEZFIHIE

{ReT LA fuser(1) KIRBIHERAXERIHTE, G0, A TEHVARNIRAIH/var/log/mail. log” MM HFEFT
FO

$ sudo fuser -v /var/log/mail. log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

{ReILAFBRI”/var/log/mail. log” 2H rsyslogd(8) a<ITHHE A,
fReEJLAEIT fuser(l) RiRFIHFEAEREFHE, Hitl, A TEMNARIRZIEsmtp/ tcp” HMANETIZITH,

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

WEMRIERRIRARIZIT exim4(8) SRAIRIERER SMTP w0 (25) B9 TCP &E#.

9.4.8 fEREIEEREE —1Tar<

watch(l) EREERIREHRNIT -5, A2RFERBL,

$ watch w

ETRMENERERE, 82 HEH—RX,

9.49 FEHANAREIIRKREE G
BYMERERENXEREREE — e, B/LMGE, flil, LE2EER"* . ext”.
« Shell IBAAR (BRE 12.1.4 )

for x in *.ext; do if [ -f "$x”]; then command "$x” ; fi; done

« find(1) # xargs(1) BX&:

find . -type f -maxdepth 1 -name ’'*.ext’ -print@ | xargs -0 -n 1 command

« find(1) {ER” -exec” EIMHFMITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command ’"{}’ \;

« find(1) A" -exec” IEMHMIT— N EHY shell fIA:
find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”"command '{}’ && echo ’successful’” \;

LFEMIIFRAEASSLGEERHIXER (MBESE ), find() ESERAE, 20% 1015 7.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.4.10 M GUI Boi—MNiER

WF a5S1T5RE ( command-line interface, CLI) , $PATH METEFAIEEMBE RPE— P LEENBINEFSHK
17, 8WE 153 7,

Y F3B M freedesktop.org 5/ EIfZFE ~ 5 E ( graphical user interface, GUI) , /usr/share/applications/ B
RHH * . desktop XHEBNMEFR GUI EREEREHRTWENEM., M Freedesktop.org xdg ZERAKNF—1
481, 1Bid”/usr/share/applications/” T *.desktop” IR RIEIBER LR ERIFKE, BM) Freedesktop.org FR AR RE
INE, A xdg-utils 3B R AL HIBEM TN E, £ 01”/usr/share/doc/xdg-utils/README?”,

ZHAMBIF, chromium.desktop X#EHF “Chromium MLEXISEEE" EX THEXEM, BIMNEFLE “Name”, 12FH
1TRRIZFISEL “Exec”, FHERAMERR “Icon” F%F (81 SEEETHTE ), XEATWT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

XE—MRFBBEEE, *.desktop X TEEPEMHIES,
SEMIEIZE $XDG_DATA_HOME Fl1 $XDG_DATA DIRIFIBETE, %#/MFlF, 7£ GNOME 3 H:

+ RIRE $XDG_DATA_HOME, (1FfEFIERIA{E $HOME/ . local/share, )
« $XDG_DATA_DIRS #i%EH /usr/share/gnome:/usr/local/share/:/usr/share/,

EEBZ (20 XDG Base Directory Specification ) ¥ 27 BRI TR,

$HOME/ . local/share/ - $HOME/ . local/share/applications/

/usr/share/gnome/ - /usr/share/gnome/applications/

/usr/local/share/ - /usr/local/share/applications/

/usr/share/ - /usr/share/applications/

*

.desktop XHIERBXNMIAFIEX L applications BRPHTIES,

N
ERV—1MHPEBENXH GUI X8I, EE7 $HOME/.local/share/applications/ BERHHRM—4
* . desktop X4,

Wi
MLt NEEXLEEBRTI autostart BRHEI 7T— *.desktop X, M *.desktop XHHIEE
MiEFSEREMERINBoINIT. £ Desktop Application Autostart Specification,



https://zh.wikipedia.org/wiki/Command-line_interface
http://www.freedesktop.org/
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html

Debian & Fift 144 | 229

=7

MEMAE, WNISR7E $HOME/Desktop BRHEBI T —/ *.desktop XEHERKEIMEHEE M2 IF R EEINREDN
B3INEE, NSEEGRIEENEFSWMIT, EEE, SHOME/Desktop B RMXLMGBEMSBSIMEE X, &0
xdg-user-dirs-update(l),

9.4.11 BTEX#WEIIERF

—EREFERS—MEFEIEN. THREEXZIENTIE,

MAREFIEERS:

- GNOME3 £@E: “&E” - “&4" - “FAER" - “KANARER"

- KDE £H: ”K” - “Control Center 5|50 - KDE Components 28{4” — *Component Chooser £ {43 $%28”
- Iceweasel FGIgs: “miE" - “EHEM” - “NARER"

- mc(1): “/etc/mc/mc.ext”

540 “$BROWSER”, “$EDITOR”, “$VISUAL” F1 “$PAGER” XHFHIIELTE (20 environ(7))

BT EIa “editor”, “view”, “x-www-browser”, “gnome-www-browser” #1 “www-browser” XHHIFER
f9 update-alternatives(l) 2% (W% 147 1)

“~/.mailcap” # “/etc/mailcap” XHHIABTXETIZFH MIME 38 (£ mailcap(5))
“~/.mime.types”"F1“/etc/mime. types” HHIA B XKEX T MIME EEMZEYT EE (£0 run-mailcap(l) )

R
update-mime(8) & ¥ #i"/etc/mailcap” X 4, Hi (8] & A El"/etc/mailcap.order” X 4 (& L
mailcap.order(5)).

N
debianutils BEEIIRMH sensible-browser(l). sensible-editor(1) # sensible-pager(1), EA18I
NRINEIFANRIESE. 2 ITERMMNENEEREHBERIERE, FEIRIFEIZIFLE shell B,

N
RATEGUI (BFEFRE ) T mutt XHEMNESIANBAERREARIEENBRER, (MMZE&TER
HEMN—PGUI (BFAFRE) MAREEHIZE “/usr/local/bin/mutt-term” J{REEEIIIVEENA
=,

# cat /usr/local/bin/mutt-term <<EOF
#!/bin/sh

gnome-terminal -e "mutt \$@”

EOF

# chmod 755 /usr/local/bin/mutt-term



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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N

GUI (BB FRE) NARFEBRESNNEREMREETMIT, TEMEMNI *.desktop XHEEH
F Exec” MFZRAE XTBRITIBZ, MAIUERIERNBEBAZ kitty: ALRFENBALTARGEE, &
FA— ibus 3% fcitx5 RMIAEZLR, FIRIUWMTARAEIE—A shell BiA"/usr/local/bin/kitty”,

# cat /usr/local/bin/kitty <<EOF

#!/bin/sh

GLFW_IM_MODULE=ibus exec /usr/bin/kitty ”\$@”
EOF

# chmod 755 /usr/local/bin/kitty

X AN kitty B A F] LAk B 77 B AE~/bin/” B{'~/.local/bin/” B &, R E XL B F E'$PATH" H,
tt"/usr/bin/" BREEREE X,

9.4.12 RIE—NMHIE

£/ kil1(1) @I #HE ID RRIE (RE—MES ) —MHEIE
£/ killall(l) 2 pkill(1) BT #ERSHRFRECEERMBERFNES.
E51E E573 BME | IR

]
55
0 X | EHERDIGT
e
kill(2
&Ik
i
KIF
HiE
&Ik
rig i
Fhid

3
dump
core
&Ik
rigi
2yl
HIE

~—~

1 SIGHUP N&imr &R (SR )

MR R (CTRL-C)

2 SIGINT

3 SIGQUIT MEZEIEE (CTRL-\)

9 SIGKILL AE]PHEM kil 55

15 SIGTERM B HPEEMLILES

Table 9.11: kill Gs £ E FHE SR

9.4.13 EBRESHIEZRHE
B1T at(1) AL REH— XM TIF.

$ echo ’'command -args’| at 3:40 monday

9.4.14 THHESLHE

£ cron(8) SKHITEMESZHE, 20 crontab(1) #1 crontab(s).



https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix信号#SIGTERM
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REEBIEA—NEBEBAFERBIT—1#IE, bW, foo {EMA”crontab -e” ML BIE— 4 crontab(5) X
%”/var/spool/cron/crontabs/fo0”,

XER—/ crontab(5) X&) F,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%¥Where are your kids?%.%%
23 */2 12 * echo ”"run 23 minutes after ©am, 2am, 4am ..., on Feb 1”
5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

N
WL IEELNCITIR S, TR anacron REEREMNMITARMNG S, SSEBONEBNNNEET, FF
AFEHEERREEE, 20 anacron(8) #1 anacrontab(s).

N

WFENRBLEP B A, REEB U root Ik F E KB 1T, B1X K Ml & 8 A"/etc/cron.hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8{’/etc/cron.monthly/”. XLEMIAMH1TASE], BT LAE
i$"/etc/crontab” #I”/etc/anacrontab” REHI,

cron [ &5F#i#TE ( daemon ) N1FTERT, Systemd th B IRBY (BT XIE T2 FRVRRBE S9N, / 1ib/systemd/system/apt
# /1ib/systemd/system/apt-daily.service B3I EXH apt FH{TEN, S0 systemd. timer(5),

9.4.15 AIlt-SysRq &

& Alt-SysRq (PrtScr) AERIR— M FEIZR, #HITAIBWNWRAN2IZH,

Alt-SysRq Z f5HV5E 1T R%ER

K kill RZE7E SR EIEFIE ERFTBHIE (SAK)

S sync [ Z RIFFTE ERERIIXE R G FKE R BIERIT
u ERARIEANERABCERIIXEZRS (umount)

r 7 X Bimla, Mraw Bn ke B

Table 9.12: E&M SAK S HETIR

EZ{EESN Linux AZAFPEERFM » Linux Magic System Request Key Hacks

R
M SSH £Kix%E, {REcE2iEL[E"/proc/sysrq-trigger” EAARABRER Alt-SysRq 45, #1180, M root shell
BRfFiz{Techo s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3K syncs 1 umounts

TR EEHIIGR L.



https://zh.wikipedia.org/wiki/Systemd
https://en.wikipedia.org/wiki/Secure_attention_key
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
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B &l (2021) Debian amd64 Linux %A /proc/sys/kernel/sysrq=438=0b110110110:

- 2=0x2 - BREHIEBERIIEE FTH)
* 4=0x4 - BRBEES (SAK, unraw) FTF)
« 8=0x8 - BR#HIZIFIX4Ef#E ( debugging dumps of processes ) &, ( X )
*+ 16 =0x10 - 2 sync % (FTFH)
. 32=0x20 - BRARIZEHEH (FTH7)
* 64 =0x40 - BA#TEES (term, kill, oom-kill) (X #])
* 128=0x80 - RFER. KHAERIR (¥TF)
* 256 = 0x100 - SIFIAEEFTE RT (320 ) ESMAER (FT7)

9.5 ARFLEIFRIT

9.5.1 HERKRE?
(RETLAEE FEMN RSB RERGKE,

« who(1) B REERERAEM,

- w(l) BREERERAE@E, MITEEEMMT 4.
- last(l) ERAFREERMNIIE,

- lastb(l) ERAFREHERERNIIER,

R
"/var/run/utmp” #1"/var/log/wtmp” FEXHFMAFER. £7 login(1) #1 utmp(5).

9.5.2 ZEEMEA

R ABE FTEMNAEA wall(l) AERRGNE—MAKRZEEE,

$ echo "We are shutting down in 1 hour” | wall

9.5.3 W7

¥ F PCI 1% & (AGP, PCI-Express, CardBus, ExpressCard &), —FFI8FAEA Lspci(8) (iFMNLE”-nn” EIN) #HITHEM
R F,

LE4h, {RETBAEIE 1% /proc/bus/peci/devices” BEEMA BN 5 /sys/bus/pci” FTERA B R RFHITIEG
105 (BRE 1.2.12 ).



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC卡#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
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RG] TATE XAV | iRER
pciutils V:232,1:991 | 212 Linux PCI TH: lspci(8)
usbutils V:72, 1:865 320 Linux USB T HE: 1susb(8)
nvme-cli V:11,1:18 1486 Linux NVMe T E: nvme(1)
pcmciautils V:7,1:11 91 Linux PCMCIA T E: pccardct1(8)
scsitools V0, I:2 375 SCSITEHFEETHEE: Isscsi(8)
procinfo V0, 1:8 132 K*/proc”: 1sdev(8) SAE ARz 5
Tshw V:13, 1:91 919 BHEERE: Lshw(l)
discover V:39, 1:955 98 EERGIZRS:: discover(8)

Table 9.13: #E4iRAI THYIR
ERESI) ATE K/ [ HBH
console-setup V:96, 1:966 428 Linux FHEIEFHFMBERTE
X11-xserver-utilsy. g1 1500 | 576 | X FREIETE: xset(1), xmodmap(l)
acpid V94, 1170 | 154 BRI IEEMERED (ACPD) BN ANEETIPHEE

( daemon )

acpi V:10, :157 | 47 ERACPI REZFEENIE
sleepd V:0, 1:0 86 FEEZECATHE, FEFARERESHNEETIFPHE (daemon)
hdparm V:206, 1:383 | 256 WEBRRE (BUE 969 M)
smartmontools V:196,1:244 | 2199 | €A SMART. EalFl a7 E R %
setserial V4, 1.7 103 ROEETHE
memtest86+ Vi1, 122 12687 | ATFREHFEETIESR
scsitools V0, 1:2 375 SCSIEHERETESE
setcd V:0, I:0 37 FEIKA )L
big-cursor I.0 26 X ZRARIKEIR AT

Table 9.14: FE4ECE T BEIzR



http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
http://packages.qa.debian.org/n/nvme-cli.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
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9.5.4 MEHECE

& GNOME #] KDE XEMKEFREHRE, BAXMBOBHHEERNEBEIRNNEFEETREREE, BHE
—EREEC(INEMAN, BR—IFHNES,

iXE, ACPI 2Ntk APM iR EIR R HFHES.

TN
MARRFER CPU MKIREEINGE, REARMKIER acpi_cpufreq EIEHY,

9.5.5 R4S |E)FORE4ERT (8]

THEHIRERZMEEETEJ9: MM/DD hh:mm, CCYY.

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian % ZRIEY (818 2R A MET (8], {BREMART(EE R EH UTC(GMT) A&,
WSRAEART AR E ) UTC AtjE], &7 “/etc/default/rcsS” BMEIZE “UTC=yes’,
THEREFEE Debian RAAEERAITX,

# dpkg-reconfigure tzdata

MRIFHFEBIMEREH A LRI E], ZEEER ntp, ntpdate # chrony XX R HA) NTP AR5,

N
7 systemd T, 2ffA systemd-timesyncd REZXHITMEEE]EY, S0 systemd-timesyncd(8).

SN THRE.

- FaRfAEY[E]FN B EAZEIE HOWTO
« NTP NHAREINE

« ntp-doc &

BR
£ ntp BE@EM ntptrace(8) BERRIREE NTP IREZHEZEFRIRIR,

9.5.6 RiIRACE
BNANAGTLARREE B FAFESHIEH ncurses(3) RAINEE,
« “/etc/terminfo/*/*" Xt (terminfo(5))

« “STERM” IMETZE (term(7))
« setterm(l)., stty(l). tic(1) #0 toe(1)
R xterm #Y terminfo ¥¥3E Debian B xterm RNEEMER, M H{RMIZIZERE] Debian R4ART, (IREZNTIRIVR IR

KA“STERM”, W“xterm” BRI INEESZPRIVERA ( FltN“xterm-r6” )L EZRAES M “/usr/share/doc/libncursess/F
£ “$TERM” @A,



https://zh.wikipedia.org/wiki/高级配置与电源接口
https://zh.wikipedia.org/wiki/高级电源管理
https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
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9.5.7 EEEMIZE

BATFWAEN Linux ERREZENEFHB 5% Linux FEHRZAR ( Advanced Linux Sound Architecture, ALSA) R{it,
ALSA IRt TRE ZHIN FAREEZR S (Open Sound System, 0SS ) HIIRIER,

NMARGERNAHEENARANERIAONEFTIRE, tIUBTE—EiRELESRSBEALERIARIEN., B,
PulseAudio, JACK # PipeWire # FH{FEEHIRSZBIHHA L. S0 Debian EEE S TIH FEISMIB N,

BNRITHNRERREEERE - MERANEFESIE, BMINARFERNETSI B MR ERINENEFER

5535,

BR
A “cat /dev/urandom > /dev/audio” B{ speaker-test(l) KMiXinEzE ("CELE),

BR
MRMRTERRES, BERIZESRTEERD T —MEaht. IKNESRAEFSHt, alsa-utils K
BIFR alsamixer(l) A RIFIHEEEFSFFHZTIRE,

RHEE TITE XN [ REA

alsa-utils V:317,1:459 | 2537 | BEEFN{FER ALSA R TH

0ss-compat Vi1, 17 20 £ ALSA FE&RZ&E 0SS, s “/dev/dsp not found” iR
pipewire V:253,1:309 | 111 SN IE S [ E Z IR AR 55 U - TTERIEEL
pipewire-bin Vi264,1:309 | 1607 | EMFFARIES [ ZESIEARS IR - SMRESGSTER
pipewire-alsa V:66, [:111 204 ORI IE S| EE 2 R R AR S50 - KB ALSA RIS AR
pipewire-pulse | V:108,1:154 | 48 AN IR 22 fR55iR - fX& PulseAudio FIESHARSS
pulseaudio V:288,1:347 | 6462 | PulseAudio PR im

Tibpulse® V:395,1:576 | 969 PulseAudio & FimE

jackd V:2,1:20 9 JACK Audio Connection Kit. JACK) fFR% 28 (1REE )
libjacko V:1,1:10 329 JACK Audio Connection Kit. JACK) E (KR )
Libgstreamer1.0-Py. 1o 1567 | 4441 | GStreamer: GNOME FSE53| 8

Libphonon4qt5-4 1 y.73 1163 | 572 | Phonon: KDE FEE3|%

Table 9.15: BEEHHEE

9.5.8 XFREERIF
XARERP, GRATENGS.

78 e

Linux =815 setterm -powersave off
X&O (RXAFRSRF) xset s off

X &M (XM dpms) xset -dpms

X&HO (FERF GUIEE) xscreensaver-command -prefs

Table 9.16: X AIREFRIFEHSIIR



https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
http://packages.qa.debian.org/p/pipewire.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
http://packages.qa.debian.org/p/pipewire-bin.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-alsa
http://qa.debian.org/popcon-graph.php?packages=pipewire-alsa
http://packages.qa.debian.org/p/pipewire-alsa.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-pulse
http://qa.debian.org/popcon-graph.php?packages=pipewire-pulse
http://packages.qa.debian.org/p/pipewire-pulse.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4qt5-4
http://qa.debian.org/popcon-graph.php?packages=libphonon4qt5-4
http://packages.qa.debian.org/libp/libphonon4qt5-4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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9.5.9 X[AEIBE

BRI LAE R iRV IR A 2Rt IR R X USSR, 1B pespkr WAZAERHHFR, el AR S,
bash(1) BZIf readline(3) F2FF, HiBRIEZEFH (ASCII=Y) BY, Bak4E, TEHVRIEIGEIELSE,

$ echo "set bell-style none”>> ~/.inputrc

9.5.10 WNEEMA

SHRKE, XBEEHmME] AN EREBEAFNERER.
“/var/log/dmesg” HFHIAZBINEEER T TRAREFIERE R,
« free(1) l top(l) B REEGITHRATRERRNEXEE,

TER—MIF.

# grep ’'\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
{ReJRER B EF IR “dmesg B5IRR free J7 990 MB, (M free -k &51F4/F free Jg 320 MB, XESK T #83T 600 MB «++++- "

FUFEL “Mem:” XITH “used” BAMMELAK “free” H/NMIME, HEEN, MMEEEEME TEMNBN (ELEH
FlFHFE{1R 675404 F1 321780 ),

3+ FFHI MacBook, B 1GB=1048576k AZ ( B TR ZHAE—L), HEBIUT,

& NN

dmesg H total FIR /N 1016784k = 1GB - 31792k
dmesg FAHY free 990528k

shell FHY total 997184k

shell FHY free 20256k ({BEBREIH 321780k )

Table 9.17: REHRFKR/N

9.5.11 ZAALTELMINTEBMUKRE

ERENARAREIFFTERSREMTNARE, SHEWINRIEERER,
WFRALZELUMTEMNRE, FEEZENTEXLEHEHLA,
« debsums ##EE, S0 debsums(1) F5E 2.5.2 75,

« chkrootkit %8, £ chkrootkit(1),

 clamav E4EXKIK, £0 clamscan(l) 1 freshclam(1),
« Debian security FAQ,

* Securing Debian Manual,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-howto/
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LRG3 mITE KAV | iEH

Logcheck V6, 18 110 ;fz})ﬁi:&%% (daemon ), BREGHEXHFHNEFEETMHER
=20 EIEJ'_'\

debsums V:5, 1:36 98 SCHER, A MDs REBN B ER NGB FHITRE

chkrootkit V:7,1:18 924 rootkit 1& MER &

clamav V39, 1:47 28695 | Unix MR ASXAEF—aSIRA

tiger Vi1, 122 7800 | WERGZLRE

tripwire V2, 1:2 12088 | MXHFFIE R EMERIMER &

john Vi1, 1:9 471 FHEMZEEEE TR

aide Vi1, I:1 289 BRANEINER N —FF S 3 Fl

integrit V:0, 1.0 2659 | XEREHRIIIER

crack Vo0, I:1 152 ZRENFER

Table 9.18: BT RAREMMTEMUMENTE

TEHR—MERAMA, ARQNEIFETE AT SR EHIRXENER,
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

AV
@ HT debsums G E(ERAARMFIER MD5 R, ALLEMNTER L, BAETEBERAZTSHEEN
TH,

9.6 ZIETFEIIS

{&£A3 live CD B, debian-installer CD ISR BRIV RS, 7] AILIRE B EFEE RRB IR EMNRIETE.
MRIREFE GUI (EIZAFRE ) RERA FMREMNER, AR ENEITIRIER, (Rl 8FEMar<1TF L umount(8)

IXUEG

9.6.1 MWE=TEFEAIE
FEARZS R MYE RS R T A& mount, coreutils F xdu R EIR HERVFEF RIF(EL:

« mount(8) B RFTEEHNXG RS (= ).
- df () IREXHRAERER (8],
. du(1) IR B R ERNERTIE,

B
{RRTLAYE du(8) BVt £ 4iZA xdu(1x), REAEMERRENER, HlE0 “du -k . |xdu”, “sudo du -k -x

” kh- A-I-

/ |xdu” FF,

9.6.2 MWEENXEE

WFEEOXEE, RE fdisk®) HINHRINENEE, (BR parted(8) TRERERFEEH,



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Live_CD
https://www.debian.org/releases/stable/debian-installer/
https://zh.wikipedia.org/wiki/Disk_partitioning
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Zh/ PC FHZHAES|S18% ( Master Boot Record, MBR ) AR, HBEEN7XHBEREEFE—1MEKX, B LBA BX
0 (512 F% ).

—iteEE s —al REMED (Unified Extensible Firmware Interface, UEFI) BJiE{X PC, BI3EE T Intel 89 Mac, {EH
2 FHE—IRIRH X R ( GUID Partition Table, GPT) AZER, BEHXBIBEAMMREEE—1BEX.

RE fdisk(8) — ERMEE7XMinETR, (BIIE parted®) BRTE,

R WTE X | iER

util-Tinux V:875,1:999 | 5247 | EMARZTH, BE fdisk(8) I cfdisk(8)
parted V:398, 1:561 | 122 GNU Parted, BENXAEERF

gparted V:13,1:104 | 2175 | &7 libparted iJ GNOME 5 X ZmiEIEF
gdisk V:311,1:506 | 885 FF GPT/MBR HAEFHEEN X REIZF
kpartx V22, 1:34 75 AR XEINRZREER

Table 9.19: RN XEIBRHEE

VAV
@ RE parted(8) Bt REAREIZTIFR XU R %, BEALEFRIFNEINIARMILEESELLS, I
0 mkfs(8) (mkfs.msdos(8), mkfs.ext2(8), mkfs.ext3(8). mkfs.ext4(8):-- ) ¥ resize2fs(8),

B

JTTE GPT #1 MBR Zialt]#k, MREZEEMBRASLNLMRPHIAST (S0% 986 1) HER “parted
/dev/sdx mklabel gpt” % “parted /dev/sdx mklabel msdos” RiZREBE. i&ifE, XEFEMAM “msdos”
=BT MBR,

9.6.3 {#F UUID ifa]n X

REEMEERK S X BIFEN RSP TRERA N X =ERNRNRT, BIRRICAEAR— UUID XKij
e, MRIFEZ/MERFH BIRRY BIOS/UEFI R BLAEN]—HIIRERMIE, £ UUID BRHEANER,

« mount(8) EHHE “-U” IR UEAUUID RiEH —MRIRE, MANERMIIXERZFR, a0 “/dev/sdas”,
« “/etc/fstab” (£ fstab(5)) RILAER UUID,
 BIEINFIEF (5 3.1.2 T) HEJLAER UUID,

-UIN
fREJCAER blkid(8) KEE—MFEIRIZERI UUID,
You can also probe UUID and other information with "1sb1k -f”.

9.6.4 LVM2

LVM2 2—4FB7F Linux AZIBEE SIS, FH LVM2 HiE, BEHOX o UEIBEEiEE FRERYIBER,
LVM B TIEK,

* Linux AZHENIREIREYSZH ( Debian AZERIASZHT )
- AFBEXIREMREZHE (1ibdevmapper* 348 )



https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
http://packages.qa.debian.org/k/kpartx.html
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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- AFPBEEX LVM2 TH ( lvm2 3R&8)
15 M FEAY man FHFHIE T #E LVM2,

« lvm(8): LVM2 M HIRIERZNIZ (FIHTHRE LVM2 <)
+ lvm.conf(5): LVM2 MR & 324

- lvs(8): MEZBESHHEXER

- vgs(8): IREHHEMNEXER

- pvs(8): REMEEBHEXER

9.6.5 NHRAELE
3 F extd RS, e2fsprogs BIRHETEIITE,

- mkfs.ext4(8) IR extd XHFRGR

- fsck.ext4(8) IEBFEEIME extd X RS

« tune2fs(8) BB E extd X RLAHIBLRIR

- debugfs(8) REXAIIFIR extd X R L. (EF undel s RIRE ELMBRAISIH.)

mkfs(8)#0 fsck(8) S 2H e2fsprogs BN, REMXHRAE X ZFIAIRK.(mkfs . fstype #l fsck. fstype).
I F extd XHEZRL, ENIR mkfs.ext4(8) # fsck.ext4(8) (ENHMFE5E1ER mke2fs(8) F e2fsck(8)).

Linux ¥ E— M XHRE, BREUNGS,

nHEe ATE KN | REA

e2fsprogs V:742,1:999 | 1496 | ext2/ext3/extd XERGTH

btrfs-progs V:45,1.72 4851 | Bufs XFRZ TR

reiserfsprogs V:12, 1:26 469 Reiserfs X R GZ T E

zfsutils-linux | V:28,1:29 1615 | OpenZFS XEHERZTH

dosfstools V:180, 1:526 | 315 FAT X Z%Z T E. (Microsoft: MS-DOS, Windows)

exfatprogs V:25,1:318 | 281 exFAT XFZRZTEH, H=EZF,

exfat-fuse V:7, 1:159 73 FUSE 1%5 exFAT XEZH % (3K 5,

exfat-utils V:5, 1:148 231 exPFAT XEZRG T H, H exfat-fuse FIFEE IR,

xfsprogs V:23,1:.97 3476 | XFS XHFZRZTE. (SGL: IRIX)

ntfs-3g V:196,1:506 | 1470 | FUSE 15 NTFS XF &% (74K : Windows NT------ ) ¥z,

jfsutils V:0,1:8 1577 | JFS XHER%Z T HE. (IBM: AIX, 0S/2)

reiser4progs V:0, I.2 1367 | Reiserd XEZRZTE

hfsprogs V:0, I:5 394 HFS 1 HFS Plus X &G TE. (Apple: Mac OS)

zerofree V:5,1:128 25 18 ext2/3/4 XER G EE AR E RENTEF
Table 9.20: X RAEIEBIIR

R

Extd XHRFAR Linux RAELEARNXEGZR S, BIEEERRXINEHRS, RIEGFBEIFHVIERRER,
Btrfs IRZSBEASTE Debian wiki on btrfs 1 kernel.org wiki on btrfs £, T#EALEIER extd XERFEZBHT—4

RN R 42

—ETBAIBERE Linux RIZZHIEA FARIXAGRE (B0% 9.8.2 ).



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon-graph.php?packages=e2fsprogs
http://packages.qa.debian.org/e/e2fsprogs.html
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/btrfs-progs
http://qa.debian.org/popcon-graph.php?packages=btrfs-progs
http://packages.qa.debian.org/b/btrfs-progs.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon-graph.php?packages=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/zfsutils-linux
http://qa.debian.org/popcon-graph.php?packages=zfsutils-linux
http://packages.qa.debian.org/z/zfsutils-linux.html
https://zh.wikipedia.org/wiki/OpenZFS
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/exfatprogs
http://qa.debian.org/popcon-graph.php?packages=exfatprogs
http://packages.qa.debian.org/e/exfatprogs.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-fuse
http://qa.debian.org/popcon-graph.php?packages=exfat-fuse
http://packages.qa.debian.org/e/exfat-fuse.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-utils
http://qa.debian.org/popcon-graph.php?packages=exfat-utils
http://packages.qa.debian.org/e/exfat-utils.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
http://packages.qa.debian.org/z/zerofree.html
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://wiki.debian.org/Btrfs
https://btrfs.wiki.kernel.org/index.php/Status
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9.6.6 NHARGEIEMTEMENE

mkfs(8) 7 Linux R LEIBXH RS, fsck(8) <L Linux RE LRI R ATTEMRENEZETEE,
EXHRGACIRIE, Debian IAERKIANEHAERNSIT fsck,

VIR
EELEANNXHERA LIBIT fsck , —MEARALEHY.

<N

7£7/etc/mke2fs.conf” BigE"enable_periodic_fsck” F{#EMR"tune2fs -c0 /dev/partition_name”
RERAEHBN 0, ErJLAEERE, ik root XERABEEANMBEXGRA L, T2MEIT fsck®) m2.
£ mke2fs.conf(5) #1 tune2fs(8).

MWEIIARHEEITH fsck(8) L 4R, FJLATE"/var/log/fsck/” BRTEE,

9.6.7 BHEHIENMMAXERSA

“/etc/fstab” REESTEMNBSXEGRERE. H0,

«file system» «mount point» «type» «options» «dump» «pass»
proc /proc proc defaults 00
UUID=709che4c-80c1-56db-8abl-dbce3146d2f7 / ext4 errors=remount-ro 0 1
UUID=817baeb6b-45d2-5aca-4d2a-1267ab46ac23 none swap sw 00
/dev/scd0o /media/cdrom@ udf,is09660 user,noauto 0 0
B
UUID (8015 9.6.3 1) aJABK—MANRIZE R (FIa “/dev/sdal”, “/dev/sda2” - ) KiRFI—4
HRigE,

M Linux 2.6.30 #2, WZBIEKINITAHRIRM relatime” &I,
£l fstab(5) ¥l mount(8),

9.6.8 BTN (superblock) MILXHERS
— N ERGHSHERTLAER tune2fs(8) A iBITBIIREKM 1L,

« H1T “sudo tune2fs -1 /dev/hdal” BJLAER “/dev/hdal” FHINXHRZEBRHENE,

« }1f77’sudo tune2fs -c 50 /dev/hdal” i¥%”/dev/hdal” XERFZENRE FERNRIT fsck) 5K R 50
Raoh.

« 117 “sudo tune2fs -j /dev/hdal” SANERFERINBEINGE, BN “/dev/hdal” BIXERFEM ext2 ik
A ext3, (WREFHMXERFXAM, )

« 117 “sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal” 7E
“/dev/hdal” EIFEM ext3 & extd, (WREHMAFXAM, )

B
RE tune2fs(8) MBFR XM, BENMNEERT ext2 XGRS, tHEERAT ext3 # extd XIFRA,



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
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9.6.9 MEREMIL

Ee
EATERRE 281, BREFWEAFEIZ hdparn(8) 4 man TR, EHXTEANMERELS
Y CEPN

{ReTLAEIE “hdparm -tT /dev/hda” EMiX “/dev/hda” WEEMAIELEE, WF—LEER (E)IDE EEMNELE,
{ReJLAER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” REH “(E)IDE 32 iik#5". BH “using_dma flag”.
1®RE “interrupt-unmask flag” FHi&E “multiple 16 sector I/O” ( f&B& ), MMINEIELZ S 0)EE,

{ReTLAi@E “hdparm -W /dev/sda” KX “/dev/sda” RIS ANEFINAE, (REJLAERA “hdparm -w 0
/dev/sda” XHBANEFINEE,

X EE CD-ROM IR, {REJLAERA”setcd -x 27 BEEEE, RiZENAZELSER CDROM HE,

9.6.10 [EXMWEEMML

EZRER (Solid state drive, SSD) BRIB] LA# B zhi&il,
£ /etc/fstab B, BSEMHIBRZEH D7 tmpfs”, IR RN 501K BE LEFE B IREE,

9.6.11 {E£FH SMART FFE 2 4=
{ReILAE 3R ZA SMART BY smartd(8) [E&A ST E ( daemon ) RIGIEFICRIFAVRER,

1. ¥£ BIOS H/2F SMART IfJgE,

2. T¥% smartmontools BGH,

3. BT df (1) S HERIRENFIRFIEN L,
< IEBRIRIREEIERFER R “/dev/hda”,

4. }E “smartctl -a /dev/hda” B9, & SMART IEERBERH.
- NE%H, @it “smartctl -s on -a /dev/hda” BATE.

5. B FHAREIT smartd(8) FESTIP#FE ( daemon ),

. jHF& /etc/default/smartmontools” X+ “start_smartd=yes” BT,
- BT “sudo systemctl restart smartmontools” EH/E5) smartd(8) FASFIF#HFE (daemon ),

"R
smartd(8) [F&ASTIP#HIE (daemon) TJLAfER /etc/smartd.conf XEFHITEENX, XEFEESTHIMWES,

9.6.12 &< $TMPDIR IEEIGRNZ(EE =

R FfEF—MRIEIGEIFAER R “/tmp” TEILIGR XA, MNR “/tmp” RERBHIZE, fRFTNEL $TMPDIR B8
RAEFEE R FER R,



https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/S.M.A.R.T.
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9.6.13 BT LVM ¥ Ee] HEE=(E]

TELEM GBI Logical Volume Manager iZ48&EI2 (LVM) (Linux $tf) EMH KX, ENRIUBESNBETEHY R
Bk BRI AREERND, MAREESNEEIRE LHITRENENRLE,

9.6.14 BIHIEEHF— N XRY B AEEZE

MRFE—ANZHDE (FIE0 “/dev/sdx”), REJBAEER mkfs.ext4(1) HERIL, FEM mount(8) FEEHE!
MEEESZENE R, (FFEEHRBBERE. )

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t ext4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

N
REPTDOERFEH — PN SWERGXE (BUF 9.7.5 ) FA—MEHMRE (B0E 9.7.3 ), LIRIERRE
FESkEE PRz i iERI B N mIE M,

9.6.15 &iT “mount --bind” E#HH—MERKY RIAFMEZE

MBERES— MNP XEE—MEBIAZTEMNZEER (W “/path/to/emp-dir”), fRAILABEEESB “--bind”
EINEY mount(8), FEHEHR —MFBEEESTEHEZR (FHIW “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.6.16 iEiT overlay %} ( overlay-mounting ) 53— MNE &K B BFE=(8)

MRMBES— NP EXXRPETHNZE (FI0, “/path/to/empty” F1 “/path/to/work”), {RRJUAEEFE
— MNERFERIGREEZEZEMIBNIBE R (FI90, “/path/to/old” ), EiXHEM, REZERT Linux 3.18 kA
%ENE TR A ( X¥RZ Debian Stetch 9.0 B EFTARAS ) #Y OverlayFs,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” 1 “/path/to/work” NiZ{IFe[iEEH5SX, NMmEEBEAN “/path/to/old”,

9.6.17 (FHMNSHtEY B AEEZ(E

( : ) RRAAYIY)
XR—NEFANME, REREGEBE “RifEER" NeERKERETIE, BMEER XA “i#*
] A9ERE,

MRMBES—IHEXBE-NEEITAZRMNZER (F1W “/path/to/emp-dir”), fREICAERA In(8) I H R
F— M SHEE.



https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://en.wikipedia.org/wiki/OverlayFS
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sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

D we

AN EHRAEEMER (FII0 “/opt”) £ “BHEHBER", IHNBEERRAA LN TESKRES.

&P B BB P

9.7 MHEMREZ

BAEX B AR R MAVIRIE,

9.7.1 HIfFREEIREXIF

—ANREFHIZE (FI90, BTA SCSI HAEIT ATA i&%& “/dev/sdb”) RIMRMKSIH “disk.img” BJAfER cp(l)
5% dd(1) BT FHH NN

# cp /dev/sdb disk.img

# dd if=/dev/sdb of=disk.img

&4 PC i F* IDE 2 FE—BXMESIZIER (MBR) (SME 962 1) MHEEMEETUMER ddQ) @EiL T
HFEI,

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

“mbr.img”: HAEHKXEN MBR
“mbr-nopart.img”: RHEH XK MBR
“mbr-part.img”: {X MBR XK

INRAREF SCSI AT ATA IREIFAHBINER, (REEMEMA “/dev/sda” &K “/dev/hda’,
MRFERUFIREREN—MER S XARE, RFEMEM “/dev/hdal” FER “/dev/hda”,

9.7.2 HEBAEE

HAR BRI “disk.img” STUBEE FAARXNBEANE — AN LER/NIRFHIZS (W0, FZ4 SCSI i&&
“/dev/sdb”,

# dd if=disk.img of=/dev/sdb

i, EE**—":’\EM&{%SIFF partltlon img” FJBE T AFRBEAZLERNMIKREHSX (Flg, EFZ4
SCSIiZ&ME— MK “/dev/sdbl”),

# dd if=partition.img of=/dev/sdbl



https://zh.wikipedia.org/wiki/Master_boot_record
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9.7.3 IEFMIEMEGENHE

FIAEREMREZEIL T ARNERNHAE 22 XREIEERE “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/1loop®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
.hack...hack...hack

# umount /dev/1loop0

# losetup -d /dev/loop0

ATLAREIE AT SR,

# mkdir -p /mnt/loop®

# mount -t auto -o loop partition.img /mnt/loop®
.hack...hack...hack

# umount partition.img

I AMEA BIFRE HHES 2N XMERE “disk.img” WBNMHKX, BERERRE
NEEEL FIARNERREE,

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

MERMREFIUEERZIX 16 MK,

# losetup -v -f disk.img
Loop device is /dev/1loop0®
# fdisk -1 /dev/1loop®

Disk /dev/1loop®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: ©x452b6464

Device Boot Start End Blocks Id System
/dev/loop0Opl 1 600 4819468+ 83 Linux
/dev/1loopOp2 601 652 417690 83 Linux
# mkdir -p /mnt/loopOpl
# mount -t ext4 /dev/loop@pl /mnt/loopOpl
# mkdir -p /mnt/loopOp2
# mount -t ext4 /dev/loopOp2 /mnt/loopOp2
...hack...hack. . .hack
# umount /dev/loopOpl
# umount /dev/loopO@p2
# losetup -d /dev/loopo

B, {RIBEICMER kpartx IREE ) kpar tx(8) B3I 18 ZMEHE & KA ERIER,

# kpartx -a -v disk.img

# mkdir -p /mnt/loop@p2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop0Op2

# kpartx -d /mnt/loop0®

RN E?

2K, EibF



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
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=z
R

Rt e] MERBEMZZ M ARBERMRIT MBR F, REHIRMEBRGHNENDX, EXENESHHE,

9.7.4 EIBMIEMENHE
EATENAR, —MHEBEXHdisk.ing” e BT EE 2MBRIIH, R — T @005 B

&”new. img”,

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

# umount new.img

# umount disk.img

MR “disk.img” fiITF ext2, ext3 % ext4, {RIEJLAG T EBMEER zerofree RIEFEHR zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/1loop3

# zerofree /dev/1loop3

# cp --sparse=always disk.img new.img

9.7.5 HIfFZRIMLEBRIRSIHF

BIERAINER dd(1) , ATGIE—4KNJ9 5GiB M= HERE X M.
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

T Ay fallocate(8) sJATEX B#ER, ARBNRER ddQ),
RBRTEMANERAIAOIRS, REBEXMELERBR disk. imng” LEIE extd XHRYE,

# losetup -f -v disk.img

Loop device is /dev/loopl

# mkfs.ext4 /dev/loopl
...hack...hack. . .hack

# losetup -d /dev/loopl

$ du --apparent-size -h disk.img
5.0G disk.img

$ du -h disk.img

83M disk.img

WFdisk. img”, ERIXFRNR 5.0 GiB, MESFREEERNINZ 83MiB. XMEIEFJEERE T ext4 EEBHH
.

R’
WS Y SEPR i 2 E A 2 REE BIER S A MM,

EIMEE 3K IREMRET 18 EERRMMRIE, EXEIEERE 9.7.3 DEHE, (REETER parted(8) =k fdisk(8)
X MEEME disk . img” HITHX, BEAS{ER mkfs.ext4(8), mkswap(8) f£ LRI G R 4%,



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
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9.7.6 #I{E 1SO9660 =531

» SEER” FTHE EM e LOBIT I T ATREY cdrkit B 4EH genisoimage(1) &5 RHIFE 1509660 EIRX 4, “cd . iso0”,

# ogenisoimage -r -J -T -V volume_id -o cd.iso source_directory

AU, 8] 5| FA9 1S09660 FEER {4, ”cdboot . is0”, BEGEM debian-installer U E R H”source_directory”
#lfE, AT,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

X B /Y Isolinux boot loader (BIL5E 3.1.2 ) 2B FEoNAY.
BTEMAR, Fe]UEBENARIZEITE mdssum B, FHHIFE 1509660 FHi.

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

O

g

H
(=}
ATHIERER, RUIUNOE SR Linux 1SO9600 KR LTI bug,

9.7.7 EIEE ANX&Z| CDIDVD-RIRW

N
S FH cdrkit T2/ wodim(1) K, DVD {IXZE—1KHKJ CD,

{REETS BT U T FrRBIas S 3BT AR &,

# wodim --devices

AR =H CD-R A CD FzhgdH HIE 1S09660 fRGXH, 7cd.iso” EAREEH, FIGNA TR wodim(1)
BEIES A\B|”/dev/hda” %%,

# wodim -v -eject dev=/dev/hda cd.iso

WNRF CD-RW X& CD-R, AU TFARIGSRER,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

B
MR EEAZBohiESR CDs, 7R wodim(l) ZFiELIwE®EA sudo umount /dev/hda” E1EE,



https://en.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/SYSLINUX
https://en.wikipedia.org/wiki/Cdrkit
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9.7.8 E# 1SO9660 B&E T4

WNR7cd.iso” BE—/ 1S09660 R1&, FTHEHIGSFLEHXMNXHEE]”/cdrom”.

# mount -t is09660 -o ro, loop cd.iso /cdrom

R’
MRKERREBENEH BN, WIF 1S09660 BIVILHI CD(BUE 10.1.7 7).

9.8 FHHIEE
XEB, FITHeEBRIEFMEN R L 3 HI 28,

9.8.1 EFEMIRiE _SHILIE

REMYES " #HBIENGERER d -t x1” &%,

e TATE XAV T iRER

coreutils V:876,1:999 | 18062 | EREAEE, B od(1) REEXH (HEX, ASCII, OCTAL, **)
bsdmainutils V:15, 1:389 17 TERHEE, & hd(1) KELHXH (HEX, ASCIL, OCTAL, )
hexedit V:0, 1:9 73 “HEN R gREES (HEX, ASCII)

bless V:0, 1:2 924 EIEERT 7N HEFZRiEES (GNOME)

okteta V:0, 1:10 1581 | 2INRERT 7\ fl%miEes (KDE4)

ncurses-hexedit | .,y 130 | Tl F14R48 88 (HEX, ASCIL EBCDIC)

beav V:0, I:0 137 —HFIN R F14mEE 23S (HEX, ASCIIL, EBCDIC, OCTAL, ...)

Table 9.21: EFFEY HBIBIFHIR M BLIIR

7N

HEX R+ 75#t 2 hexadecimal & F B 4EM&1E, £ radix & 16, OCTAL &/\#Hl%EXoctal EFBAEMZIE, B
¥ radix2 8, ASCIl REEEERIRMFENRS American Standard Code for Information Interchange FIRX %S,
BIIEERRIEXANRE, EBCDIC 2 R i#HHI R+ 1#EHI3X#E9 Extended Binary Coded Decimal Interchange
Code MEX4EE, 7£ IBM KA BIERFE LERA,

9.8.2 NEHMEBRIEXH

BIEUEREHHEENER TEEXM,

0wEs RITE X/ ] 1HER
mtools V:8, 1:64 390 REFEER MSDOS XHETLE
hfsutils V-0, I:5 184 RNEHFLER HFS Fl HFS+ X LHE

Table 9.22: NEHMBRFEFIRGEIIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon-graph.php?packages=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon-graph.php?packages=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon-graph.php?packages=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon-graph.php?packages=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon-graph.php?packages=beav
http://packages.qa.debian.org/b/beav.html
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon-graph.php?packages=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon-graph.php?packages=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
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9.8.3 FIETTR

Linux RZFTIR HAIRAIDIR 4 R AR M AR H R AR B EBIE TR RIS KENFETEL.
BENAREFRAIBNBIE TR RIMS K EFET RN TE,

RES TE KAV | AR

par2 V:12, 1:86 268 TEREERERE, ATRENEEXH
dvdisaster V0, I:1 1742 | CD/DVD ERBIER K/ X2 XRIRIF

dvbackup V:0, I:0 413 A MiniDV BENEENED TE R HE rsbep(1))

Table 9.23: [ X RIEIETTRII TRIIZR

9.8.4 HUBRNAIXEFNZHTI DT
ERTRIEXERSMSEHOFHTE,

RHEE TATE XAV | iRER
testdisk V:2,1:29 1413 | K KEEMHERENXREER
- o BT EFRLIE magic FHRMEXFHNTE (1FE: 7 manfile
magicrescue V20, I:2 255 TR )
scalpel V0, I:3 88 Ba. =EReRI X IR EY
myrescue V:0, 12 83 TS IITFE 2 PRI R
extundelete V0, I:8 147 TXEMFR ext3/4 XER G ENXBERRER
ext4magic V-0, I:4 233 XE MR ext3/4 XER G ENXBERLRER
ext3grep V:0, I:2 293 EENRE ex3 XHFZRZ EMRAXEN TR
scrounge-ntfs V0, 1:2 50 NTFS X F ARG BIEMERRF
gzrt V:0, 1:0 33 gzip METHE
sleuthkit V2, 1:24 1611 | 2B LE (Sleuthkit)
autopsy V:0, I:1 1027 | SleuthKit FIEIRZ{LRE
foremost V:0, I:5 102 B BIEIZETET
guymager V:0, .1 1021 | EF QqBZEiE‘RIE
dcfldd V:0, I:4 114 HEERRAY dd, ATIZEAESE

Table 9.24: BUEX VR EFZEI D TIAEIIR

B
7 e2fsprogs MEFEEHE debugfs(8) i, FEMIZMSER list_deleted_inodes #l undel 5%, {REEDE
RE ext2 X454 BRI STEE,

9.8.5 IERXHZB NN
H— P XEARRMAESNHIEHE, (RRZEENZRKIEEDE NS NTF 2000MiB BN, FHEBEXLE/NZ
HEHRVIBIIXH,

$ split -b 2000m large_file
$ cat x* >large_file

VAV
ATBRLEX SRR, BHWREEEM X AKX,



https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon-graph.php?packages=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon-graph.php?packages=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon-graph.php?packages=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon-graph.php?packages=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon-graph.php?packages=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon-graph.php?packages=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon-graph.php?packages=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon-graph.php?packages=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon-graph.php?packages=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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9.8.6 BFENHAT

AT ERENEENH ZENXENRAE, AER rm(1) a5 S EMERIIAHAR IEBINZEX, ERXAXEFTEEE
mLMITHHREEERER, UTRBRXEABTIIERTE

$ :>file_to_be_cleared

9.8.7 MHFNH

THENEGS IR F XXM

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

R RT3 M

« ”5kb.file” 2 5KB HEFHIE,
« ?7mb.file” 2 7MB FENVIEUIRE,

« ”zero.file” HIFR— 0 FHMIXM, MRXNMXEFZRIFATFE, WERI mtime ZWEH, MEMRABTNKE
FREANE,

. "alwayszero.file” —ER—4 0 FHXH, MBIAXHZHEZE, NEM ntine SHEH, MENABT LK

ETFE
/B<o

9.8.8 EFREIRIER

BILMAERTLERIRE CBMER ERUR, tEWi, %E7/dev/sda” L#Y USB RFE,

AV
@ EPITXEMGS ZAET, RR1ZA mount(8) As$KEE USB iBIZEMIEHNME, "/dev/sda” IEEAVIRSE
PIRER R B RN RGN SCSI IEZEE serial-ATA 812,

WRFREET LRI 0 B U RIBRER _EF B EEN,
# dd if=/dev/zero of=/dev/sda

1N 2 ARV EIRES M DV RIERAT B BURER,
# dd if=/dev/urandom of=/dev/sda

W R AREVEIRES A RS RUEIRTE 1R,
# shred -v -n 1 /dev/sda

{RERE PTLAEA badblocks(8) L -t random &I,

EJ dd(1) S TEIFZ 7] 5| S Linux CDs (530 Debian &7 E) £ shell IFE T &R T HHY, (REEBERBRAEN
R E, flw”/dev/hda”, ”/dev/sda” FFIRE LIETIEMRTBSRELBREZLTRMAL,
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9.8.9 ZEFRIER LHIRERAIXIN

WAL (3K USBiCIZ#E ) EREAMXIE, FI0 “/dev/sdbl” FIEENABSEIRIBIRAVENE, ERtilA~E RI2MH
BR T N R ARV HEHE, XER]AETESRIFIR,

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdbil

B
@ SR USB B ERIGEREREBITT, BXTRRE, ABH BRI EIREmET R
R BEX ARG,

9.8.10 k& ELEMFRIEMAKITAIIXG

BMEMRANINOHIBR T RAX A, RBEXNXEF AR —LNARRFRER (1Z3ES ), mELXHAHRTEEN.
I FIGIF

$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1s -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

HIFRKT lsof MAEBMRHE, ERII—MEIRRITUTHL.

$ 1ls -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1ls -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.8.11 EHFTEMENEE
BRESEEISME, BEBER”1s - 11" ik,
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$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

“baz” f1”foo” MBERER 172" (>1), RARMTEEEE, B8 inode SEBRE 27384047, XRREAN R EFRVFEN
X, INRIFAEBBARITLIMAEREE M, RETLAED inode SREHE, LM, R TEMNANE 27384047,
# find /path/to/mount/point -xdev -inum 2738404

9.8.12 Ar]ILMIEZ=(8)iEFE

PREFTARNXE#HIERE, MABEREMETE, REMNIAEBHRIEEN du(l) B, XLERBFRAISTHEFNMBAIIR
KAy, FJBABE FEAA IV,

# lsof -s -X / |grep deleted

9.9 HUBRINZEIRR

R AR S E) I8 PC OB T, (R ABRR] A2 53R 15 root AXPR, 15[E)4ERY PC ERIFREXH (U5 464 ), X
EREERTIMAREEN PC AR ANERIEEMANHBRIENZ S, BUFERELIEMEBZARSI, R
& GNU [RFASTF (W5 10.3 ) AN #ITINE, EEFE LA KRNI,

Dm-crypt 81T R4 Linux RZAER, 8 device-mapper, FR/VHIF FIRIESKIL A B RN,
KHE MITE K| HEH

cryptsetup V:36, 1:78 410 A AETFINZERRIEEZIIEATERF (dm-crypt / 3LUKS )
BT INZRVIRIZ R FIEERFPEFVEIERISCRARER

cryptmount V2, 1:3 21| Camarypt/ LUKS )
fscrypt V:0, .1 4503 Linux XHEZRGINZE T E (fscrypt)
libpam-fscrypt | V:0,1:0 4084 | Linux X RGN PAM &R (fscrypt)

Table 9.25: #EMNZ T AT

VI
HIEMNBLIEFE CPU I RIFHIR, MREMNBREX, MBNBESTMELELGE, BNEGERE,

JE=
BT debian-installer (lenny S EHHR), /> Debian RAREMBHE TR —MNZMEE £, ER dm-crypt/LUKS
F0 initramfs.

N
BEEMHE 10.3 THFPZEIMZXLATEF: GNU Privacy Guard,



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
http://packages.qa.debian.org/f/fscrypt.html
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
http://packages.qa.debian.org/libp/libpam-fscrypt.html
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/Debian-Installer
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard

Debian &% Fif} 167 /229

9.9.1 £ dm-crypt/ILUKS M= ahhiiEE

PRI BAR dm-crypt/LUKS JIBABRE R BaNIRE LHUE, FIMNEHAE “/dev/sdx” LR USB iB1Zi%, RRFTIRMT
TRERHICERIVL.

# fdisk /dev/sdx

”n” IIpII "1" ”retul’n" Ilreturnll IIWII
# cryptsetup luksFormat /dev/sdx1
# cryptsetup open /dev/sdxl secret

# 1ls -1 /dev/mapper/

total @
crw-rw---- 1 root root 10, 60 2021-10-04 18:44 control
lrwxrwxrwx 1 root root 7 2021-10-04 23:55 secret -> ../dm-0

# mkfs.vfat /dev/mapper/secret

# cryptsetup close secret

AR, EFMPTNIEENERREEIFE TER udisks2 RE4EL, HEHE”/media/username/disk_label”, KA
LbE:zZKEFU)\“EE.'! (BN 1017 ), FENRE %)\E’J%SUE%B%DD%"E"JO X B LAEMERBRT (B0%E
10.3.6 35),

A AMEER R BRI XER S, A nkfs.ext4 /dev/mapper/sdx1” IBERILH extd, TNRE
F bufs, MBELRK udisks2-btrfs R, WFXLEXHRG, FIEREREX MBS TNE,

9.9.2 {EF dm-crypt/ILUKS & INZBMMEE

A5+, F dm-crypt/LUKS 7£”/dev/sdc5” LEIEAIMNZBHIEZ T LA T S BEEHZE]”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit
ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.10 A%

3 F3ZF509284, Debian ﬁﬁHEAFF’FE;E D ERIRIRIELH Linux Rz,
MRAREFEFERAE, RAIEAFTEFEBRIERNZ.

\

9.10.1 RS
%2 Linux TR TENAS, BETRZSHREE.,

« RS EGET bootloader HIIAL (BIEE 3.1.2 )
o XiBT sysfs iARIMIAZESE, TIEITHIEE sysct1(8) {ELX (BIEE 1.2.12 7))



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/Linux_kernel
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« 3 MRIRWEGER, BT modprobe(8) SHRIRERREH, (EUF 973 1)

#H752 D" The Linux kernel user’ s and administrator’ s guide » The kernel’ s command-line parameters” ,

9.10.2 AZLNH

K ﬁj\%L&Ffﬁ%H‘Pﬁ BAZLAXHE, MRMMEEFEHAECIIREEF, EESEHEmIFFTR, £ Debian &
Gt, ZEEFmFARD libce-dev IREE (B glibc BB EEIER) 249, £”/usr/include/ linux”
%D”/usr/inc lude/asm” BR324,

ES=

W FYRiE— Lz XBITEF, LA MM SRR D Ri2H AZAEIRFN automounter [ & 5T (daemon) 125
(amd), R E EMHEMIINZL I ERRIZE, thil"-I/usr/src/linux- partlcular version/include/”,
RIS 21T,

9.10.3 ZmiFARZFNIEKIER
Debian B'E B 2875 TR F12 AIZFIME X 18R,

wEE TE KAV | AR

build-essential | | ;g 17 B2 Debian 3R ELFT 4 MBIIREFEL: make, gec, -+

bzip2 V:161,1:969 | 121 bz2 XEFEFEMEEGE T E

libncurses5-dev 77 6 ncurses FF4& 2 RIS RY

git V:333,1:534 | 44963 | git: Linux RZERR S HVREAETIR S

fakeroot V:30,1:487 | 208 F3E root FAF EIERFBRE— A AER root INIE

initramfs-tools V:421,1:989 | 113 B initramfs A T B ( Debian 135 )

dkms V.77, 1:166 189 NS RZIEIRZFF dynamic kernel module support (DKMS) (&)

module-assistant| v,y 1o | 406 | SUEIESREEEMAEEBITE ( Debian 158 )

devscripts V:6, 1:41 2643 | Debian R BEFENEHRIZA (Debian FISE )
Table 9.26: Debian AANZRIFEELRNTERGBINR

WRMRESE 3.1.2 TEMA initrd, B—EMiE initramfs-tools(8), update-initramfs(8), mkinitramfs(8)
0 initramfs.conf(c) BEMHEXEE,

Z2E
E4R1%E Linux RAZRIEET, EAREME MM /usr/include/ linux” #1”/usr/include/asm” EE{HE %
(EtgA: "/usr/src/linux*") BEERMOFSHEE, (—Ed BRSO FER.)

JEN=

4 7f Debian stable R ERiFH& A Linux NZE, FIREE EEA — LM Debian unstable fRE @ E#1E
( backported ) B9 T ERISFTIRA,

module-assistant(8) BxEEMREHN m-a) BEIAF, N— ISP EFNAZ, BSHENZRIERIRG
@lo

dynamic kernel module support (DKMS) S AZIRRZ 155 B— MRS HAIMIIESS, HIRITRARAITFENMIA
ZIRRER AL BEANAZIVER T AR, X0 AR TFHEIPRZABERIN SRR, ﬂiﬂﬁ{ﬁﬁi&WﬁEﬂ, EmiE
RIRGFIEEEE,



https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
http://packages.qa.debian.org/m/module-assistant.html
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
http://packages.qa.debian.org/d/devscripts.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
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9.10.4 #RiIFNIZIEIS: Debian NZHFIPAEE

M EBRZRABREEF MR EG S, Y SERHERME deb-pkg” WK,

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/linux-version.tar.bz2
tar -xjvf linux-version.tar.bz2

cd linux-version

cp /boot/config-version .config

make menuconfig

P BB L LR L

©»

make deb-pkg

N
linux-source-version ¥4 8 {ER"/usr/src/linux-version.tar.bz2" 125 Debian ¥ T Linux RZIE
3,

M Debian RIZIRER IR G B mIFFEN Z#HEIS, R HEH debian/rules.gen” BfY”binary-arch_architecture
W&,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

HHMERBS:

» Debian Wiki: KernelFAQ
» Debian Wiki: DebianKernel

+ Debian Linux A#Z3Ffif: https://kernel-handbook.debian.net

9.10.5 HEHFIRTHFOE 4

BERHMRIBTERMRA LE CPU LHRIE, KEDEAHRNMERBBHRNG, ELEZEEIER Debian AZIX
HEE, MEmain X1,

« GPU IR%f

— Intel GPU JBZf) (main)

— AMD/ATI GPU ¥&zf] (main) [/

— NVIDIA GPU JEZ/] (nouveau IRFNHITE main , B~ K2R "3 HIIREI, FL7E non-free.)
B NBEEREERARIRE MR EIEIE (LU, CPU microcode, GPU iB1TRYEZ{LREEL FPGA / CPLD %8
HEeeeee ) BREHEREAERRGEFE, EREZEGERTEEFSEREABHNHE, THEFIARIENBBRRYG
7, TRILCEGFHIERVEN, XHRE A EIRIBEIRT,
- EHHIERGE, SEMHEIBIREESKEFMHERS LIBIE,

— firmware-linux-free (main)

— firmware-linux-nonfree (non-free-firmware)

— firmware-linux-* (non-free-firmware)



http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
https://kernel-handbook.debian.net
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
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— *-firmware (non-free-firmware)
— intel-microcode (non-free-firmware)
— amd64-microcode (non-free-firmware)

- B EFRERRGE, EMERMIFIESKMETMHERS LRIEUE,
— fwupd (main): M Linux Vendor Firmware Service F#El{FEIEIEHE G & TFHP#HE (daemon ),

— gnome-firmware (main): fwupd A9 GTK Biif

— plasma-discover-backend-fwupd (main): fwupd fJ Qt Bl
BER, M Debian 12 Bookworm 788, FAFERRBREALTERNMREERMHA non-free-firmware G ERIEH T
EMLZERIE, non-free-firmware XIHIESE 2.1.5 T EEMEAR,

& E=E], fwupd M Linux Vendor Firmware Service T 2 RIE 4B F NEE EEIZITHY Linux A%, TIEER
non-free,

9.11 EHULRSGR

BEEREMRSE, RAIEERNMIELRNEITZNRE.

N

£l http://wiki.debian.org/SystemVirtualization.

9.11.1 EMHARNETR
BIA B BB TATA,

- ST BRI REE, EEa@id games-emulator TR GBI L ARG R

« KEB% CPU ERURHL, 11 E—L 1O iR EHIMEN, tEal QEMU

- KEB5r CPU ERIEHME, NE—L /O iZ&AIMEHL, EEUN Kernel-based Virtual Machine (KVM)

- BIERGRNBRELML, N EAZEKIZRF, L3N LXC (Linux Containers), Docker, systemd -nspawn(1), ...
- BIERARPINERGIAEEIME, N EEXHERZ ENRGERM, L chroot

- BFRARPINGRFEAEEIUE, 1 EEXGREENRRLNRGEER, bl fakeroot

« IRIFRLE AP FEHIZE, LEYN Wine

- BERESRAREIME, M EEMNMITEREIGITHREZR, tbil Python Y virtualenv # venv

The container virtualization uses 55 4.7.4 7 and is the backend technology of 58 7.6 3.
XBEF-EAREERIVMLRARNRGE,
S NAEE B Comparison of platform virtual machines RIX1FAE T & I EHME AR R T RRIFALLRES.



https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
http://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/zh-cn/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/
https://zh.wikipedia.org/wiki/Wine
https://pypi.org/project/virtualenv/
https://docs.python.org/3/library/venv.html
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
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eSS ATE K/ [ HBH

coreutils V:876,1:999 | 18062 | GNU core utilities which contain chroot(8)

systemd- Contalnerv: 48, 1:56 1299 systemd container/nspawn tools which contain

systemd-nspawn(l)

schroot V5, 1.7 2508 | fE chroot F#{T Debian _EmlBiE R LE

sbuild Vi1, [:3 243 K Debian jR#5#% Debian _F IR THE

debootstrap V35, I:55 308 EE—1EAR Debian £2%4 (F sh BHY)

cdebootstrap V0, I:1 111 FEZE— Debian % (H C BRY)

virt-manager V:10, 1:42 2296 | ERWIEIERS: ATEEENWNEENA

tibvirt-clients | ., .63 1212 | libvirt HIEERRRE

games-emulator | L0 21 games-emulator: Debian BJ7 XX AR 28

bochs V:0, 1.0 6956 | Bochs: IA-32 PC [H E &%

gemu .18 97 QEMU: B @R IE R E B

gemu-system 1:20 66 QEMU: £TNEER FRIIER 35l

gemu-user Vi1, 17 103943 | QEMU: F P&\ FIRET — 3 Hl

gemu-utils V:11, 1:104 10344 | QEMU: TE&

gemu-system-x86 | y.33 1.9 | 45580 | KVM: x86 BB 175 MEEHENE ML R

virtualbox V6, 1:8 131137 | VirtualBox:i386 #1 amd64 £ x86 FUENILRERTGT R

xen-tools V:0, I:2 719 T EIE debian XEN EMRZEHOTE

wine V:13, I:59 135 Wine: Windows N REFRmizE AW (FREERF)
. DOSBox: & Tandy/Herc/CGA/EGA/VGA/SVGA B+, B&

dosbox V:1,I:15 2671 DOS B x86 H&H 52

Ixc V:9, 12 25643 | Linux Bes HFETE

python3-venv .72 6 venv BIZREIRYT python IME ( RAE )

pythons —v1rtualen\</:9’ 1:49 364 virtualenv SIZFRERIEHA python IR

pipx V:2, 110 931 pipx 7t PRI E P &2 python N AT

Table 9.27: E#MLTEIIFR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/systemd-container
http://qa.debian.org/popcon-graph.php?packages=systemd-container
http://packages.qa.debian.org/s/systemd-container.html
http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
http://packages.qa.debian.org/g/games-emulator.html
https://packages.debian.org/zh-cn/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon-graph.php?packages=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system-x86
http://qa.debian.org/popcon-graph.php?packages=qemu-system-x86
http://packages.qa.debian.org/q/qemu-system-x86.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
http://packages.qa.debian.org/w/wine.html
https://zh.wikipedia.org/wiki/Wine
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
http://packages.qa.debian.org/l/lxc.html
http://lxc.sourceforge.net/
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
http://packages.qa.debian.org/p/python3-venv.html
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
http://packages.qa.debian.org/p/python3-virtualenv.html
https://pypi.org/project/virtualenv/
http://packages.debian.org/sid/pipx
http://qa.debian.org/popcon-graph.php?packages=pipx
http://packages.qa.debian.org/p/pipx.html
https://pypi.org/project/pipx/
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9.11.2 EIULITIER

=z
EE

BM lenny 25, ZXiIARY Debian AR ZHF KVM 89,

HAYEIMETHERERUTLNS R,

- BIREXGRS (B RMEHERER),
- BEMEILA@IE mkdir -p /path/to/chroot” SlE,
- [FIRBVM B ARIR A BERSER dd(1) BI (B3 9.7.1 THE 9.7.5 ).
- gemu-img(1) BEFERIEFFE QEMU STFRIME BG4
- R1EHAEINFN VMDK X8, BEMSE b EHME TERIERAEE.
- {EF mount(8) HEEHMEMEEIXH RS (k).
- WFRIGHEMGE G, IBEERNEIFIZE X IRSME REEH. (BIE 973 ).
- WF QEMU SZ#509H; £ IR{&, IEE{1YE S network block device PI4EIRIZZIEE (B 9.11.3 ).
- EEMXHRG LHEFTENRARUE.
— {#H debootstrap #l cdebootstrap ZEMFEFRIBENGIEIXMTIE (BRE 9.11.4 ).
- EEVRERAENR TERRIERARALRSE
- EEIMEIME T BT —MER.
— chroot IRILEARNELMLINEG, BB EEEEARIFRER, BITIEHANA, BITEATPIERF daemon.
- QEMU BT &R/ CPU 1EHUEE.
— QEMU #1 KVM @3 hardware-assisted virtualization f8£F4#EEN EINE RIZ S TNEE R FRIFEL.

— VirtualBox B] LATE i386 # amd64 L, {# =& A~ hardware-assisted virtualization FE{F5EEN E ML RIZ 2 THEE
RRIEHL.

9.11.3 HHEMHMEMREXGF

WFRIQHEMEX S, SRE 9.7 1.

3T B R IR B2 BRAGR S 4, {RBEHS FEE R network block device 4R IRIZE HHiXAY gemu-nbd(8) RS Hth{], FH{ER
AIZAEIR nbd RIFFHTEA].

gemu-nbd(8) 2 QEMU FT St #5RIRE B & T QEMU 45 TR =0: raw, qcow2, gcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) 1% .

MEIRIZE GEBAMEIMEE —H#NANZEAX (BRE 973 1). REEBR TENASNEFRdisk. img” BIE—
MX.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd® disk.img

# mkdir /mnt/parti
# mount /dev/nbdOpl /mnt/partl

B
BT BALS gemu-nbd(8) EA"-P 1" EIKEH disk.img” WE—IMHKX.



https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
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9.11.4 Chroot &%

NRrFHE ML URIZHI G 20 — /MY Debian 385, FHEF(REM chroot, X{EREEASIETT unstable # testing
MWIERENAER, Ff2BEEEMNEXKE, FETRFRER. chroot(s) B&REMEITIE,

AV
TEMIFRIZBIERSZF chroot RLEBHZHEREAY amd64 CPU 5244,

Although you can manually create a chroot(8) environment using debootstrap(1), this requires non-trivial efforts.

sbuild 2R & B MBI E — /> Debian 3R {481, (£ schroot 3R B B IERY chroot IME, EFEEENHIA sbuild-createchroot
—ii2, B HRWNTEARMAREITE, RESE2EHEIFEN,

$ sudo mkdir -p /srv/chroot
$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- <«
amd64-sbuild http://deb.debian.org/debian

{REEISE R debootstrap(8) R|UEITE”/srv/chroot/unstable-amd64-sbuild” F&BE unstable FEHFH
SRR, BT — 1M &\WHRER R,

{RETLAER schroot(l) REFRINXMNALE,

$ sudo schroot -v -c chroot:unstable-amd64-sbuild

fREILAF R —MBITE unstable IMRRIR S shell RN EIER,

R
"/usr/sbin/policy-rc.d” X4 S 2R 101 B, PHLE# Debian R LB BN ETHFER. &
MW”/usr/share/doc/sysv-rc/README.policy-rc.d.gz"

ESY

—ULE7E chroot THIREF, EEHOLE FEIRIEZR S LM sbuild-createchroot AEASIR MM 2 SN E 2 34
A REWITIT, fBlEN, "/sys”, "/etc/passwd’, "/etc/group”, */var/run/utmp”, "/var/log/wtmp” F&. hiF
FZE(FH bind-mounted BN

TN

sbuild G B BRI —1 chroot RARMWE—NREE, 7 chroot W{ER schroot fFAENFIK. ER—
MG EMEAE (build-dependencies ) WIBE R A, ESER SN sbuild at Debian wiki F17£"Guide for Debian
Maintainers” #7AY sbuild EBE#4

"R

The systemd-nspawn(1) command helps to run a command or OS in a light-weight container in similar ways
to chroot. It is more powerful since it uses namespaces to fully virtualize the the process tree, IPC, hosthame,
domain name and, optionally, networking and user databases. See systemd-nspawn.



https://zh.wikipedia.org/wiki/Chroot
http://packages.debian.org/search?keywords=sbuild
http://packages.debian.org/search?keywords=schroot
https://wiki.debian.org/sbuild
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://wiki.debian.org/nspawn
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9.11.5 ZEHEAR%

MRFHEZRE—IRFRAEN— N GUI KREIME, FHHMEFTE Debian IRERRLR LEA QEMUSEKVM , XL
RENARIMEBRAL2MNGITZ REA R, XEILRETEFIKEAM, 8% Debian AF2TERRFIMIR AR £ /YR E N
A, #FESBE5ZHEXNEBEEX LR, HERZTEER,

ErB4 QEMU TERIFERH, HENRAZH KVM MR, BiIVMERERINE,

RN EIESE, WA virt-manager, ER—MERMEIE KVM ERWLE cUI (AAFRE ) TR, EilA

libvirt,

BT E, B2 EIE— NI UETQEMU KB &% Debian AR EHIEE M virtdisk. gcow2”, iX4 Debian
A B{EF debian ZRES: /) CDER,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso

$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

BR
EEIML TFIEIT Ubuntu F Fedora ZEHIEE GNU/Linux £1ThR, E— M REHZIERERIINAE. HEES
B EZRBZHETUEIXA GNU/Linux Bt FRIFFNEIT.

7£ Debian wiki: SystemVirtualization SHE Z 15,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
https://zh.wikipedia.org/wiki/Libvirt
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
http://wiki.debian.org/SystemVirtualization
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Chapter 10

HIREIE

BAF X F7E Debian R4 LER T HBIAMXARENTEREEXER.

10.1 HZE, EIAEH

: hﬁ%a%’l UL, *FéiﬂE?‘l&ﬁ'—jLA’FE’J&R%DS‘d’-“F SOHEBHITANIENSERIE. KA flock(l)

B9 ST BIRE FLHIR] AT i X A

BENLZEMENZERXZEUMT/LANAGME,

« TFEXAFIENL

« ILFETFEVIIE)

- Sl

- REREXASE

- (BEBEHE

* BILERZRIREI M U310]
 FMARZRNEIFER

xR AE R T RS REI,

- FEREFIESTE

- EFIFIRS TA

- MEXHZRG

- BEEFAEEN

« T2 shell

- INEARZR

- IRAEFIRETR

- BEEEMMZETR



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 FHEFMEHIR
BAF 2 Debian %4t L] MR HEFESE T RN,
ENESI) mITE XN | RS e iR
tar V:907,1:999 | 3144 | .tar tar(l) EREETE (L)
. . ' . . Unix System V X(&R9I31528, 5§
cpio V:439,1:998 | 1141 .Cplo cpio(1) find(1) —2fEFs
binutils V:164,1:629 | 143 .ar ar(1) SERSENRETE
fastjar V1, [:15 183 jar fastjar(1) | Java A TH (M zip)
o AR POSIX AT E, N F tar #
pax V:9, I:16 170 . pax pa>.<(1) cpio Z/d
gzip V:872,1:999 | 252 | .gz gi;ggg | GNULZ77 EHIE (k)
bzip2(1), Burrows-Wheeler block-sorting [£4& L
bzip2 V:161,1:969 | 121 .bz2 bzcat(l), | BEBELt gzip(l) ESMIELHEE (IR
gzip BEMRUMIEXERELLERE)
1T LZMA EETEBELE gzip() S
1zma V:1,1:18 149 .lzma 1zma(1) MESRE (AR
xz(1), XZEHIEBEL bzip2() ESHY
Xxz-utils V380, 1:979 | 1248 | .xz xzdec(l), | EH=XR (E4HEEET gzip BRLE
bzip2 #; LZMA EHETENENRR)
zstd(1),
zstd V:125,1:325 | 2138 | .zstd zstdcat(1),| Zstandard BIRLIREGE TR
_ P 7zr(1), BEE LA ERN 7-zip XEFFER
p7zip V:114, 1:472 | 987 .7z p7zip(1) (LZMA B4 )
p7zip-full V117, 1:474 | 4664 | .7z ;;;1()1’) (Lzsﬂgﬁéﬁ%ug{é )le MfHIREE
LZOEHETEBELE gzip(l) EEHY
1zop V:15,1:139 | 164 .1zo 1zop(1) [EGFRRELEE (IR gzip BEE
BB A BEEERLLER)
zip V:47,1:387 | 616 .zip zip(1) InfoZip: DOS IAMEEFMERTE
unzip V:102, 1:774 | 379 .zip unzip(1) InfoZIP: DOS fEFEZS L4 LB

Table 10.1: fFHEFIEH LRSI

o
=H
/]

B
PRIEMFIER R EM 4, BUWAERESTAPE TE, ERE tar(l) H1TH.

- gzipped tar(1) AMEBATY RERE”. tgz” & . tar.gz” FIXH&,

- xz-compressed tar(l) IIEBATY BRBER” . txz” HE”. tar . xz” FI3X&,

- FOSS TR, 3 tar(l), FMEREEHEZEELZMNTARIER: gzip - bzip2 - xz
« cp(1),scp(1) F tar(1) TEFTEEHMER F—LA4FTRRIXH, cpio(l) TERERATEERRE 8.

. cpio(1) R#Wikit A5 find(1) F1E
BB HIR TN,

S AA
EmR<

EER, E8TEEMNANGR, FELt, WARMNXHERERSEE

» Libreoffice HIEXHRIRELEMR” . jar” X4, EHRFIER unzip TRERITH,

- EXIBETESHERFNFEHEIAR zip, &8 “zip -rX” WARNIBATURERANES T, MRERAXEXR

INEEMAEZEE, BRNES “-s” EIEAR,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler变换
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://packages.qa.debian.org/z/zstd.html
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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10.1.2 EHIFEZIR
BAF 2 Debian %4t LRYF] FHRYE £ E HIF S0 TRV,

RG] mITE XN | IR Ihge

coreutils V:876,1:999 | 18062 | GNU cp SFIRMXENER (-2 SHEWET)

SEFERXENER (BFm, 7-r” S8ENE

openssh-client | V:854,1:997 | 5814 | scp =)

openssh-server | V:723,1:818 | 1948 | sshd EHhzin X EFMER (EfERSER)
rsync V:249,1:557 | 776 AR HEEZ D)

unison Vi3, 1:13 14 REzizE ZHEH

Table 10.2: EHIFIEF TREYIFR

EEHIXEFRER, rsync(s) LR TRRHE T ES MM,

- ENRBEERSAZREX G SEFENBRXXEZBINERE S

- RIFEEEE (BUA) SEBRR/NE RGBSR BB ELRIX G

« ”--exclude” #1”- -exclude-from” EINEMF tar(l)

« AIRERPRINRFBHIAIEZ e 08 R E B iR X4 eI 2N B R KA,

N
£k 10.14 FRRRAZEHIR S (VCS) sIUMEIA R ZEINNES T A,

10.1.3 AIEE

ATRAARRMNTEEHEFIREE4HEEE". /source” BRFHAR,
GNU tar(1):

$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

&, WTAR.

$ find ./source -xdev -print®@ | tar -cvJf archive.tar.xz --null -

cpio(1):

$ find ./source -xdev -print® | cpio -ov --null > archive.cpio; xz archive.cpio

$ zcat archive.cpio.xz | cpio -1i

10.1.4 EFHEE
MTRAARRNTEERIEA". /source” BRFAMNAR,

« KHIEHI: 7. /source” BE - ”/dest” BE

 IEFEEHI: AMEN LRI, /source” BE - “user@host.dom” £ LR /dest” BR

rsync(8):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
http://packages.qa.debian.org/u/unison.html
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# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

REEBERER “RER MR B

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

&, WMTFR,

# cd ./source; find . -print® | rsync -aHAXSvO --files-from=- . /dest

# cd ./source; find . -print®@ | rsync -aHAXSvO --files-from=- . user@host.dom:/dest
GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’'(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

REEBERBER”.” NEIFER foo” BX”.”, XHRBEIMUM”. /source/foo” BREHINHEHE]”/dest/foo” B
io

EFREES”.” WG F B, REEmEREITE’12”/path/to/source/foo” RIKE” . », i X#¥F] A FEH cd . /source;”.
MR, IEXERRIETENAR, BIARENGGE,

« ”/dest/fo00”: rsync(8), GNU cp(1), #1 scp(1)
« ?/dest/path/to/source/foo”: GNU tar(1), ¥l cpio(1)

"R
rsync(8) # GNU cp(1) sJLAR"- u” IR 2 RE & = im _E BRI {4,

10.1.5 BEEXEMIEE

find(1) #WAEMN TR FESIH B HAEENGS (BRE 1013 FHE 10.14 H) KEATF xargs) (BRE
9.4.9 %), BT find S SITSHEEBERINAESTINE,

T2 find(1) BB E 2L,

- find FESHEHZEANZNERA,
- —BERERHBEN, BLEEMRFLL

- Y1238 OR” (ARG ZIER-0” SHIEER ) MERKT B8 AND” (H”-a” SBIEEHERMZERBEFS
2.

- "7 B3 NOT” (HRMRIER” ! ) MERST “B% AND”,
« 7-prune” S2iR[EZ4E TRUE FHMRXNBREFERN, BRIERMRIXNBE RIS,
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« 7-name” XL T B shell BREFF (EWE 156 T) UIXGBEHLLETEERL Y F17?” TF/HH .7, (FHY
POSIX #514)

« ”-regex” LECEANHERIZ, BAIARA emacs XA8HY BRE (W% 1.6.2 1I),

« 7-size” REXGXNKLE (BEriEHE+ SREEXNXHE, EREHE”-" SEEE/NIXH)
* 7-newer” SRILECLESHBFREEN XL Z I,

« 7-print0” SHEZRIREELE TRUE FIFTEB XA (null terminated) $TENRIFR AR HIZE L.

MTE find() iBFER,

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”".*\.cpio|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -o \
-type f -newer /path/to/timestamp -print@

XEGSIAITWM T aE,

—_

B /path/to” FTHIFIEXH

2. RELBERNNURAFEFERANZ ERE (BRE 162 1)

3. @ (E IR A TURHBRITES . *\ . cpio” 3. *~” IEMFAAI M
4. BRI IBR S URARIDAS . */\ . git” EMRARAIBEF

TR IR 75 TSR HEEREE 99MB (1048576 F 17 B 7T) BARISI M

6. BERXHER, BN LIERZGFELL”/path/to/timestamp” FHEIH

-

-

5. @
=

BB LEFIFHEY -prune -o” HEBRXERIS)IRAIE,

pE=1
Y+F3E Debian Z&HJ Unix-like &4, BLESEEIRERH find(l) L% HE, EXMIBERT, MiZEEIFELEH
EFR -print” B -printe’, {REJRERIMEEZEREMMEXNGS,

10.1.6 JIPHIELR

HEBNBIEFHETIH FMHIRE i, MRZEEENNEMRE, NFNENMAREED, BERRM QSR CD-R
# DVD-R AR BERERR. TR, FEMthrE, (FAHN—REBMTEENR)

JES=}
X Z2RWFRBEXERGL, RSB ENRBEFEENTRMELLRE, REBRBFEES ISR
INEZFE I,

ME (EZRRETHNEER ) INEEEFMETRNRXERS.

« KF 100 & : FHEKMITERE
+ 100 & }ETFfE (CD/DVD, CD/DVD-R)

« 30 FF: MiTTEE (HIT, WEB)



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/zh-cn/保险箱
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20 F: MAEHEFE (CD-RW)

XABERTARNSBITESESS,

ME (FERBETHEEER ) JUEBFENRNRKNE IR,
« KF 250,000 )X : FEE2IKENES

« XF 10,000 ;X : A1F

« 1,000 ;X: CD/DVD-RW

« 1)X: CD/DVD-R, 4

VIR
@ X EBRFESFGME R ERIEIE A ROZE SRR E BT RBEIENFMEEN, SRS HREHIVEE
= AR,

R’
&’ CD/DVD-R MBFERET—X, ENMRELEILETENEESHHNBABEEIEER, IRMS!

R’
MRMFFEFREMEAAITABIRE D, B2oBISEMZERZMTIREN LAERRFTIMNED, FIEERMHE—7]
1THI757%,

R’
MRFEER—NIEESANNRUFRMIE N NG, (EAZFHRIZREBA brfs 3% zfs XHFRLE, LIFR—1
HiER.

10.1.7 FRBINFMEIRSE
BB AN TS & T S 2 LA T B o] —Fh,

« USB N5

R = e

« HEBIXENEE

« ZRDAEWL

- BFFRIEMEE

BT @ A TR R H1TIEE,
- USB

» IEEE 1394 / FireWire

« PCE

& GNOME #[l KDE iX##)II A REIMEREBTE"/etc/Fstab” XEFRELEFZBNE, BiEEXLEaBEIR
2

EHo



https://zh.wikipedia.org/wiki/Btrfs
https://zh.wikipedia.org/wiki/ZFS
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
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« udisks2 BRH T TP HIEFE XM SEAE R RIEHMEHX LR E,
« D-bus SIS ARt % BohIE,
« PolicyKit {2t 7 Fr 454X,

VN
umount(8) EENEFHIXE AR gEXTF B uhe lper="5%,

=R
REYXLERBMIRELBE /etc/Fstab” XPIIHA, KREMETARBMIERH.

MR EEIMETHEH SWIE R /media/username/disk _label”, ERJ AN T BT REKE S,

« FAT ¥R H R A ER mlabel(l) &%
« 1S09660 X4 R GEARE”-V” EINM genisoimage(l) %
. ext2/ext3/extd X RRERTHE-L” LAY tune2fs(l) <

N
IR TTREFEERHERDER (SNU% 813 1),

R’R
R RERSE ERIRXAGREE, FESBRENNSIRET KA /dev/sdc”, MRFBERBENRET R,
RN ZFERLITRRA LA umount(8) G<RENHTE.

10.1.8 ZEEATHEZERENIXGRS

SPEL ] BHFEIRESHEMARD FHRIFENRER, REIZBIEEHEIC O RAHRMERARE FHINERN XM &
%, THRXHRFNIIR.

R’
EEF 991 HRREBRTERARSEMMNEZENBETLENHRELZNER.

FAT X4 AR KBRS UM RIRMERA LTS, ENTET R BERHITHRIERIRZRIEEE AN,
HIRNLIBRE FAT XIF R ANBEEBUIERZMNR]BNZ &0, UTMZ2REIER,
« F§ fdisk(8), cfdisk(8) 2(#& parted(8) @< (BWE 962 ) IBENIER M HEMESXHIMIEESMUT
PRIg,
— ¥Rig/NF 2GB Y FAT iR & HFEF67,
— FRICEKHY FAT32 i & RERF
« MTFARER nkfs.vfat(8) SR EP XY,

- EMNISEEE, Hla”/dev/sdal” FBF FAT1618&
- BERARRINFIEMIRE R, HII07-F 32 /dev/sdal” F§F FAT32 i&&



https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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XHEZRGZRA HEAFERI=
FAT12 B (<32MiB) LEEEMNRIENZ
FAT16 E/NEE (<2GiB) EMBEEEMBIEN=Z
FERTEEE (<8TiB, # MS Windows95 OSR2 X FRIBEE R G T %5 LB L ariRiE
FAT32 e
exFAT EXEERRE FETEHZRIE (<512TiB, # WindowsXP, Mac OS X Snow Leopard

10.6.5 # Linux M#% 5.4 hR A UA_ERVIRIE R FRATSZH)
FEREEEERE ENBFEHERIE (& MS Windows NT MIFEMRARERF; &

NTFS Linux k£, i@i{#ER FUSE i NTFS-3G %#%, )

1S09660 £ CD-R f1 DVD+/R ERETFENRSEEN=Z

UDF CD-R #1 DVD+/-R (31) EMEERIEBA

MINIX RE BT ESF AR unix XERIBEEME

ext2 EEFZHlinx RGHEE FRFIESZ

ext3 AREZIHinx RGNEE ERNRIENZ

extd ERERIM linux AZMEE FRRIED =

burfs FEARIEREEEERTP Linux R0EE T XS HIE

Table 10.3: EEUERIAR T o] BEFEIRETIEENXERATIR

= fEF FAT 2X 1809660 X fF 2 AN ZHIRN, MTRFREIENEKE2EN,

- A tar(), 5% cpio(l) LEEXM, BRI THREXMHR, HSiE, RENXXERRBRINIXGREEER.
- A split(l) BSIBEBXUED BE T /INTF 2GiB B/, FHEZEXRIEE,

- MBEHEXGRIPEABTRZREERHAE,

pE =1

&5 FAT XA RGH&T, BARMIXER/NA (27032 - 1) bytes = (4GiB -1 byte), WF—LE|HHY 32
NRAZLEHNAREFRMNS, EAMNXERNEZE/N (2031 -1) bytes = (2GiB -1 byte), Debian ;ZHi8
Z &R,

EE

MIMAREBHAZEIWNEET 200MB B9 X EKznz3 EER FAT, ftt{189"Overview of FAT, HPFS, and NTFS
File Systems XRXERHER T MR ARG R, MR ETEIRIE, HRAT, FHIE Linux RELER
RIZ(ER extd XHEHRE,

N
BRXMAREMLRIXGRENESER, ESE Filesystems HOWTO",

10.1.9 MWL EREIEN =

SHEAMERDZHRIERIRHER, (RN ZERERMARS. XEF—LRER,

RENFXADZERU, BEMEEAFRANEEXAERBIHER, BXAJERETREN, ENIHIMNEERY
FLETL I FARIMERZ 2,

« F SSL/TLS hN%%

- ¥37 SSH @&

« ¥37 VPN B8

- MBZBIFZBEL LB

SN%E 6.5 THE 66 19,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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ML AR S HAEFERIp=EA
T “Microsoft Windows FZ8” R EXH, €0 smb.conf(5) Fl
SMB/CIFS F Samba I£#HWE NGRS B 75 Samba 3.x.x #§§MESEFM ( The Official Samba 3.x.x
HOWTO and Reference Guide ) B samba- doc |
i T TN :
NFS F Linux s ST 4 2 EF% Hg\l;\})gélnux &> DEXE, S0 exports(5) # Linux
HTTP BRS3 Ewwwﬁﬁgﬁﬁiﬂﬁzzﬁ
EENMZENEZEEEE SSL) 3EX &= (TLS) FIMNZEIRS
s
HTTPS AR 58/22 P th 4y ST ¢
FTP AR%S EFIP REBF[EFimZ BN EXH

Table 10.4: BABY(ERIZ= T oI FERMMNLERS TR
10.2 HpFkE

BAEBAMUHENEN LA, HEBHTANNBERSHRARNGERR. SHMNRERFERNIINAREEPIE
BEZM—E5, IR —XIRFEM S L e

B
RIFENBN ARG G EHELEZININARL, BENEIBLLRRANZEMNAENBALHESTENS,

10.2.1 HHFIkE R
B 3 M EBRMEZ AT IR S MRS 58,

1. MEEEHIREM 4,
- (RECRIENEIENG: T~/ THHIE
- (RMERMRNRAREFCIZNBUEX MG /£ /var/” THIBIE (BRT”/var/cache/”,”/var/run/”¥1”/var/tmp/”)
- RGREXMH: £ /etc/” THIEIE
o KHFERF: 7E”/usr/local/” 5{”/opt/” FHIEUE
c RARRER: RELER (DK, WAXEKETS
« WIFRIBLER : @ SUIR MR R S IR MERTN R IRIE

- FAP#EM Cron TF, X&7E”/var/spool/cron/crontabs” BE, FEERE cron(8), 8N%E 9.4.14
TRIKBXT cron(8) # crontab(l) HEE.

— FP#TER) Systemd 1TAY28 T1F: XHTE”~/.config/systemd/user” B, £l systemd. timer(5)
# systemd.service(5),

- BR#ENBERB IE: XH & ~/.config/autostart” B3R, £ Desktop Application Autostart
Specification,

2. MIEBEFEENHIRE.

« ZEMBEFME: KIFERTESNRAKE
- BEED: BIHNES
« TUREM: BERE
- BINURE: BNERGSEN
3. 1l MBI RSB A
« BIEERBIXPE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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- BEELRNZENFNMERX £, RIFRETNRMMENINE L, RERIXHERFLRENRIT, EEX
BREFEE—NREXGREL, 1

 BIEAEAVIRIAYXS

- BUERIB M EIR, tkiN”/etc/ssh/ssh_host_*_key”,”~/.gnupg/*”,”~/ .ssh/*”,”~/ . local/share/keyr
”/etc/passwd”,”/etc/shadow”,”popularity-contest.conf”,”/etc/ppp/pap-secrets”,and”/etc/e

NEERNZE®R. 2(ENE 99 1, )

- EEGENRSAL, BREBERBAKAERZBEREMNZBZBEEFAMAERD, (B1E 1036 %, )
s BIBEXNHBARETEEM

- B (FRIRER ) iR

- XUERG TSN, BEEBIERIEEHEX

- WiEHMlL2IARms, EREFERANEBRRET

- SERVERRBIRIF BEMS MR AR PR RORR R

- XHPR RGBT ARG R
- BMFAENRIE: AN, B, ®EF, -

— {&F8 cron £ & systemd AT EHMES KRB IBE SN TIE

IR
BRIEMRENEB MR 4, BUREEM /proc, /sys, /tmp, 1 /run BRTHAXGRESZ (SWE 1.2.12
THE 1213 ), ElIREXKELANRIE.

==
=)

HEMBIENRER, (Re]EREFILE—LNARFISTIPERRAN MTA (2015 6.24 7)),

10.2.2 ZHENWEH

BAR 2 Debian R4t LERIERRIAZNEFEHITIR,

sHTEESENTRNARE.

« Mondo Rescue @—MEM ARG, EREBHENMEN CD/DVD FFEHFRERSEBNRR, MABEZLLENNR
e RN

* Bacula, Amanda #] BackupPC REINEEMNEMEREN, TZATEMIIEREM.

- EHIEMAFRIE, FIBAEE — MM ERAEASEI (5 10.2.3 1),

5 10.1.1 TF05E 10.1.2 HEAMWEMT EEBEIBEXMARENALEZD. XEHAMINEER] BTN T T

BRifE,

* restic RHBEEBIBEEN (T2 ).

» rdiff-backup R BEEBIEEZ N (ZFE ).

« dump KAEBATSHEENTEFREBIXERSR,

B
&01"/usr/share/doc/dump/” 1 "Is dump really deprecated?” K7 fi# dump 2%,

1—NREEE—RAVES, B9 CD/DVD-R, BERALEEESM, (SNE 9.8 TEHE shell MLITEATFEET. GNOME SEEMIFEEI AL
fREZMBEE RS : “E - CD/DVD ZIR" RIME NIRIE, )
XERIRRN—LE, TREBEBIERAEABARFNFFSERERLEMN.



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://en.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://en.wikipedia.org/wiki/Backuppc
http://dump.sourceforge.net/isdumpdeprecated.html
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0nREe MITE PN 188
NN

dump V0, 15 351 21}54 BSD dump(8) ¥ restore(8) S FTF ext2/ext3/extd XFFH

o 7£ GNU/Linux ] IRIX EF xfsdump(8) I xfsrestore(8) @
xfsdump V0, I.7 848 SREZMBFIRE XFS TR G
backupninja V2, 1.3 360 ZERYP]H FERY meta-backup 2%
bacula-common V9, I:11 2119 | Bacula: WEEREEDR, MEMZE-E NI HFXHF
bacula-client I:2 154 Bacula: Migﬁ“ &R, MEMNRE-EFiRTREE
bacula-console | V:0,1:3 104 Bacula: Z?.%ﬂ%ﬁsa%‘, Tk B IR E-NX AL in
bacula-server I:1 154 Bacula: MZEFIEZ R, MEMZE-RSZEEiRTTIER
amanda-common V-0, 1:2 9935 | Amanda: ZEZXRFEF LRSS RENCMEEEITIEEE (&F)

= =z =z < \;E;k = gg ufﬁq:l'_l \IEH
amanda-client V0, 12 1084 %ﬁm}anda. OE=ZXFEAERNESNRENENEEETIESE (BF
 OEEZXREARNSREMNCNEHEZTEEE (RSE3E
amanda-server V:0, 1:0 1076 ?ﬁﬁm)anda' SEZXFRNBE PlEH (B3
backup-manager | V0,11 566 mTEM L
backup21 V:0, I:0 115 ﬁﬁ?‘ﬁﬁﬁ%u ETHEN) IREFHEHR/METER
E=2 /AN = 1

backuppc Vo, 12 3178 %clkgpc =T &M PC HEE (Eﬂﬁ ) BIETERERI Bl
duplicity V:27,1:48 1877 | (nfE) BEEH
flexbackup V:0, 1.0 243 O=fR) IBE&M
rdiff-backup V:4,1:10 1162 | (=) EBE&M
restic V2,15 21878 | O=fE) BEED
s1backup V:0, I:0 151 (=fE) BEEM

Table 10.5: SKA&MIEFEHIIR

10.2.3 PMAEH

Y‘I:J:Lﬁ testing EAHIA Debian RERFARY, IAFZBRIPPIABIBNXBEE, RTEEHEFHIENRRK
—RE&RG, FAICLEREENBENRAANELZRENENENEAER.

'—ElttIEETI, B -EMENREN N ABIBENRRELERBOED, hﬂtﬁfﬂ/l\)\%‘ﬂEE’\Jéiﬁn\ —IEEB/MNER,

KEEFEA—MEED shell BIA bss REMEXLRBIZ M, XMNARR—NE/NEY shell, FERITETR: btrfs
FEIRE. rsync, WFMZBNKE, MEREKH fallocate(l) CIEHH Cryptsetup(B) K&,

Br
{RBET% FH"debconf-set-selections debconf- selectlons SR E debconf B2 B £3E, =] AR dpkg
--set-selection <dpkg-selections.list” &< 1kE dpkg iFiEEIE.

10.3 #HIELZ2EM

HEZ2EMIRERLENE, ARRENERTRNES,
S0%E 9.9 TIHY dm-crypt F fscrypt, BB Linux AZIRRSLI T BN EIENZLRM,

10.3.1 GnuPG ZifEIE

WMTR GNURBRMIELT BEANZAEEGRS
BEEBAEX.
W Fa$ £fEFEY710D8D791” N EAZIERAV AR 88" hkp: //keys . gnupg.net”,



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon-graph.php?packages=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon-graph.php?packages=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://en.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon-graph.php?packages=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://packages.qa.debian.org/s/slbackup.html
https://github.com/osamuaoki/bss
https://zh.wikipedia.org/wiki/Dm-crypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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RG] mITE X | &% 15%EB
gnupg V551, 1:914 | 885 gpg(1) GNU F2FA T T - OpenPGP IZEMBZRE L H
gpgv V:889,1:999 | 917 gpgv(l) GNURRA T -Z2RIITH
paperkey V1, 11 58 paperkey(1) I OpenPGP FATHEMH, NXELFEERE
cryptsetup vi36, 178 | 410 | CTYPTSCLUR®Y o shige MBS LUKS TH
coreutils V:876,1:999 | 18062 | md5sum(1) | iTE5#KIE MD5 MERE
coreutils V:876,1:999 | 18062 | shalsum(l) | iTEERKI SHAL HIERE
openssl V:832,1:995 | 2290 | openss1(lss)){E@A”openssl dgst” (OpenSSL) T EEFERE
Uibsecret-tools | ., 4 41 secret - tod L {EMEFIEYE =3 (CLI)
seahorse Vi74,1:262 | 7987 | seahorse(l) ZiAEIE L H (GNOME)

Table 10.6: #ELLEM T AR
we iR

gpg --gen-key

ER—BIFHIZ RS

gpg --gen-revoke my_user_1ID

L my_user_ID B — 7 BIBIEP

gpg --edit-key user_ID

REANREZH, BA help” KRERGFHHNER

gpg -o file --export

CENZHH LA

gpg --import file

NXHESANZH

gpg --send-keys user_ID

&3X user_ID A FHEI N 5AARSS 22

gpg --recv-keys user_ID

M RARRS 28 T &) user_ID HYAER

gpg --list-keys user_ID

S user_ID FIFF B = %H

gpg --list-sigs user_ID

FH user_ID BIEF

gpg --check-sigs user_ID

& user ID ZHEF

gpg --fingerprint user_ID

& & user_ID FYFEZX

gpg --refresh-keys

E AR

Table 10.7: GNU faFA R T 2=iAE R SHITIR

[ERESi=3ES

s

REMBEEEZR/REHE

BEETEEXR

REEBHEERTITE

MR EEZHE

RIERENEE

TE=EE

cC|—h35|Ql0

REGFE

Table 10.8: {F{EBE XIIFT



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
http://packages.debian.org/sid/libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
http://packages.qa.debian.org/libs/libsecret-tools.html
http://packages.debian.org/sid/seahorse
http://qa.debian.org/popcon-graph.php?packages=seahorse
http://packages.qa.debian.org/s/seahorse.html
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$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791

ZIARTFHINEABRSZ 23 1E~/ .gnupg/gpg.conf” (IBRINIETE”~/ .gnupg/options” ) XEFHIEE, WXHEHES
TUTEE,

keyserver hkp://keys.gnupg.net

MEAREAR S5 2R IRENTT & tARL,

$ gpg --list-sigs --with-colons | grep ’'Asig.*\[User ID not found\]’ |\
cut -d ":’ -f 5| sort | unig | xargs gpg --recv-keys

B—MBIRTE OpenPGP A iARRSS 28 (SCAIRIARZS 0.9.6), G ET R 2 N LRI FHE, 189 gnupg (>1.2.1-2) REGE
BEMS IR X LE PR A 738, S0 gpg(1) FBY”- -repair-pks-subkey-bug” iEI.

10.3.2 EXHLE{ER GnuPG

XBE-LENM EER GNU RFAR T &<+,

e Ll

gpg -a -s file ASCII 3R ZE B X file.asc
gpg --armor --sign file Els

gpg --clearsign file ERBENEFER

gpg --clearsign file|mail
foo@example.org

KiE—NBAXZEFZI foo@example.org

gpg --clearsign

--not-dash-escaped patchfile FEXCE BRI T
gpg --verify file RUFRAN X HF

gpg -o file.sig -b file ER— N BENEF
gpg -o file.sig --detach-sign B.L

file

gpg --verify file.sig file {EH file.sig IIEX

gpg -o crypt_file.gpg -r name
-e file

NIME, NXHEEERNBEF, £ HEBIEY crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

Cills

gpg -o crypt_file.asc -a -r
name -e file

PNEEINE, MXHHIRENBRF, HAL ASCII 3R crypt_file.asc

gpg -o crypt_file.gpg -c file

B X EWFRINZE] crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

Cills

gpg -o crypt_file.asc -a -c
file

WHFRINZE, MIHEFZI ASCII £ crypt_file.asc

gpg -o file -d crypt_file.gpg

-r name LS
gpg -o file --decrypt BLE

crypt_file.gpg

Table 10.9: EX & E{FEAR GNU [2FA T TGRSR

10.3.3 7£ Mutt F{EH GnuPG

EINTEABRE~/ . .muttrc”, EBEHNEHE, BER—MEN GnuPG, ERSIKEHZ’S” RAFERER.



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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macro index S ”":toggle pgp_verify_sig\n”
set pgp_verify_sig=no

10.3.4 7£ Vim H{£FH GnuPG

gnupg RE T LR B &R, gpg”, 7. asc”, F1”. pgp” HIXH T FEHIEIT GnuPG, 3

$ sudo aptitude install vim-scripts
$ echo "packadd! gnupg” >> ~/.vim/vimrc

10.3.5 MD5 58N
md5sum(l) 24t THIEREX M — N TR, ©EA rfc1321 BRI EIERE 4.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

EE
MD5 #3&F08Y CPU it &8 E ZLL GNU Privacy Guard (GnuPG) IIZXRE /L. EEEB AT, REINKNIEE
XA EENEZE B RMIRIETE M.

10.3.6 ZEFZEERIA

7£ GNOME % 4,GUI ( B2 BF5RE ) TH seahorse(l) EI2%M, TE£MEZEHIA ~/ . local/share/keyrings/*
EEREEN

secret-tool(l) BEFE M ER S 1T AL EFARLIR,
1EF117Z % LUKS/dm-crypt % Eii":"ﬁ{?j‘ﬁﬁﬂﬂ']rhﬂ

$ secret-tool store --label='LUKS passphrase for disk.img’ LUKS my_disk.img
Password: ***xxxx*

XANMFER B RD RSB HIRENH AR EERRF, il cryptsetup(8),
$ secret-tool lookup LUKS my_disk.img | \

cryptsetup open disk.img disk_img --type luks --keyring -
$ sudo mount /dev/mapper/disk_img /mnt

®R
ZiefEt, MBFEE—THAEEEHRZEN, £ secret-tool KRB RIF R EEERDEIMAEHE,

10.4 ERBEHIEA

XEFFZREABEHIE, NITHRFERENITE,
SMNBRRER”~/ . vimre” RE”~/ . vim/vimrc”, E#THEMENR,



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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RHEE mITE X | &% 15 AH

patch V:98,1:699 | 248 patch(l) BIEXHEITHT

vim V:94,1:374 | 3665 | vimdiff(1) | 7£ vim FHHFEERAAXEF

imediff V:0, I:0 169 imediff(l) | EFREANRE/=BEaHFT1HE

me Ld V:8,1:29 3500 | meld(1) EERFBEXHE (GTK)

wiggle V:0, 1.0 174 wiggle(l) | NMA#IEZLBRIFT

diffutils V:859,1:996 | 1598 | diff(1) EITLER AN

diffutils V:859,1:996 | 1598 | diff3(1) EITLERMEH =AXHF

quilt V:2,1:23 774 quilt(l) BIERIAT

wdiff V7, 1:52 648 wdiff(1) EXAXER, EREEPHAE

diffstat Vi3, 1:123 | 74 diffstat(l) & diff £ — XS HEIRE

patchutils V15, 1:122 | 232 combinedifif R MEEHN T EIE— N FHEFT

patchutils Vi15,1:122 | 232 dehtmTdiffi(Bk— HIML T1E=BUE —7 diff

patchutils V15, 1:122 | 232 filterdiffillk—" diff X E R E HEFR diff X5

patchutils V:15, :122 | 232 fixcvsdiffiEE A CVS patch(l) BiRCIZER diff X1F

patchutils V15,1122 | 232 flipdiff(l) @A TR

patchutils V15, 122 | 232 grepdiff(l] ERWMEXHFEHLEENRARNBFTER
= RNFE—i&% i EFE—7 ;

patchutils Vi15, 11122 | 232 interdiff(l)%“gf;i;g élf?yfé?gf%g,é TR-TXHR

patchutils V15, 1:122 | 232 Isdiff(1) | BRWEXXHFHT BN

patchutils V15,1122 | 232 recountdififETEBAAT diff XEFNBREN RS

patchutils V:15, 1122 | 232 rediff(l) | BEFIfwE diff XHFOBREN RS

patchutils Vi15, 1122 | 232 splitdiff( R EEERT

patchutils V15,1122 | 232 unwrapdiffiIRAIEE R EaIFh T

dirdiff V0, I:2 167 dirdiff(1) | ERE XN ZEMNAEHBERS

docdiff V:0, I:0 553 docdiff(1) | FiaAZEFHEEER A X

makepatch V0, 1:0 100 makepatch(DZERI B T &

makepatch V:0, 1.0 100 applypatch(Z AT BH T XHE

Table 10.10: JEXBEEH I RYIFE



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
http://packages.qa.debian.org/w/wdiff.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
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10.4.1 MWEREXEFEHESR

THEHMRE, EHANEXXGNARE, HFEREXHAME, CIEEA diff X file.patche” 3”file.patchl”.

$ diff -u file.old file.new > file.patcho
$ diff -u old/file new/file > file.patchl

10.4.2 RN EHBIEEFH

diff X (IEHEWRIUE patch # TXH ), BTFRE—MEFEH, BT TENAN, BWRIERS, NAXNEHEZ
HEXH.

$ patch -p0@ file < file.patch0
$ patch -p1 file < file.patchi

1043 XRENEE

MR—NRENRED, REFWADRAE, REICAEE FEMSGN, £/ inediff() MITRARENBIE,

$ imediff -o file.merged file.old file.new

MR—NFERED, FE=TRAE, REICAEE FEMSGN, £ inediff() RITREN=HBIE,

$ imediff -o file.merged file.yours file.base file.theirs

10.5 Git

Git 2IXEEXREZEMETF RAIZH| R 4 version control system (VCS) TR, EJF Git RN EARMFILTEFEREE
BE, MEASEE,

83T Debian Salsa fR5%, Debian REISIR 1t G2 22AY Git BRS3. 7E https:/wiki.debian.org/Salsa BEFLEIE /IR AR STHY,
THER L Git HXIREE,

REa TE RS 1iBE

git V:333,1:534 | 44963 | git(7) Git BRiE, AT B, 7HAREAEFRZZE
gitk V:5, 1:32 1814 | gitk(D) BHEINEER Git B EEN RS
git-gui Vi1, 117 2408 | git-gui(1) | Git EIFZFmE ( XAEINEE)
git-email V:0, I:10 1062 | git-send-emAiGil AR FHELEZREZIFIF T
git-buildpackage v, |4 1990 | git-buildpaBkageasEIfE Debian &

dgit V0, .1 483 dgit(d) Debian IHRER git RERIE
imediff V-0, .0 169 git-ime(1) | REXMIDF git IRRAVHEI TR
stgit V:0, I:0 601 stg(1) AT git (Python)

git-doc .12 13067 | N/A Git ERA XS

gitmagic I.0 721 N/A "Git BR”, ZTIERRR Git

Table 10.11: git X BT



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
http://packages.qa.debian.org/d/dgit.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
http://packages.qa.debian.org/g/gitmagic.html

Debian &% Fif} 191/229

10.5.1 FE2E Git ZFim

{RE]BATE”~/ . gitconfig” BEIRE/LA Git B P RFJFZEANEF/ECE, LR IRIIRFIEFHbFHLL,

$ git config --global user.name ”“Name Surname”
$ git config --global user.email yourname@example.com

R A] BAFRAN T AR ZE S Git BIEKIATT J,

$ git config --global init.defaultBranch main
$ git config --global pull.rebase true
$ git config --global push.default current

WNRF=)IREER CVS 8% Subversion &8¢, {FEIFEEIREW T LM HS IR,

$ git config --global alias.ci “commit -a”
$ git config --global alias.co checkout

fREEBEIUN T AR EMRNEFEE:
$ git config --global --list

10.5.2 EAXH Git 5%
Git 1B1E5 RV R,

» The working tree which holds user facing files and to which you make changes.
- FEWICRINRE, wIPWIRERAZEFEERS, X2 git addFMgit rma<,
- BE|RFEEXH
- EETRIBERZAE, EFEXHRBRERIAHMEE, XNE git commit &<,
- KB EREFELRRAIING,
- Git BRERMIBNSEREHECEEMETI DS ZAR,
- Rt GFE®BIT git push L EERIBEITIZCRE,
- KB ERERET git fetch #l git pull @$ MIRIECEEIEIE.
# git pull &GS git fetch FM1T git merge 3¢ git rebase <,
x X8, git merge BERM MR N ZMALEER —1 <. (EZBEH git pull, INEEIAG, EEY
W EREER D ZEES AR, tHhEFHT)

* X8, git rebase SIE—MNERAXMFIHENENDZ, REFHMS R, (XREH pull.rebase
true B1ER, WHRNERMAEER. )

- ERECERFEERRIINMG,
- AR EREE, ERAREMEEMDY, L SSH B HTTPS,

TIrMRAE .git/ BRZIMNIXM. £ .git/ BREENIXG, BERS Kt ERIEN—L git BENXEXH,
XEREER Git s Es,
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Gitm% Ihae
git init BIEE (A3h) FFAERE
git clone URL R EER A EELEE RN
git pull origin main BT fEGE origin EFAM main 7%
git add . ENTENEmIXENERAMEFENRSIXE
git add -A . ENTEMERNMBEXHAHIZRS] (BEEEMRE)
git rm filename M T ERFIZE SRR SIE
git commit RRERSIFNEGFRR AR FMEE
N A4 >~ pAY <
git commit -a ;ﬁéﬂ%gﬂﬂiﬂ’ﬂﬁﬁﬁﬂ’ﬁiz:' =5 REMF B (il
git push -u origin branch_name fEFAM branch_name N EFIETZEE origin (FI%RER)
git push origin branch_name fEEZM branch_name N EfMEFEEE origin (FERFIEA)
git diff treeishil treeish2 B R treeishl IT2RH treeish2 W RFIARIE
gitk VCS FEEN M EWNEF TR R~

Table 10.12: FEM Git &5 %

10.5.3 Git %15
TER L Git %15,

O
O

O

R’
MRE—NETITXM git-foo EHRIZFMRELE $SPATH BH, Ao S 1THMARE R LI git foo”, MAFIEA

git-foo. X2 git LM —MNFHE,

==

BEATSBINEFR S, BE—LTH, WgitkQ) AFRERE, BRERETE git &,

=

S g

NIy
MR—ANAMDZHXE N ELTEXEEBINCE, HEXMHNIZEX, HEK --force &I,
IEEW main KRR AFESZ, ENF—IEEZ nain REINSES 2, 2FTUEZH,

AV
ML ITBT git -xyz” B git FH<SMAR, N 2006 FREAARHMMEGE,

10.5.4 Git&=

SN THAT.

« man Ff: git(1) (/usr/share/doc/git-doc/git.html)

 Git P ZFM (/usr/share/doc/git-doc/user-manual.html)

. git NMAHIE (/usr/share/doc/git-doc/gittutorial.html)

. git MBHFE: 5 (/usr/share/doc/git-doc/gittutorial-2.html)

« GIT 8—XK 20 NMcBERES (/usr/share/doc/git-doc/giteveryday.html)

+ Git A (/usr/share/doc/gitmagic/html/index.html)



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/giteveryday.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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Git 51T TRE

SEREM Git [ EFIEEME, [EWEE HEAD | Z—PMER.

gitk --all PR T, QRIS o

git stash FA—ANTENIEN, AaEXEBE
git remote -v MERFEIRE

git branch -vv MENRZIRE

git status ERLERRES

git config -1 7 git 1RE

git reset --hard HEAD; git
clean -x -d -f

REEFE TR EH T E/FIEEL]

git rm --cached filename KiH git add filename REMIETFZRSI
git reflog RNEEHE (WAMFREYS ERREH)
git branch new_branch_name = S A7 AR AN

HEAD@{6} M reflog EREIER— NN Z

git remote add new_remote URL IBHII— A URL }5[@AVIZTIZEE new_remote

D stromn | one origan SEIZCEMETM origin BHEE upstream
git branch -u RERERGIEEEE upstream MIER N R
upstream/branch_name branch_name,

git remote set-url origin
https://foo/bar.git

git remote set-url --push
upstream DISABLED

git checkout -b topic_branch ;
git push -u topic_branch origin

4% origin #Y URL

25 EHEIXR upstream (438 .git/config REHER )

HIYE—NEHY topic_branch FIBE#IXF origin

git branch -m oldname newname K52 8B
gi;ngﬁszo_geogggé\?ed MFRAiES 2 (5)
?;iaﬁgﬁhtgr;gl?emoved MFRiZEEIS (ZHA)
git checkout --orphan L NSF AN
inconnected B — /Nl unconnected '3
git fetch upstream BIEARM (FTRERMALAY ) upstream-foo 7%, fFA
foo:upstream-foo upstream € foo 7 ZH— N
e : SA— AT ST
git rebase -i origin/main ,}%Qoirlgln/maln . Wb, BRI TR0

git reset HEADA; git commit

- -amend

git checkout topic_branch ; git
merge --squash topic_branch

git fetch --unshallow

- -update-head-ok origin RE— AR A RN TR
"+refs/heads/*:refs/heads/*’

EHEEEFNMER -

[E48E4 topic_branch B|— MR

A ARBHRERI—RINENZE—XHFNNNER, (BEX

git ime

imediff)
git repack -a -d; git prune ERE ELIEZNS)

Table 10.13: Git ¥(I5
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10.5.5 EHERRAIZHEIR L%

RAZEFIRLG (VCS ) BREINARETTIEFIRSA (RCS), HERRHEEESZIEERF (SCM),
XE R Debian R4 LERBHIEEIE Git B9 VCS L2,

ERESI RITE XN | IR VCS &I R
- - EE =[P
mercurial V:5, 1:31 1049 | Mercurial | 975t mercurial =272 Python SHER
nBZl = C '—_TJ E{J
darcs V:0, I:4 34070 | Darcs S BEERBMNF T DVCS ()
s Ut )
' et % tla BRFHRH Python 5/
bzr .7 28 Bazaar VakiTEat DVCS (F &)
oh = [k ‘\
tla V20, I:1 1022 | GNUarch | £t %E‘%EE Tom Lord 59 DVCS (B9
. o . ‘=10 7t CVS #EYEF ©, i=FE VCS BUFR
subversion V:13, I:75 4838 | Subversion | LI o (HE)
cvs V:3,1:28 4609 | CVS iz CIRIFIZFE VCS TRE (TAE)
N N VCS (CVS,Subversion,RCS) 7 f&EER
tkcvs V:0, I:1 1498 | CVS, VI - HERRE S
rcs V:2, I:12 564 RCS it ” £t Unix SCCS YT ([A%E)
cssc V0, 1:0 2044 | CSSC i Unix SCCS B52f& ([A5E)

Table 10.14: EEMAITHIZAT RIIR



https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System

Debian & Fift 195/ 229

Chapter 11

FEST IR

FERXT Debian Z4 L] AMBINEFE TREREEXRETRNES.
ETENTER, RIEEFREN, EXXHNERRERIER.

11.1 XAHREEHRTE

MNTRYAHIEZIRTE,
LIREED] RITE PNINRES 3] %EH =
. , _ o A iconv(1l) IARERESIME (locale ) Z[BJFIX
libc6 V918, 1:999 12988 %1?% 2&2}?&655?}5&%5 (EEH:IIE,‘J)
. FHE + R | AENES TR (locale ) Z BN A ImhIEEiREE
recode R e K (BInEER), ESHIBAHE)

NE[iE= INE I v F _E?}ﬁ“"
konwert V:1, 1:48 134 | FE (;%*;“é,?)ﬁ % (locale ) Z BRI AARIDFIRE
nkf V-0, 1:9 360 FHE HEFHEME
tcs V-0, 1.0 518 FHE FREINE
unaccent V:0, 1.0 35 FRE REBEEFEN, FEMNeIEIERN BFA

o = £ DOS #01 Unix Z[EIFIX AIENFEHR: fromdos(1)
tofrodos Vi1, 1:17 51 W7 #1 todos(1)
. . = £ Macintosh 1 Unix Z BIFIX A& 35!
macutils V:0, I:0 312 1T frommac(1) ¥l tomac(l)

Table 11.1: XAFHIEFZ(L T RYIFR

11.1.1 A iconv s S RIERN A

®R
iconv(l) 2 libce MH BRI —ER57 FEEFIBATESE Unix R L LR HRFFFRIYRE,

{REEBIBIT N T AV S A iconv(l) REFHRIASHFHI GRS,

$ iconv -f encodingl -t encoding2 input.txt >output.txt

RIBERAX/NEARERN, BRERKRZE “-" f1 “_", sIUEA “iconv -17 S ERIFAIRG,



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://packages.qa.debian.org/m/macutils.html
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mEa(E =53

ASCII ZEHEERBRINVERDE, 7UREBATEENS

UTF-8 BThBERREREAGNS G E

1SO-8859-1 [HRARRIESinE, ASCI+ Es

1SO-8859-2 [HOZRFRIESInE, ASCIL+ E5M S

1SO-8859-15 [HI R BT SRARRIES in/E (1SO-8859-1)

J— code page 850, AT EERRIES FIMEX DOS HBEFHNFA,
1SO-8859-1 HY TR

CP932 code page 932, H1& Microsoft Windows B9 Shift-JIS &K

CP936 code page 936, A TFEIARPXBIMIREIERANIER GB2312,
GBK & GB18030 F T4k

CP949 code page 949, ATHBNRIRXEFERZNXIER EUC-KR &
Unified Hangul Code F9ZZ{A

CP950 code page 950, AT ERFXEIRIREERZAENIZR Bigs IR

CP1251 code page 1251, ATHAERFENMIREIERZNIERIIRIE

CP1252 code page 1252, AT AMIES NRERRERZXAIZE
1SO-8859-15 B4k

KOI8-R BTFAERFEIHEFEE UNIX fnE

1SO-2022-JP HXHHFRERE, RER 7 IFD

eucJP ZHHX UNIX #ER) 8 iiF T, #0 Shift-JIS TE2AIE

Shift-JIS H3Z JIS X 0208 P 1 #rE (E I CP932)

Table 11.2: 4REB{EFFERVTIZR
B

— LR SISIER, TREMENESFENE (E 81 ),

f& ASCII #1 1SO-8859 X EATREFTHMFHE, FHRBINFFE/LFENER—HEE.

WFSFEOFRE, thilid, ATFHXM IS X 0213, SKAFEARZFABIESHY Universal Character Set (UCS, Unicode,
1SO-10646-1) , B Z MRS 73 2R FIMLENRF T EIRE,

« BXHJ EUC F1 ISO/IEC 2022 (t2#%5 J JIS X 0202)
+ Unicode B9 UTF-8, UTF-16/UCS-2 #1 UTF-32/UCS-4 4wk

U X, FRENFHREILGZ EEERENXS,
WL &Y RME, code page RIFAFHFRIGRIIE XiFRIEHH,

ED -}

HER, KEDRIBRAHLZ ASCI 19 7 (IFHFHIRERED, BB LIS, NRIMMBEEFTIRE shift-JIS 4riG
B, B ENEX CESEFH URL ##E, E UTF-8 18, (B EMEACPI32" fF BB RN B shift-JIs”
RISTNHAERILER 1 0x5C - "\"Fl OX7E - "~". BN, XLERBHENL AR FH.

N
recode(l) BeJREM(EAFH BEANNIXZ iconv(l), fromdos(l), todos(l), frommac(l) 0 tomac(1l) IHAERYLE

FrA=]

B, BEFEEZER, B380info recode’,

11.1.2 Hiconv iBENXHR N E UTF-8 4rhd

fREEm BTN F < A iconv(l) RIEE—NMNAXHZTZR UTF-8 Ri3HY,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/字符编码
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

BR
ELEEEIFHER"- -verbose” SHERIXLEIE— non-UTF-8 F7F,

11.1.3 f{FH iconv i HF

XER—ATRAME, EE—BRT, HEZENEFRAARATEIBNNMRHRD, RPN UTF-8.

#!/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)”"
done

"$ENCDN” EEEX THEEMNRERA T, XHBEANFRRRSE, K 11.2.

WFEMERMER, BEAEZMIRIGIENR mount(8) FHEI (BHE 8.1.3 ) REHBIBEIHXXHBRIIMH R
% (Lbanii, MELEN—1N2X), A7 cp -a” mSRENENENATRRIN—MER UTF-8 HHAMIXMHFRA L,

11.1.4 R{TREER
AR, HRRTR (BITH) &5, BEAMITHE,

4=t = s s
T4 e %;;ﬁ“ +igta 16 28]
Debian (unix) LF AW 10 0A
MSDOS F1 Windows | CR-LF AMAJ 1310 0D 0A
A Macintosh CR AM 13 0D

Table 11.3: NEF&GHIRITAHFIIR

WITFEEIRFER, fromdos(1), todos(l), frommac(l), 1 tomac(l), @HEHS1E. recode(l) LEE A,

pES =)
7£ Debian &4 EH—LEHUE, 30 python-moinmoin 3REEHY wiki TIEEIE, ER MSDOS XN ##¥HY CR-LF fEX
¥ITAYRED, FTUA, EmERIFNIRZ— @R,

EE
REB4m4ESS (EEYN: vim, emacs, gedit, ) BEMSIEBHALIE MSDOS R HFAVIRI TR X4,

N
S FIBE MSDOS 1 Unix NHEFRIX M, HK—EF| MSDOS #®RITHINAE, (EM"sed -e '/\r$/!s/$/\r/"" K&
todos(1) tbERYF, (FIgN, EEMA diff3(1) BEMA MSDOS NHEFMXH/E.) XZE 7 todos LATERITTIEN
CR.
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ThEE bsdmainutils coreutils
EFRTT BR=E “col -x” expand
‘lT-rEE g E]EEE‘\j %I] ngg » »

( unexpand ) col -h unexpand

Table 11.4: bsdmainutils Fl coreutils BHEIAFiEE TAB B9

11.1.5 TAB 5

X EHE—Lbitinh TAB KIBHEWTE,
indent A indent(1) AL EEBEIIENIL C BFPMITHE,

30 vim #0 emacs XM RIBIRE T LAMBARY B TAB, #AZ vim Kiit, {REEHBZRINFHA”:set expandtab”
F”:%retab” ¥ RY B TAB, {RBEJLARRIAFFEA :%set noexpandtab” FI”:%retab” L RER,

11.1.6 HHBENELRINEENJRIERT
& vim XA E fE4miE 2N =28 S IR FRRYH H e S AR RID R R A S AR A8 T, (RRLIZTESZHF UTF-8
MIDEVIZHI & EHE UTF-8 MR M ERX L RIBRRIXSRIFIIFREM,

A latinl ( iso-8859-1) 4mEE{ZAEHIIHFEERIES /Y Unix XANX Y, “u-file.txt”, BEETW FTF/RAOA vim 258
Ywig,

$ vim u-file.txt

X RTRERIE Jo vim B4 4mEE B oA ML B FERE X2 UTF-8 4wid, MREW T, WEREER latinl frid,
BA latin2 ( iso-8859-2 ) mEDTFAEAYIRIR=1EAY Unix XANXM, “pu-file.txt”, BEEILWTFARIA vim fHig,

$ vim ’+e ++enc=latin2 pu-file.txt’

A eucJP fREBTZAERYIHH1BHY Unix XA, 7ju-file. txt”, BE@EILINFARAUA vim 4RiE,

$ vim ’'+e ++enc=eucJP ju-file.txt’

BAFiBAY shift-JIS 4mh3 (BHAtIRYIR AR : CPI32) f7fERYIHH1E MS-Windows XA, ”jw-file. txt”, BE@ETUN
TErREIA vim 4RiE,

$ vim ’+e ++enc=CP932 ++ff=dos jw-file.txt’

H—MMA vim FTAREHRE B ++enc” FI7++£ 17 EBI, £ Vim GLTAAN W LRURBAFEXGHES
BERERXME, (RURICAE Vim s S1TIREFMEGTRRERED, I, ”:w ++enc=utf8 new.txt”,
BEF vim ELEFBIHEY mbyte.txt, ” SFHXAZF IR 11.2R3%E ++enc” (ERNEMENER,

emacs RIEHIIEE B8 LU ERERI TN AL,

11.1.7 RENHIN A

WTFFRIEA web TNEFIE TSI, LM Web RIENEE B K& 27 web TNE M A grep(1) HIERE
Unix X AT ER, U TFGSRIEEBRN.

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, (RETCAERIN T AR TENE MR X AR,
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RG] mITE WNIES: G Ige

D) 3y AN Y
w3m V:14,1:186 | 2828 | html - text ?; wam -dump” 838 HTML ¥t XX ARTHEIR
html2text V:3, 1:45 274 html - text SR HTML B[N A X FRIFEIRES (1S08859-1)

) B2 N Y -
Lynx V2L 1274 | 1935 | humlo text Zﬂégéynx -dump” &< IE HTML ¥ L AXEEVEE
elinks Vid, 1:22 1645 | html - text ?;;;%i”ks -dump” &5 HIML 3%/t 3 AR
links V:3, 1:29 2309 | html - text i;éi”ks -dump” 83218 HTML ¥t 3 X ARIF
links2 Vi1, 111 5487 | html - text ?;;%%ignksz -dump” &5 HTML 3%/t 73 AR
catdoc V:13, 1:145 686 MSWord - text, ¥&X MSWord X 2253 AR5}, TeX X
antiword V:1,1:8 589 MSWord - text, &€ MSWord 2253 AR5}, ps X
pstotext V:0, I:1 122 ps/pdf - text | Ik PostScript #1 PDF X FEEHN K
unhtmtl V:0, 1.0 40 html - text K— N HIML X EEmPRFCn S
odt2txt V2, I:31 60 odt — text Mﬁﬁ&zf&*‘%’fﬁnﬁél XA AFELER

Table 11.5: A TFIREVA XA FIBN T AEYIR

RG] RITE P NINRIES: 3E L)
H”:source

vim-runtime V:19,1:401 | 35368 | &% $VIMRUNTIME/syntax/html.vim” Vim Z&<
E(REREE HTML

cxref V:0, I:0 1190 | c—html K C 27 3 latex 1 HTML E’Ji’s'}ﬁe% (CiES)

src2tex V:0, I:0 622 =1 FIRFZRXIEE] TeX (CI1ES

. . ERERIEEFEe =2/ HTML, XHTML,

source-highlight v, |, 1989 | = LaTeX, Texinfo, ANSI Bifa4% X F 5] DocBook X

% (C++)

I BT ZEREIF e =R /R HTML,

highlight V:0, L4 1360 | /5% XHTML, RTF, LaTeX, TeX or XSL-FO X, (C++)
grc V:0, I:4 208 téxﬂt,; RE BRI AR EAE 4R 2] (Python)

pandoc V7, 142 168399 text— any BARICEE{LER (Haskell)

python3-docutils V:12, 1:48 1777 | text—any BN A 1HE| XML (Python)

markdown V:0, I:9 58 text — html Markdown X 73 F5Z] (X)HTML (Perl)
asciidoctor V:0, 1:6 98 text - any AsciiDoc X AR L E] XML/HTML (Ruby)
python3-sphinx | V:5,1:21 2793 | textany ETXHEER AR (Python) EFXE

hugo V:0, [:5 53481 | text— html ETF Markdown IS SIEREZ AL (Go)

Table 11.6: BRAXABIENTRIIFR



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon-graph.php?packages=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python3-docutils
http://qa.debian.org/popcon-graph.php?packages=python3-docutils
http://packages.qa.debian.org/p/python3-docutils.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoctor
http://qa.debian.org/popcon-graph.php?packages=asciidoctor
http://packages.qa.debian.org/a/asciidoctor.html
http://packages.debian.org/sid/python3-sphinx
http://qa.debian.org/popcon-graph.php?packages=python3-sphinx
http://packages.qa.debian.org/p/python3-sphinx.html
http://packages.debian.org/sid/hugo
http://qa.debian.org/popcon-graph.php?packages=hugo
http://packages.qa.debian.org/h/hugo.html
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11.1.8 SEFIENILA X ARLIE
R AT LA 40 R BT RE SRS = H A T A ST A BRI,

11.2 XML 3R

" RHRICIES Extensible Markup Language (XML) @ —M#rigidS, B TESBEMNEENXHE,
£ XML.COM BEENAEE.

« 7+ 4R XML?”

« 7t 4R XSLT?”

7 {+ 42 XSL-FO?”

« 7 {t 42 XLink?”

11.2.1 XML BEAXER

XML XAFIRRELER HTML. EREBERINEE—MSUEN S MEN, —MEBEMN XML 4R docbook-xs1 4K
e, EXEER.

B— XML XHER T ERRE XML FEIRFHA,

<?xml version="1.0" encoding="UTF-8"?>

XML TTEHERIEEZRZ TEHGINRC,

<name attribute="value”>content</name>

AERNZR XML &K, ERTHEVERIRC,

<name attribute="value” />

LmESFH7attribute="value”” =%,
XML BEBERFES, 2K FEBHRIFC.

<!-- comment -->

ANEFEMIFE, XML ELERERNE X FARERREREN T IF,

iRVERS e
&quot; -1k
&apos; % =
&lt; <IN S
&gt; >: KFS
&amp; &: &S

Table 11.7: XML ¥ E X SEARFIR

AV
“<” B “&” TEETEREM (attributes ) ST (elements ) H{EH,



https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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R
Y SGML X EMBA P E X3LIK, thil"ésome-tag;”, HEAMNKNE, F— 1P EXESEEZEHER,
FE'<IENTITY some-tag ”“entity value”>" BERR,

¥

R E X

ES=
REXMLIFMER—HMEARE—IZERBES (—EHEFELNETHEME ), £ Extensible Stylesheet Language
Transformations (XSLT) K& #2550 —4 XML, 22— MR ERES,

11.2.2 XML &bIE

BIrZ2 TAEUATAIE XML X4, tbdlii: I3 EH$IU3RI1ES Extensible Stylesheet Language (XSL).

—BREIZT —MNMFRIRRAA XML X, EA LR, (RAMEIER 7T BN RIES ¥ Extensible Stylesheet
Language Transformations (XSLT), {§E{E#mERIE.

BN KRBT Ri$RIES Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 F3R{E AN L AR
R ZR. fop REBLE Debian main #HREZEH, AR EAE Java fHIZIBS. LaTeX KIBBERMN XML R XSLT &
B, LaTeX R FAREIZ DVI, PostScript #] PDF iX 2 a]+TENH ST,

LRSI mATE KN | XEiE 1B
docbook-xml 1:389 2134 | xml DocBook 9 XML XEZEEIE X (DTD)
. f&F XSLT ¥ DocBook XML & Ep) &k s T
docbook-xs1l V:12,1:144 14870 | xml/xslt B XSL st
NN — I\ [=1~] N g
xsltproc V:15, 1:78 162 xslt Zi.sg B fTREIERS (XML — XML, HTML, 530K,
g ST
xmlto Vi1, 1:14 130 xml/xslt R XSLT & XML 2RISR e REE
fop V:0, I:11 285 xml/xsl-fo #%1% Docbook XML XX Z] PDF
[FA4 kY -
dblatex V2, 1:9 4643 | xmlxslt 527 XSLT ¥ Docbook XfF#%#% DVI, PostScript,
PDF X434
dbtoepub V:0, I:0 37 xml/xslt DocBook XML Z.epub 3%

Table 11.8: XML T B7%%&

BT XML £ #R&EERFRICIES Standard Generalized Markup Language (SGML)B—/MNF&, B FAIE SGML 93 BT
B, haem A2 XML, tEaiid XA ES FISEIES Document Style Semantics and Specification Language (DSSSL).

RHE TE WNES: iG] 1iAH
openjade V1, 1:26 1019 | dsssl ISO/IEC 10179:1996 #7/E DSSSL SEIEES (R #HY)
{&F3 DSSSL &I DocBook XML & kg L&,
dochbook-dsssl V:0, I:13 2605 xml/dsssl B DSSSL, Kt
DocBook XHFHITHEl, BIEEF DSSSL Fy¥Eik
docbook-utils V:0, I:9 287 xml/dsssl MEEI (HTML, RTE, PS, man, PDF) f
docbook2* &%
sgml2x V:0, 1.0 90 SGML/dsssl | SGML #1 XML f#F DSSSL N RAVFEIRES

Table 11.9: DSSSL T B35

R’
GNOME RY yelp {F{EAEBS FH{ERE 1A DocBook XML X, XRERETTUM X FKBEHIESR,



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
http://packages.qa.debian.org/f/fop.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon-graph.php?packages=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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11.2.3 XML #{iEREX

ERTEIE, (REEB AR EMINRE HTML 3% XML $iE,

wHEE RITE XN | XBEE EA
F__|

manzhtml Vo, 11 138 | MW man FHTE HTML BssREs (3255 CD)
doclifter V:0, 1.0 451 troff — xml troff 2] DocBook XML FI4E3RE8
texizhtml V0, I:4 1847 | texi— html JX Texinfo 2] HTML BY45a5S
info2www Vi1, 12 73 info — html K GNU info 2] HTML BY4E¥R 88 (X5 CGI)
. V0. 1.3 241 MSWord - | 83K Word F8ZVE] HTML, LaTeX, FRRHINHE

o IR 451hEE,
unrtf V0, I:3 148 rtf — html JX RTF 2] HTML SHEREE

. WordPerfect | WordPerfect 5.0 1 5.1 X2l TeX, LaTeX, troff,
wp2Xx V:0, I:0 200 EEiEt GML %1 HTML

11.2.4 XML BIREHRE

Table 11.10: XML BRI T BI&R

WFIE XML B9 HTML X, {REefiE%TE(13 XHTML, XHTML 2 —ME YA ERY XML SLfl, XHTML BEa95 4

XML T EAME.

XML XHEIEEMAENF LI URL FITEM, SEBEREE,

B TATE XV | Inge 1i8H
. . o0 1 R xm1lint(1) B XML &5 S 1T LE (B E,
libxml2-utils V:20, I:213 179 xmthtmlehzgg;*%ﬁ{t, 1B,
tidy V:1, .10 84 xml o html & xh#HTML B ECEFEFIENE
weblint-perl V:0, I:1 32 0 & T HTML R/NI5EIEEG B RS
linklint V:0, I:0 343 BERE PREFIWIGZET TERIEEREEE

—HiES XML &£58, ETIRCHIRESE, REE

11.3 HEhR

Table 11.11: XML E(LITENT BA7IFER

B3{E A XSLT

RARRENE R,

Unix 8 troff 2R RYIRH AT&T A%, TUHRAMERERR, INEWHBXREIZEFMII,
Donald Knuth & BAfY Tex 2IEF @ AMHER TR B 2L R E8945E, =YIZ2H Leslie Lamport FF &8 LaTex {15

AIBASE 75 {BRIRI AR Tex HU3EKINEE,

RG] RITE IS G 18R
texlive V:3,1:35 57 (La)TeX FFHERR, FREEANFTENRY TeX &%
groff V:2,1:39 20796 | troff GNU troff X AR R R

Table 11.12: HEhR TERIFIFER



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
http://packages.qa.debian.org/t/tidy.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://packages.qa.debian.org/l/linklint.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
http://packages.qa.debian.org/g/groff.html
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11.3.1 roff HERR

BHE X L, roff  Unix EFERNXALIBRAG. SN roff(7), groff(7),groff(1),grotty(l), troff(1), groff_mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff_mm(7) #1”info groff”,

LRI grof f REBLAG, RGN -me” RIS HMEEBR R — M A HIESFM, EMMIER"/usr/share/doc/groff/~,

N
"groff -Tascii -me -"#idHiTH ANSI % XBMAN A, WMRIFEE manpage WEHHBIFZH" F"_",
L (EAENRTHS"GROFF_NO_SGR=1 groff -Tascii -me -7,

R’
NRBEBRR groff EMBINXAX AR H F1"_", {£A"col -b -x" RKITIRE,

11.3.2 TeX/LaTeX

Tex Live SR T 28 TeX R4, texlive FTTEIRRZE TeX Live FHI—E5, ERERBNITHEES,
XEHFZEAM TeX l LaTeX HSEZEM,

* The teTeX HOWTO: The Linux-teTeX Local Guide

« tex(1)

« latex(1)

« texdoc(1)

« texdoctk(1)

+ ”The TeXbook”, Y& Donald E. Knuth, (Addison-Wesley)

« ”LaTeX - A Document Preparation System”, fE& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE# Goossens, Mittelbach, Samarin, (Addison-Wesley)

XRRBAIHRIME, 12 SGML REFCEFAEBEEFAIETR, lyx REFERMHE Lyx F1 texmacs #AFE
IRHtAY GNU TeXmacs & %9 LaTeX {2t T IEE RN ERIFTILENFF1SAUmEEIFE, SAMIFS AR Emacs 1 Vim {FAHIR
(AZECE: N

B ZHELRIRTFE,

« TEX Live Guide - TEX Live 2007 (”/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base B)

+ Latex/Lyx BJ— /MBI $55]
o {EH LaTeX #1TXFAIE
+ teTeX/LaTeX HYZAit FH 55|

UL EBEKRE, TeX BRI SHE, RUTFE”/etc/texmf/texmf . cnf” &N pool HIK/N (BHINIIRIE R SR
t8R”/etc/texmf/texmf.d/95NonPath” # Hia{T update - texmf(8)) KIE & Ikt &,

R

"The TeXbook” f4 TeX JE#E B LA M http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex £ T #§, ULt
XHBETHERZHMEBNEES, BNRIEXXEFRE 7 215 10 T:ER T HERM \input manmac
\proofmodefalse”, FABTUAF tex(l) RALIBUEXHY, FroRZUBINEMLIXAS ((£F Donald E. Knuth B
HithP) MARERTELRA, BREELRAFIREIEHLEFS) Tex MIARFHIFF !



https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
https://zh.wikipedia.org/wiki/转义序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 EXMFTENFMDT

REEBRAN T ER— e S ETEIN LIR=ATENFMIT.

$ man -Tps some_manpage | lpr

11.3.4 BIEFMR

RERY roff HBNEFMIT (manpage ) BrJEEH), XEXRE —LHENEFEATRIRFMIL

RER TR NES A

dochook-to-man | V:0,1:7 191 ;Gﬂl;}/%{ M I\ DocBook SGML 2 roff FHTIZHE S s 1558
help2man V:0, 1.7 542 %ﬂ}?&“ @it --help SBEFERFMANTE
info2man VA0, 10 134 ggﬂﬁm §3% GNU info 3 POD Sy EM IG5
txt2man V:0, 1:0 112 ;"gﬂ;““ HBLEEERD ASCIT SUAES(L D FM TR

Table 11.13: SIEFMINT EYIFR

11.4 OJENRIAYEIE

£ Debian 2, FIFTENRIEHER PostScript 4&30R, ¥ F3E PostScript $TEN#, BF Unix $TEN &R 4 (CUPS) £
Ghostscript 1 B E 5 & KA IEEF,

11.4.1 Ghostscript

REIE T ENRIRY B AYHZ 0 Ghostscript PostScript fE#28, EBETERM MBI,

B ATE NI L
ghostscript V:166, 1:579 | 180 GPL Ghostscript PostScript/PDF f##% 25
ghostscript-x V:3, .44 87 GPL Ghostscript PostScript/PDF f#f%25-X B/RS2 i+

libpoppler162 V:26,1:182 | 4274 | PDF ;8% FE (xpdf PDF JRZF_AIN )
tibpoppler-glibs V262, 1:477 | 484 PDF JEZE (BT Glib WHEERE)
poppler-data V:119, 1:604 | 13086 | FIF PDF JEZFHJ CMaps (CJK F5: Adobe-*)

Table 11.14: Ghostscript PostScript f#F$23713R

N
"gs -h" BEfEE /R Ghostscript WEEEEE,



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler102
http://qa.debian.org/popcon-graph.php?packages=libpoppler102
http://packages.qa.debian.org/libp/libpoppler102.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
https://zh.wikipedia.org/wiki/CJK_characters
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11.4.2 EHEA PS 5 PDF X

{RBETS{ER Ghostscript FfY gs(1) REFH ™/ PostScript(PS) X P] B 1E X448 ( PDF ) X,

$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo02.ps
$ gs -gq -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

=z
R

PDF BRERI MBS TARIENRIFVEEEN, EXREETHE —LHIMFHNT BIEYE T PS 181,

B
WFaRS1TKiE, psmerge(l) # psutils BHREMAGFSTELIE PostScript XIS 2EB A, pdftk 84/
pdftk(1l) FEALIE PDF XASHIBHMEE 12 RETF R,

11.4.3 RIEFEIRIFIEIN TR
T 2AIETENRISIRN TRSIR,

B TATE NES: 1G] 1iBH
e ] ] pdf ps,text, | PDF THE: pdftops, pdfinfo, pdfimages,
poppler-utils V:159, I:461 | 717 pdftotext, pdffonts
psutils V4, 1:71 219 pSs - ps PostScript X &4 T EH
poster V0, 1:2 58 ps - ps FH PostScript TIHIfERELE
— E4] i o
enscript V1,114 2130 | €Xt=Dps, 2214 ASCII S ZAE] PostScript, HTML, RTF 5%
html, rtf Pretty-Print

. " {ERTSZAEN PostScript’ e e FHFEBERI AR
azps V:0, I:9 3979 text - ps SEHITENISE
pdftk I:39 28 pdf = pdf PDF X555 T E: pdftk
htm12ps V:0, 1:2 261 html - ps K HTML %[ PostScript FI3&H#REs
gnuhtml2latex V:0, 1.0 27 html - latex | K html 2] latex F9%E#RES

. L1 LaTeX XHHEIEEM Microsoft Word 1%2EXEY
latex2rtf V:0, .3 495 latex — rtf RTF F8 LRy RY

B | i (

ps2eps V2, 143 95 DS eps éé};c%tScnpt F EPS ( Encapsulated PostScript ) B7
e2ps V:0, 1.0 109 text - ps A H X ImhE X 5 SX A5 PostScript 35128
impose+ V:0, 1.0 118 ps - ps PostScript T &

. o E=FTEMFZTETER (C, C++, Java, Pascal, Perl,
trueprint V:0, 10 149 | text—ps Pike, Sh, &/l Verilog ) & PostScript, (C iB)
pdf2svg V:0, 1:3 30 ps - svg PDF 2[e] A Y (6] = EIAR TRV 1R 2%
pdftoipe V0, 1:0 65 ps — ipe JXPDF 2] IPE ‘s XML &I\ A94E3REE

Table 11.15: B eTENRIFUEII T E SR

11.4.4 F CUPS #TEl

Unix @RFTENZR % (CUPS) HIBY 1p(1) # lpr(1) spSERIR I T B E XITENFUIRRIEIR,
{RE] AERR F &< R — AN RITEN 3 0 BT BRI,

$ 1lp -n 3 -0 Collate=True filename



https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
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$ lpr -#3 -0 Collate=True filename

{REEAZIEIE” -0 number-up=2”,”-0 page-set=even”,”-o0 page-set=odd”,”-o0 scaling=200”,”-0 natural-sc
EFEITEMVUE DR — S EBIFTENNIRE, FARXIEES N SITHTENFDEIRL,

11.5 HREEIEEE IR

T IUBBA R IEAS HRAR (A BLIRIR T T ATEREX,

REa MITE Ky P35k 1 BH
sharutils V:3, 1:37 1415 AR shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V1, L11 108 MIME YRIZFIRERS MIME {2 mpack(1) #1 munpack(1)

f# & MIME [§f5 28 "application/ms-tnef”, ZI&T
B MIRER

TR IS EE FI RS ES: uuencode, xxencode,
BASE64, quoted printable 11 BinHex

tnef V:0, I:6 110 ms-tnef

uudeview V:0, I:2 105 hR &k

Table 11.16: BEITF M4 EIBIEIRBVR G BIIR

R’
NREBHZ Fine] AECE R IMAPA ARS328, EEXMIER AN AR 4 (IMAPA) BRSZ 23T LARSKRIEHHAHNER
WHREEEB LR,

11.5.1 MR BUEERL

BB (SMTP) BUBRFEEZWIRHI 0 7 (I EUEFY). IR 8 1 A HE{EF Multipurpose Internet Mail Extensions
(MIME) B EXM 2 FRER A R FIEEMNFAERBE 7 (480, (BR&K 11.2),

FRERERE 7R U2 mbox, ERMKIE RFC2822 (1 RFC822 B HT) KMIHEIN. S0 mbox(5) (FH mutt (R EIRH).
WFRGMIES, B8 B T4 8 iiF T, "Content-Transfer-Encoding: quoted-printable” fil ISO-8859-1 F
R EE WA TEEH RN A 2 mE R UTF-8, B FJLF 22 7 U$4RE, €A Content -Transfer-Encoding:
quoted-printable” hE2&iEM,

WFHIE, £4”Content-Type: text/plain; charset=IS0-2022-JP” i@ # AT hB4RIRIEXATE 7 {iL,
BREZEMNMRARRE L ERANER TER Shift-JIS KL X4, MRBIEXAZA UTF-8 &5, HTFaB1F2 8
I £3E, (£ Base6d BH1EN, HEIMES BEEMIER.

=
INRARAIIE Unix BRHEEHE =] LAET — N E &F IMAP4 BR 5518 AYIE Debian E Fimifsle], (Re] BB EITIRAY
IMAP4 AR S3 SRAFHBIAHBURER L.

xR
NRIFEREEMGFERERN, F—LEENBNE mbox BN ELREF. & mutt(l) XS INEEMNE FIRIZF R
BRI STALIX SEIRIF,

{ReIAEA procmail(l) ¥ formail(1l) IBERFE AT F k5 — a4
F—HHAEETEERARE mpack EEH munpack(l) % (KEERRENWITER ) K3KX1E MIME fRiZHNE,



http://localhost:631/help/options.html
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
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11.6 BRI E

MTFRRTERAIESGR, HENEENTAS,

'R
£ aptitude(8) (&% 2.26 ) FAEMNRIAN~Gworks-with: :image” REXEZSHEBRTA,

SR gimp(1) XHMER R EEFRIEFEEAR, B% inagemagick(l) NG ST T EEAMABNCLIEE
&RE 2 1RE AL,

SRR _E RIS EAEN B ER R PT S IREEMSR SR TU(EXIF), iXMIETVEAE JPEG BIRSXHE TN LRI — LT BIRIRE,
EEEBRFEMBEA. HEFENIZENES.

The Lempel-Ziv-Welch (LZW) ZIFIBEBENEEITHA T, EA LZW E4H 0 BREREEI (GIF) TEIE]
BA7E Debian R FBEHERT.

R’
R B R BIE R R BEN ST AR T BAZE Linux LilBid USB 751N R TIE, BN EBIEHEIX
HREZTNFEER FAT XERE, 5% 10.1.7 7,

11.7 AEMEMIEERTE

XEFFZHMBTHIREEHRINITE, £ aptitude8) (£E% 2.26 17 ) BEAIEMRA"~Guse: :converting””
REKINTHIREEL,

{REENSEIT N T A5 < M RPM A8 AY B IR BY AR,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
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RES TE NS5 1ER
gimp V:50,1:260 | 19877 | B (i) | GNU B ERERF
imagemagick 1:321 176 B (fIE) | EERERER
graphicsmagick | V:i1,1:13 5510 | I (UE) | EIfRRLIEIEF (imagemagick Jﬁitl:n'EEE’J)
. . =g \ o
xsane V:12,1:148 | 2339 | B (ZE) |EJEI}E1><?TL1E|51$T)
netpbm V:27,1:330 | 8200 | B2 () | B REmMERIE
. . - o S Windows S FIERFEL R PNG 18X, =&
icoutils V.7, 1.54 221 png « ico(bitmpa PNG & 2t#5(L Jo {8 (favicon.ico)
scribus V:1,1:16 30242 | PSPAUSVGT 1 g s DTP 4his8 88
Libreoffice-dray .., 1451 | 13505 ;g’ (X | LibreOffice hAEH- 2
inkscape Vi14,1:122 | 99316 ;g’ (R | svo (TR EEBER) RIES
dia V2, 1:21 3908 ;g’ (X ERGHIEE (Gtk)
- " . ﬁg ( % [A2] '/, 7‘: = - £ 7|'RIE
xfig V:0, I:9 7825 | g ) EERRE T, XREANEREGEIHE
. . ps/pdf — image(FostScript 7 PDF X421 7] JmiE Kk E I H5E R
pstoedit V:2,1:53 1003 2) 22 (SVG)
Libwmf-bin Vi6,1:130 | 151 g)“dowy mage( dows T (% R EFIE) IR TA
fig2sxd V20, 1:0 151 fjif)* XA | 4o XFig ST H OpenOffice.org 42 EF&T
unpaper V2, .17 412 image — image] [5%CIE OCR AEIIH T HE
tesseract-ocr | Vi7,1:34 2135 | image—text | EFEERIEI OCR 5[ERI% 2 OCR R
_ — BRE . -y F _ BE=
tesseract-ocr-en g\/:7’ [:34 4032 image - text Cj)(c{qf:{ SIERIE: AT =X XAHR tesseract-ocr 1B
gocr V:0,1:6 545 image - text | &% OCR &
ocrad V:0, I:3 578 image . text | 2% OCR &
eog V:57,1:270 | 7770 | Elf& (Exif) | Eye of GNOME BRI GIZF
gthumb V:3,1:16 5321 | B (Exif) | EI&NIaes ( GNOME )
geeqie V4, 114 15402 | BEf& (Exif) | EF GTK BB
shotwell V:16,1:248 | 6187 | EIf& (Exif) | ISR EME2E (GNOME )
gtkam V:0, I:2 1154 | BEf& (Exif) | ABBERETIFRES BIRPIN A (GTK)
gphoto2 V:0, I.7 947 ElfR (Exif) | gphoto2 RERHZ 117‘3‘18’3% EREENNIE
gwenview Vv:30,1:101 | 11755 | EfR (Exif)y | EIRMI%E (KDE)
kamera I:101 983 Elf& (Exif) | KDE ERZFHFRBENFNARE
digikam V:1,1:9 292 Bl (Exify | T KDE KA RNRFEREIENE
exivz V2, 1:29 278 Elf& (Exif) | EXIF/IPTC iR IETHE
exiftran V:1,1:15 69 El%& (Exif) R ERS EEAENLAT jpeg BIBRIRT
jhead V20, I:7 131 | Elf& (Exif) ;%I.Effﬂ JPEG CfF (BBRALEFR) B Exif Y
exif V2, 1:34 339 Bl (Exif)y | E/R JPEG XHHH EXIF EEMNGSTLE
exiftags V:0, 1:3 292 B (Exif) | KERFSFENIAY JPEG X 15EY Exif Mn RIS L E
exifprobe V0, I:3 499 Ef®& (Exif) | AEBEEFR PIZBCoRE
: 72y
deraw VAL LI | 583 g;*gﬁf“ RO R A M BB AR E
findimagedupes | V:0, I:1 76 image — ﬁngerpr}ﬁélﬁfﬁﬂlﬂ
ale V:0, 1.0 839 image — image| & FF[E ZANR REATEIEDE
imageindex V:0, I:.1 145 image(Exif) —~ hAEIFZ R ETEFRES HTML ElE
outguess V0, I:1 230 jpeg,png 1B FIRY Steganographic TH
Tibrecad Vi1, 14 8798 | DXF CAD BiE%miE2: (KDE)
blend, TIFF, o —
. . ) bl A £ o oo
blender V:2, 1:30 89560 | VoL, FAFahERY 3D RigER
mm3d V:0, 1:0 3881 gff‘?’_ b | = OpenGL 9 3D 18R IS
open-font-design-tootkit | g thps, | AFARFRIGHHTE
fontforge V.0, I:6 3980 ttf, ps, - FF PS, TrueType #0 OpenType R 1A JmE 25
= £ VS =7 Wily
xgridfit V-0, 1:0 806 f FT TrueType F&R) WMIBHISFINFERRZA B

3k



http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon-graph.php?packages=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon-graph.php?packages=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon-graph.php?packages=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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RG] ATE X | XEiE 15 8H
alien Vi1, 1:20 163 rpm/tgz —deb | FEANKEVIRGFEL4EHR 7 Debian &

D) ) N /=1 — R
freepwing V-0, 1:0 421 | EB-EPWING iﬁﬁgﬁlgfgﬁg% )zﬁki B JIS X 4081
calibre V:7,1:28 63554 | any-~EPUB | B REZRRBEIEEIE

Table 11.18: NEIFEMHEXIRTEIIR



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://packages.qa.debian.org/f/freepwing.html
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
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Chapter 12

Jmiz

XEBHLAH L Debian RAFHER, BIMEIHREMARDITEMNERE, TERKEBSXENREGEINS 23 NY
X1,

%% manpages # manpages-dev B2Zfg, sJBTIEIT “man B EEFMIIPMNSEERE, TRTGNU L
BEMMEXXEEZE, FJUBTIET “info BFEM” EESEXHY, R GFDL MXMIXI45 DFSG A ARE,
FrLARETBE R E/E main BEPES contrib #l non-free ARETHHALTE T,

BEEERRAERZRAETIR, £01% 105 1,

O

[

==

REM “test” fERETITHMEXANEST, E shell FREE “test” B9,

Ny
@ {RET B MER B RIFEEINIEFEIEME] “/usr/local” 8 “/opt” BR, IHTTUNERESRLEER
BE,

®R
“FReh: 99 HRMEE" MURIERGIFT A RR M SRS MIES ITER,

12.1 Shell iz

Shell i BB EH FTEMBIN AT RITHIXEXH,

#!/bin/sh
. command lines

B—1TIREA TIZENF A TIX /NS AY shell fEFEES.

%18 shell AR RFNERSCIERE UNIX RARMA TEMN, XEHE L shell HIFMIRR. BE “Shell 1
i®” ( http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJLAMEEIRPES],

MG shell REHEI (B0F 1.5 WHE 1.6 ), shell HASINEERSE. FENEIAE



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html

Debian & Fift 211/ 229

12.1.1 POSIX shell &4

RGN S I AER ] LAEIT{ERE POSIX shell (BFR 1.13) KT,
« EZHAMIIEZZE POSIX shell ?/bin/sh” —EEZ] /usr/bin/dash I SHE, HHBIFS RAEFER,
o IRABYZZ BT, POSIX shell & /usr/bin/bash,

#5455 B A& bashisms ( bash 1£ ) (& zshisms ( zsh 1t ) 5% shell BiA, F{RMIATEFTE POSIX shell Z B/ EHT]
BiEM, {RPJLAER checkbashisms(1) W HEIFITIRE,

FH9: POSIX MZE %A : bashism

if [ "$foo” = "$bar” ] ; then .. | if [ ”"$foo” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
J\EHFIE: "\377” FRHEFMERX: \xFf”

Table 12.1: BAAY bashism 1E;%FIFR

£/ echo” G SMIHEFREIRUT/LANAGE, ERRIEAE shell FIMPaR<LHIRNE, ERKIMBBEER,
< BRMEMARR “-n” BMERSHSITIE,
- BRAFHEPERAE XTI, EAIRIE shel RNE, HEENERBR—1,

=
EE
s

RE “-n” ®IHARRE POSIX iB%, BEEO#ZES,

"R
IRMFREREREFFREPRAENFI, B printf” &< echo” &%,

12.1.2 Shell 8%
KSR shell SEURETE shell FA B EHE A,

shell %% B8

$0 shell B shell BIZARRYZ 5

$1 FE— shell ]

$9 ZE 9 /" shell &8

$# UESHRE

TEEN "$1 $2 $3 $4 ..”

"$@I’ II$1" "$2’I II$3" "$4" .
$? = —Xa S IR IR
3% XA shell FjZ<HY PID

$1 RIEFIRIEEES PID

Table 12.2: shell &#4%1F&
MTARREEICIIMNERNSHE,
DA b Xt > SRR _E &R =2 T IERY,
- B EF A var BREFEBRIESE
« S8E7 7 FETNMRE var EREEFER, "JUAE



https://zh.wikipedia.org/wiki/POSIX
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SRTEAER MR var TECREMBAER | IR var TEZERIRERLER
${var:-string} ”$var” ’string”

${var:+string} ”string” “null”

${var:=string} “$var” ’string” (FFzfT’var=string”)
${var:?string} “$var” 7E stderr FER"string” ((HEEHL)

Table 12.3: shell SR IR

sREREX gE

${var%suffix} MBRALF var ZEERY suffix Fx/\ILECIER
${var%%suffix} WFRGITF var ZEERY suffix x KILECRTV
${var#prefix} RGBT var FF3KET prefix R/NILECIRLC
${var##prefix} HERAIF var FFKRY prefix Bz RILECIEC

Table 12.4: EZEH shell SR EIRTIR

12.1.3 Shell &£&iE6)
BANGOEARE BHIRS, XU RHIEaER,

s FYIfN: 0 ("True”)
« L4 : 3E 0 ("False”)

=z
EE

"0” 7£ shell R IEGPHIZRRE True”, AM"0" £ C R EAHIZ X N False”,

S-=z
=)

[V R test AL REMNN, EWER]” ZENSEREN P FRERIAN.

MTFARRREICIZHEM FMEE.

« ”command && if_success_run_this_command_too || true”
« ”command || if_not_success_run_this_command_too || true”

« WTFARRZSITHARER

if [ conditional_expression ]; then
if_success_run_this_command

else

if _not_success_run_this_command
fi

XEREWN “|| true” BEEN, EFTMURIEZXA shell HAER/NMERT “-e” BIIMKIABANAREZITE
SR,

EARBUMLEBRERMGRANF N -eq”, ”-ne”, ”-1t7, ”-1e”, ”-gt” #”-ge”,
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F=IEH REZEEFTFERISRG

-e file file F7E

-d file file FEFERE—TEBEX

-f file file FEFEHR— 1T EBEXH

-w file file FEFHFIS

-x file file FEFEHRIRIT

filel -nt file2 filel ZAEE file2 F

filel -ot filez filel B EEE file2 1H

filel -ef file2 filel F0 file2 fI FFERIFNIIZ & EFHEHBEERER inode /=

Table 12.5: FERMARIANPHI T LR

TIAR RENZEEFRENFEG

-z Str str I KRERE

-n str str O REANAZE

strl = str2 strl # str2 FHZ

strl '= str2 strl F str2 B

stri < strz2 str1 HEFITE str2 Z 81 (BURTFIBEINER )
stri > str2 strl HE str2 25 (BURTFES IR )

Table 12.6: EFRHRAXNPHITFHFRELR

12.1.4 shell {&IF
XEH LM AT POSIX shell BITEHZ .

« »for x in fool foo2 ..; do command ; done”,iZfEF &4 fool foo2 .”WFLE"x” FM1T command”,
« "while condition ; do command ; done”, H”condition” AER, £EEHIT’command”,

« until condition ; do command ; done”, H”condition” ARET, KEEHIT command”,

- “break” B]A KR L 1EIR.

- “continue” BJBARISREF AT —IK1EA,

N
C IBSHHHBEEMNRFIUAA seq(l) SEMKR4AERL"fool foo2 ..."

BR
2015 949 T,

12.1.5 Shell IfIBTE
Y shell BOITIER T —LEE MWIMESE, JErE(RIMA NI TIMERRIETE,

« JF7SUSER”, EA”$(id -un)”
« JF $UID”, EA7S(id -u)”
« XF"$HOME”, fER"$(getent passwd ”"$(id -u)”|cut -d ":” -f 6)” (XMEESE 452 T FILMF)



https://zh.wikipedia.org/wiki/C语言
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12.1.6 shell < 1TRILIERF
shell A B UL T 51BN FF SR AL IR — NS,

+ shell iZBY—1T,

s MRZITEEE"..” 5% '..", shell WZITRZEBRHITHEIES —NHRIE (one token ) ( i¥;E: one token 278 shell iR
AE9— AZ**’JﬁTE ).

+ shell B FIIARAFHTRHEEERS 2 FREEE #5717 (tokens ),

- TAFR: TR tab RITH
-TTFF:<>] ;& ()

s shell BMEZ—MMUTF ".." 3K’ " B9 token Y REBFRIABENITA,
— {REB=F: if then elif else fi for in while unless do done case esac
« shell BHAARAIF "7 88 "... " H8 518,
o shell BAARQMTF 7.7 8% ... FH KR,
-~ L HEIAFPMRE R
- ’~uyser” - user KRB R
s shel BT ' ...  F TERFHEMIE,
- TE: "$PARAMETER” 5”"${PARAMETER}”
o shell BARUTF ...  FH S EHR,
- ”$( command )” - “command” #gH
—» " command ” - ”command” BY%5H
o shell ARG F 7.." 3% ' ...  HH glob BIZERA MILENXXHER,
- * L EEIESR
-? - —NFH
- [.] - T FHFF
« shell A FOUJLAEEX SSFHMIT,
- BREE X
- NESS
- “$PATH” FREYRIIT
« shell BIfE T —17, FREXNMIEMKBRFITAIE,

W5 | SHHBE| SERBMR,

7E shell FHIT “set -x" fEMA “-x" EIFEDN shell FTLALL shell RREABMITHH S, INIXKIAZIEES
&,
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LRG3 mITE RK/Iv | 1%HEH

dash V:879,1:996 | 191 /INFOBREY POSIX 32 F shell, T sh
coreutils V:876,1:999 | 18062 | GNU iz LE

grep V:780,1:999 | 1267 GNU grep. egrep #l fgrep

sed V:781,1:999 | 987 GNU sed

mawk V:414,1:997 | 284 INFOBRAT awk

debianutils V:903,1:.999 | 244 FTF Debian &M THE

bsdutils V:560,1:999 | 356 3XH 4.4BSD-Lite WEM T E
bsdextrautils V:532,1:648 | 339 X8 4.4BSD-Lite FIEIIMNI T E
moreutils V:13, 1:36 244 EYM Unix TH

Table 12.7: B2 FF shell AN EL RN BIEFIREE

12.1.7 BT shell BIABNEREF

7T fEREY shell F2/FTE Debian R4t EReIgEM BB R BIEY, MNZRER LENRAEMEHRINNAER,

- "aptitude search ~E”, 7t HERREE,
- ”dpkg -L package_name |grep ’/man/man.*/’”, 3l package_name (R4S FTIZ A9 man Ff,

VN

RE moreutils RJEEARTETE Debian Z4h, BERME T —LEBINEFR, REBEEN—1 2 sponge(8), =
REBEREROEGE, ERIEETH,

SNE 1.6 HIFEIF,

12.2 FERMES P

RG] MITE KOV | 345
dash V:879,1:996 | 191 sh: /NFITREY POSIX FREHY shell, ATF sh
bash V:823,1:999 | 7168 | sh: H§ bash-doc BEHE “info bash”
mawk V:414,1:997 | 284 AWK: /NFIREY awk
gawk V:290,1:363 | 2906 | AWK: § gawk-doc BIRHEM “info gawk”
perl V:648, 1:990 | 669 Perl: pe\rll(l) CAR 8T per1-doc #l per 1-doc-htm1 EER

html 3%
tibterm-readline-giiipErl | 379 | GNU ReadLine/History B Perl #: perlsh(l)
libreply-perl V.0, 1.0 171 Perl BY REPL : reply(1)
libdevel-repl-pery,, ., 237 | Perl ®UREPL : re.pl(1)

. )y N=Eh - ’j WA

oython3 V699, 1944 | 82 Ethon. python3(1) EA%i&E1E python3-doc B AR html XX
tcl V:25, 1:233 20 Tcl: tc1(3) AREE tcl-doc BIRENEIFMAIFMII
tk V:20, 1:226 20 Tk:tk(3) AiBid tk-doc BEREEMNEIFMEFMIIXE
ruby V:77,1:223 29 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)

Table 12.8: fZRREEME X EGBLTIR
YH{RFEETE Debian EEMEHIT—MES, MNHEAERBRIEIESHA, EEEBRTESNENR:



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
http://packages.qa.debian.org/g/grep.html
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
http://packages.qa.debian.org/s/sed.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
http://packages.qa.debian.org/b/bsdextrautils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
http://packages.qa.debian.org/m/moreutils.html
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
http://packages.qa.debian.org/g/gawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
https://zh.wikipedia.org/wiki/Perl
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
http://packages.qa.debian.org/libt/libterm-readline-gnu-perl.html
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
http://packages.qa.debian.org/libr/libreply-perl.html
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
http://packages.qa.debian.org/libd/libdevel-repl-perl.html
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
http://packages.qa.debian.org/p/python3.html
https://zh.wikipedia.org/wiki/Python_(programming_language)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
http://packages.qa.debian.org/t/tcl.html
https://zh.wikipedia.org/wiki/Tcl
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
http://packages.qa.debian.org/t/tk.html
https://zh.wikipedia.org/wiki/Tk_(software)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
http://packages.qa.debian.org/r/ruby.html
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
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« £ dash, MFRESRERM, (£ shell :ZFEXS CLI &L 1T1EF,
« £/ python3, MRESAREEN, MAFEARS.
« A perl, tcl. ruby----, YR Debian EEAXLEFESEMRFRE, FERTMESHITIHE,

MBERLREAE, MEANTRE, (RoUUNARZFHESES X BT, NERLIESIER,
12.2.1 FiERHEIES KRG

REBD R BB IR M BEARMNEZ R E NI IRIRINEE,

“dash -n script.sh” - Shell A5 £ZE &

“dash -x script.sh” - JRER— Shell BIZR

“python -m py_compile script.py” - Python BIASiE; %16 &
» “python -mtrace —-trace script.py” - BRER— Python B4
« “perl -1 ./libpath -c script.pl” - Perl BIZARIE £ E

» “perl -d:Trace script.pl” - IRER—/ Perl BIK
7AMiE dash K18, 2XTFEE 9.1.4 T, BRERHETH bash EUNREXIMME,

AT perl K18, 2R T Perl B REPL 318, ©79 Perl 12T Python Z{#Y REPL (=READ + EVAL + PRINT +
LOOP) 15,

12.2.2 (£ shell A& GUI 127
shell i 2N BE % 4 D4t F SR SIME— NIRE| AR GUL (BB RE ) 25, RITEA—NBHWiEREFERRSEER

echo # read F$HI= KX H,

XGRS AT K/ [ HBH
x11-utils V:178,1:565 | 712 xmessage(l): E— I EOFER—FBREREED (X)
whiptail V:265,1:996 | 57 K shell IR ERAFAFRIXTIERE (newt )
diatlog V:11,1:103 1213 | A shell lIAR ERAFRFRINFIERE (ncurses )
zenity V:74, 1:358 155 K shell IR EREFITIEE (GTK)

=Z Il - - Faad ‘ - j-_‘
ssft V-0, 1:0 75 ;gll B ZBiim L& (zenity, kdialog, and 8 gettext B9 dialog £
gettext V:54, 1:264 5825 “/usr/bin/gettext.sh”: FREEERE

Table 12.9: ¥HiE ( dialog ) F2FFIR

XER—MNERERDN GUI ZFRMEI1F, XERA— shell AR S 4T 5.
XNIARER zenity RIEFE— NG (FKIA /etc/motd) HERE.
XA GUI BalEEEmSIREE 9.4.10 TEIE,

#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd” --title="Select a file to check «
") 11N
( echo "E: File selection error” >&2 ; exit 1 )
# Check size of archive



https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
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if ( file -ib "$DATA_FILE” | grep -ge ’'Atext/’ ) ; then
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")"”
else
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"”
fi

XFPE shell MIAK GUI BERARANGR%ENZEEH, NRGE—NEECEMSRNER, BEEENEE
BBHTEE LS,
12.2.3 T#Hl GUI (BEIFBAFRE ) XEEESENITH

GUI (B FRE ) XHEEREEEIXM £, EBRIIMINT BRIRGERT BRIIT-EERITH, ETEMN
ERRZA, et easARERMITIEERIANITT I,

« ¥F GNOME, £ NautilusScriptsHowto,
« 3¥F KDE, £l Creating Dolphin Service Menus,
« ¥WF Xfce, S Thunar - Custom Actions [ https://help.ubuntu.com/community/ThunarCustomActions,

« ¥F LXDE, £l Custom Actions,

12.2.4 Perl ERIARRITE

AT RIBEIE, sh BEEMFHFHEEBIT cut, grep. sed &, B8, NBIV—NFAHE, per |l EREBIBLIREE
=RAY, FTLA Debian EAVITS RBLEFHIAER perl,

IEFANE R TE—1T AWK BIARF ERFIETE Perl FREVENH.
awk ’($2=="1957") { print $3 }' |

XENTF TINEE—1T,
perl -ne '@f=split; if ($f[1] eq "“1957") { print "$f[2]\n"}" |

perl -ne ’'if ((@f=split)[1] eq ”1957”) { print "$f[2]\n"}" |
perl -ne ’'@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’print $F[2] if $F[1] eq "1957"' |

perl -lane ’print$F[2]if$F[1]eq+1957" |

RE—NEEMENEK, EALT TEIHANILE Perl B4,

- EFRAENEIN,
- FENBFEIFFEB iR,
s BITARSITIEIN: perlrun(l) BY Perl I1THIS

s Perl 43R TE: perlvar(l)

RIEMR Perl BI5BIN, SILbERY, XAFFHNICIES ARZFEIELAIKE, FrLABE/ND,
FEZWITHY Perl A, BMEAYR]ILAF T Perl Golf,



https://help.ubuntu.com/community/NautilusScriptsHowto
https://develop.kde.org/docs/dolphin/service-menus/
https://docs.xfce.org/xfce/thunar/custom-actions
https://help.ubuntu.com/community/ThunarCustomActions
https://manual.lubuntu.me/stable/2/2.4/2.4.4/pcmanfm-qt.html#custom-actions
http://perlgolf.sourceforge.net

Debian & Fift 218/ 229

eSS AT KV | 5HER

gcc V:161, 1:552 | 47 GNU C %1%z

libc6-dev V:247,1:569 | 12048 | GNU C FF: AEREFMEXH

g++ V:51, 1:498 14 GNU C++ Fmi¥ss

Libstde++-10-devi g 1915 | 17537 | GNU e Co+ BERRAS 3 ( FRASTHE )

cpp V:325,1:729 | 30 GNU C FstiE

gettext V:54, 1:264 5825 | GNU EFfrtIEH

glade V0, I:5 1209 | GTK AP M Ess

valac V0, I:5 724 fEEF GObject AZE C# FNES

flex V:7,1.73 1241 | LEX F&RZHY fast lexical analyzer generator

bison V:7, 1:80 3116 | YACC &BR BEImEs £ zs

susv2 1.0 16 @ “E— UNIX 5B (FRA 2) 7 3REX (RiBXHE)
susv3 1.0 16 i "B — UNIX JI5E (RRA 3) 7 3REX (R1BXHS)
golang .18 11 Go JRIZIE=S Mizen

rustc V:3, 114 9490 | Rust RAHARIZiES

haskell-platform ., 12 ARAERY Haskell EEFI T B

gfortran V:6, 1:64 16 GNU Fortran 95 J®1¥ 28

fpc I:2 102 B H Pascal

Table 12.10: fRIFMEXKEBIIFT
12.3 ZmiIFELES AR

XE, BIETE 1233 BHE 1234 T, ARIFEPERURIFERNIZFERA CIESRES, BEIRIFSRIERT
Cias.

1231 C

fRE] LB RO AEIREE SRIMRERRIFER C RIZIESHEIERF.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev 48, BIGNUC &, RftT CIRERE, EBET C RIZIESERRSSSUFHIELTE,
SEERWT.

- “info libc” (C EEHEE)
« gcc(1) # “info gcc”
« each_C_library_function_name(3)

s —

+ Kernighan & Ritchie, “C f2Fi&1HES", 5 _hR ( Prentice Hall )

12.3.2 EHEAF CFEF (gee)

—MEEBEIAIF “example.c” FJLUET M T AR “libm” E—RERIZFHETHITIEF “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>



http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
http://packages.qa.debian.org/g/g++.html
http://packages.debian.org/sid/libstdc++-10-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-10-dev
http://packages.qa.debian.org/libs/libstdc++-10-dev.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
http://packages.qa.debian.org/v/valac.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
http://packages.qa.debian.org/f/flex.html
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
http://packages.qa.debian.org/g/golang.html
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
http://packages.qa.debian.org/r/rustc.html
http://packages.debian.org/sid/haskell-platform
http://qa.debian.org/popcon-graph.php?packages=haskell-platform
http://packages.qa.debian.org/h/haskell-platform.html
https://zh.wikipedia.org/wiki/Haskell_(programming_language)
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
http://packages.qa.debian.org/f/fpc.html
https://zh.wikipedia.org/wiki/C语言
https://zh.wikipedia.org/wiki/C_standard_library
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int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@’; /* fill to make sure string ends with '\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, x, y, argv[1]);
return 0;

Iy
EOF

$ gcc -Wall -g -o run_example example.c -1lm
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

ATER sqrt@), UIER “-1m” §#EKE libce MEEME “/usr/1lib/libm.so” , EFREVEXHAITF
“/1ib/”, XE&EH “libm.so.6”, E2EME “libm-2.7.s0” H—MiE,

BE-THALENANRE—K, BERET “%10s”, EMRIBELT 10 MFHF.

FREENRICENIEH RNTHEMERL, thil sprintf(3) # strepy3), BEAEIVER, 2RLEEFRZHEEMS
M EmEmAEBIEE, EEEA snprintf(3) # strncpy(3) RKEX.

12.3.3 Flex —MNEIFH Lex

Flex Z3RA Lex BIPIRIEE D TIZF £ ES.
BJUAER “info flex” &F flex(1) HEIL,

REZRMMECH main()” #yywrap()”. &M, {RHY flex 227, BERGEIHEN, FIFNHMREAETE, X
=EAyywrap” —1N%, "%option main” BRMEITH T”%option noyywrap”.

%option main
%%

.|\n ECHO ;
%%

B —FTTiE, EMREY cc() MSITEE, ReIUERARIFEEZESIED, »-1f17, (BEA”- 11 B9 AT&T-Lex ). TEIX
MIERT, R"EZ %option”.

12.3.4 Bison ——/NE{fH] Yacc

£ Debian B, B/LMRAERME YaccHRERIFIMEMER LR #247 5 LALR BRATRYAERL 2R,

RHEE AT XAV T iRER

bison V:7,1:80 3116 | GNU LALR f#ffres £Ri 22

byacc V0, I:3 258 fB52 4] (Berkeley ) LALR fBAT38 £ R} 58
btyacc V:0, I:0 243 ET byacc BB EREE

Table 12.11: 3#Z Yacc B LALR fBATSs 4 A 221K

BJUAER “info bison” && bison(1) B,

MEEZRHEMFEB2HIB main()” F”yyerror()”. @&, Flex 8IE#”main()” A yyparse()”, EXiAH
Tryylex()”.

%%

%%



https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://packages.qa.debian.org/b/btyacc.html
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12.4

AR T =

AL lint B TR AEBFENHITE N SN,
Sl Indent I T HAEBFEIAITINIBIEE, @ —HMEREFEVEIRICHE,
2Kl Ctags I T HEEMBHEIAEITABRE, BINABEABHRIMNBFERRS| (BFE ) X,

"R

FCEREXAIYmEE2S (emacs B vim) EAF P lint 5| ZHEAFBEIRICIEEF, XLEFHF@I 757 A Language
Server Protocol IR, SERIEFERA. REMNERERR, ERAENLENRBNRE Debian RHEE, 2—1

FFRUIESE,

RHEe TATE XAV | iREE

vim-ale I:0 2591 | BT Vim 8 1 NeoVim B9% % Lint 5|2
vim-syntastic I:3 1379 | vim B A EFEE

elpa-flycheck V0, I:1 808 Emacs IMAERIEBERE

elpa-relint V:0, 1.0 144 Emacs Lisp IEM B & INES
cppcheck-gui V:0, .1 6508 | FRZA C/C++ fREBH T LE (GUI)
shellcheck V2, T:11 18987 | shell FIARY lint THE

pyflakes3 Vi1, 13 24 Python 3 IR R Ne B &8

pylint V:3,1:17 2047 | Python RIBERSKERS

perl V:648,1:990 | 669 e AR SBRMEIREREES: B: :Lint(3perl)
rubocop V:0, I:0 3247 | Ruby BB HTES

clang-tidy V1, 1.9 21 ET clang B9 C++ FIMBRIEETE
splint V0, I'1 2320 | AR ECERbgNIE
flawfinder V:0, 10 205 G 8 C/C++ ERENERZE /AN ITIE
bTlack V:2, 1:10 601 2R RERY Python KRIFEN{L S

per Ltidy V.0, I:4 2493 | Perl FIRGEFHFNEMIZL

indent V:0, 1.7 431 C B RRBENIER

astyle V:0, I:2 785 C. C++, Objective-C, C# Fl Java BIRICIEGEHEES
bcpp V:0, I:0 111 = c+H

xmlindent V0, I:1 53 XML REFERE

global V:0, I:2 1895 | RREMEANE TR
exuberant-ctags | ., ;o 341 | MERRABEXIRE RS

12.5 i

Table 12.12: BFSAB LT LEMTIR

BAREFPREEN—HD., MMEEHFEAIERF, BEBILIR JI—MTFHY Debian EAE, SEBMHBERXHIHIR

=,
wHe TE NEEE
gdb V:11, 1:93 11637 | H gdb-doc BEMER “info gdb”
ddd V:0, 1:6 4105 | A ddd-doc B1iR#HET “info ddd”

Table 12.13: {FIRERTIR



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Language_Server_Protocol
http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
http://packages.qa.debian.org/v/vim-ale.html
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
http://packages.qa.debian.org/v/vim-syntastic.html
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
http://packages.qa.debian.org/e/elpa-flycheck.html
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
http://packages.qa.debian.org/e/elpa-relint.html
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
http://packages.qa.debian.org/c/cppcheck-gui.html
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
http://packages.qa.debian.org/s/shellcheck.html
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
http://packages.qa.debian.org/p/pyflakes3.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
http://packages.qa.debian.org/r/rubocop.html
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
http://packages.qa.debian.org/c/clang-tidy.html
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
http://packages.qa.debian.org/b/black.html
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
http://packages.qa.debian.org/p/perltidy.html
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
http://packages.qa.debian.org/i/indent.html
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
http://packages.qa.debian.org/a/astyle.html
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
http://packages.qa.debian.org/b/bcpp.html
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
http://packages.qa.debian.org/x/xmlindent.html
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
http://packages.qa.debian.org/g/global.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
http://packages.qa.debian.org/d/ddd.html
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12.5.1 EAXH) gdb EHAGS

Debian E/RIERIIAINZERE gdb(1), EREILMREEFRITHIRMEIEEIERF.
IEBATEE I TR SRER gdb REMEXERF.
# apt-get install gdb gdb-doc build-essential devscripts

YFHY gdb BIEREMB LI :
« “info gdb”

« £ /usr/share/doc/gdb-doc/html/gdb/index.html # “Debugging with GDB’

« “tutorial on the web”

XER—MEREMYF, A gdb() & R HE”-9” BIRIZMNEHER=EIFIRER.
$ gdb program

(gdb) b 1 # set break point at line 1
(gdb) run args # run program with args
(gdb) next # next line
(gdb) step # step forward
(gdb) p parm # print parm
(gdb) p parm=12 # set value to 12
(gdb) quit
R

W2 gdb(1) L EBBERLES., Tab 7 RIRTE shell —1+&R8ET1F,

12.5.2 ifit Debian {48

Debian RBEEZIANBAT, FIELZEMN ZHFITZEF S stripped, E UL AXEB5 11X S ( debugging symbols ) 7EiE
ERREGAEEmSEBIR, BT EM gdb(l) X Debian &8, *-dbgsym MEBEEEHR TR, (Flwl, &R
coreutils-dbgsym, FAAFiBiX coreutils) [ERIBREFBEME B ZH#HEIRGEE—EBERM * -dbgsym R
B, BBLEFIR IR G B IS HIRIIALFE debian-debug FYEE, BEZ{SEES (9 Debian Wiki 34 ,

MR—AFERBANREELERME *-dbgsym RHEE, (FREZRWTARHMNERBREMHERKE,

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

B BB LR P

&FIELL bug,

BB AR ERIE 73 Debian lRARHR, PSS EHRIFCFENRGERAER +debugl” B4, WT
FTREBMIFRZITHAR G ERA £/ ~prel” 54,

$ dch -i



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
http://debug.mirrors.debian.org/debian-debug
https://wiki.debian.org/DebianKernel
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WMTFARmEFALRHEEIRATSHREE,
$ export DEB_BUILD_OPTIONS="nostrip noopt”
$ debuild

$cd ..
$ sudo debi package_name*.changes

R

ERERHBNMEMAARRRIE ASIFIRHREER T CFLAGS=-g -Wall” &I,

12.5.3 x5k

LR ZIFE R BRIRAIRT R, e bug BYRY EEMIE RR N EBINER,
ERMTARZ—, FIGEE gdb(l) BRGHEMIER :
- 7£ GDB RV AR

- ] GDB &7 %,

- BIRIERF,

- £ GDB /RN b7,
« SEFHRIVITE:

— EFf “/etc/security/limits.conf” X4, BIIETEARAR:

* soft core unlimited

— shell R FH#A”ulimit -c unlimited”,

— MIXA shell BRFEITIER.

- BRRMIFER =4 — core dump {4,

— 1% core dump X4 %) GDB, F”gdb gdb ./program_binary core”,
- 7£ GDB RRFFHAbt”,

W FEREF S &R RENIE R, FETE TR ctr1-\ 5 ctrl-Cc S&EHIT “kill -ABRT PID” BHIFiETE
F. (BIE 9412 )

AN

BE, REFRHERIEE —1TEES1TE malloc()" 58"g_malloc()". HXMHIRAIEHE, (REERARIEE
BAN, K -EEREEN—NMERHGERIREWEEE SMALLOC_CHECK " 9B 2 (malloc(3)). fRATAE
g FEMF AT gdb BHRE,

$ MALLOC_CHECK_=2 gdb hello

12.5.4 5% gdb &<
BRI

AT ARER 1dd(1) SREHIZ R RIEMRTE,

$ ldd /bin/1s
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so0.6 => /1ib/1libc.so0.6 (0x40030000)
libpthread.so.0 => /lib/libpthread.so.0 (0x40153000)
/1ib/1d-1inux.s0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

1255 &

E7 1s(1) iBZITE chroot ed 3718, UA_EAYEEFE chroot ed FRE 2 7] BB,
2% 946 T,



https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
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e B EENER
(gdb) thread apply all bt E'Jg*ﬁzfif“ﬂ’]ﬁﬁﬁfﬁﬂ%ﬂb

(gdb) bt full

(gdb) thread apply all bt full
10

AU
BIAT 10 MERMEMASHIESR, UIERERAE XSG D

x AY

(gdb) thread apply all bt full # _LEE’JﬂIﬁ ﬁ_?%ﬁl]iﬁﬁ%ﬂ]’;%{
5
B

(gdb) set logging on

€ gdb BIEZmEEIAF FRIARIZE gdb . txt”)

Table 12.14: S% gdb @r < 5K

12.5.6 SIFARERLIAE

7£ Debian 1, B/ AMNSERRBERLAERFE. 805% 94 15,

12.5.7 HI5S X HBRRIEIR

AR —/> GNOME #2/F previewl IgE T — X #iR, BNHBEN —FTEXHENER,

The program ’'previewl’ received an X Window System error.

MRMBIMER, REIUASHEBITIEFIEHMEIN L - -sync” &1, FB#E”gdk_x_error” &

FHRmER,

1258 ARSI TER

Debian EB—LEr]AMAF RN T,

AR ERRTRIR

LRG3 mITE KAV | 15EA

libc6-dev V:247,1:569 | 12048 | mtrace(1): VFI glibc AR malloc

valgrind V:5, 1:33 77683 | ATEIEI B30 70 1T g

electric-fence | V:0,1:2 73 malloc(e) X2

Tibdmalloc5 V:0, I:0 393 AESEERR

duma V-0, I:0 293 E CH C++ EFHPRNEFRZIEFIZZEFRE (buffer under-runs
) B9EE

Teaktracer V:0, 1.0 56 C++ EFATEHERRES

Table 12.15: ATEHREN TEAFIR

12.5.9 &4 ZiHGIFEF

11]\_ILX{EFE_FEE'J7‘3_T jul odeump(l) ﬁ£ﬁ14=_ %U{’%E—n.,o
$ objdump -m i386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

gdb(1) FTLAARRE R RIC 4w,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
http://packages.qa.debian.org/d/duma.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
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LRG3 mITE KAV | 345

make V:151,1:559 | 1592 | 1@ make-doc &It “info make”

autoconf V:30, 1:236 2025 B autoconf-doc BiEf "info autoconf”
automake V:29, 1:235 1837 M automakel.10-doc Bt “info automake”
Tibtool V:25, 1:220 1213 i libtool-doc B f#”info libtool”

cmake V:14, [:111 35698 | cmake(l) BYA. AENRIERS

ninja-build V5, 1:37 428 ninja(l) Bk Make fBe0/NmiIF R 5

meson V2, 1121 3685 | meson(l) 7 ninja 2 EMEEF IMMERS
xutils-dev V:0, I:9 1485 | imake(1), xmkmf(1) &,

Table 12.16: RiZ T EHREBIFR
12.6 #wiFTH

12.6.1 make

Make B@—MEFEFANTHE, —BHIT make(1), make RIZEVAIM X 4 Makefile, BN LR BIRXH#IENE,
MRERFRBPIERXAERE T RE, BLRIEHBRXG, HEBIRXEAREFE, BLAXEXGERTES
kP32

HL S B9EE SN R AT 7R

target: [ prerequisites ... ]
[TAB] commandl
[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

XEMI’[TAB]” 2— 1 TAB X8, B—1TEHITEEB LGS shell iR, TITRER\” RULULHIA, £
F7$$” #iN”$” K3%15 shell BIAFHIF BT EE,

BRIRE XXt R BUBIE R A M LS, Blan, NTFATR.

%.0: %.c header.h

EXE, BnEa T % FN (RECTR@INE ), "% FAFEBLESIRN BirXEFREE—TEZHF A,
BRXGEFER% RRIAENIREHS B EIEKRN,

HiIZE B

$@ EIELT

$< ERRES S

$? PR ITEIE R X

$A AT AR

$* BiriRRH, §* BRILER % LECHES

Table 12.17: BT EMTIR

TET R 15 8H

fool := bar — X RE
foo2 = bar BRTE
foo3 += bar ¥Emn

Table 12.18: TEH RIVTIR

S

iBfT’make -p -f/dev/null” 5 REBAIENLRIFN,



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
http://packages.qa.debian.org/libt/libtool.html
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
http://packages.qa.debian.org/c/cmake.html
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
http://packages.qa.debian.org/n/ninja-build.html
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
http://packages.qa.debian.org/m/meson.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
https://zh.wikipedia.org/wiki/Make_(software)
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12.6.2 Autotools ( B&{t TH)

Autotools F—EHRIELE, WiRTHEAMENFRABMRAEBESITS X Unix RE,

« Autoconf @—“MM”configure.ac” &£} shell BiA&”configure” T HE,
- »configure” B[ BT M "Makefile.in” HWEiR4ER"Makefile”,
« Automake 2—“M”"Makefile.am” £pi"Makefile.in” YT H,
« Libtool — shell I, HMWRNRBHIEHLZERN, BAREMRGNBEMDZ,

12.6.2.1 mIFHLTERER

=R
Y]

HIFRERFFFHIEFHRE, TEFEBZRAXG.

X

13

Debian R&7E”/usr/local” 3”/opt” BR FEIEXH, NRMFEEREBRIFER, IBELRE"/usr/local/” B
xF, BAXFASZME Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

12.6.2.2 EFHIEF

NRMREEBFHBEEMER autoconf(1)/automake(l), INRIFEEICHHFRREHEEEIE, TN TGS RENEE
}-%0

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

&, MR THOBEREHIZIEXEEMIET”/usr/local/” THAXERTLEEZNERA, RoJLBETINTH
BOKBEREMBIANE.,
# find /usr/local -type f -print®@ | xargs -0 rm -f

WMRIRAREE SRR THE, (ReTAEEEA checkinstall #E B checkinstall(®), EiFAIEM—
NEWRIENEER1Z, WE, EXHFLESE “-D” EINAY Debian ZEE,

12.6.3 Meson
REMBERGDIEEHR:
+ Autotools fii F Make 2 £, M 90 XA, ERIBEMERMNESINE, E2EHEN,

» CMake initially released in 2000 improved speed significantly but was originally built on the top of inherently slow Make.
(Now Ninja can be its backend.)

* Ninja initially released in 2012 is meant to replace Make for the further improved build speed and is designed to have its input
files generated by a higher-level build system.

* Meson £ 2013 S ¥]ta %, EMAMRITH, FEARRENI LENMERS, R Ninja {FHERGIR.

S Q£ The Meson Build system” F1”The Ninja build system” B & I B934,



https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Cmake
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Meson_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://mesonbuild.com/
https://ninja-build.org/manual.html
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12.7 Web

BEARMNESRZEMTI ] BN T HiESRIE,
- SMLENEEAFHR HTML F238,
 ERHSTREFZBESNNEEEE web RSB R IZFERILBSHM TS URL EFHZ—,

- ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
— ”http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

« £ URL BmE"%nn” 2EA—1 16 #EIFHFH nn ERE,

- IMETEIRE H: "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.

« Web fR$3 88 LRICGIFEF ((EffI— N program. *”) TEMITHY, #EB=EFA”SQUERY_STRING” IMELE.
- CGI #2FfY stdout RiXFIREEEE, FRARERNIENE web TTERER.

ﬁﬂztc%%@. BFAEBECMLREHET CGI S8 HFZ. 7E Per 1 #l Python R AWM BAERTTLAEH. PHP HEIS
XUETHEE. HEBEE P IREURTZERT, a]{ERHTTP cookies . HEBAIEE F ik HUIEA, & FFJavascript.
BZER, &0 BAMXEO, Apache RHEE R, Fll JavaScript.

BEER ,“)(U""%Ei{ﬂiﬂ:qﬂﬁu)\ http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial FiB] ATE Google F1¥% “CGI
tutorial”, iXR7E Google AR5 28 EEE CGI HIRBITHIF A%,

12.8 RAIEEER

R IBEIRIER,
eSS TE XV | XBEE 1iBH
perl V:648,1:990 | 669 AWK - PERL| IEEXRSIN AWK %3 %5 PERL: a2p(1)
f2c V-0, I:2 442 FORTRAN - (. fEJEXHE X FORTRAN 77 3&#pY, C/C++: T2¢(1)
intel2gas V:0, 1.0 178 intel > gas K NASM (Intel #8=) F=3REk GNU JLERTZER (GAS)

Table 12.19: JECIB55R T HYFR

12.9 #l{F Debian &

WNRRBHIE— Debian €1, FIETEAR,

- 2 EEREANEEERS

- 5 2713 HIEREANBELE

« 55 9.11.4 THIEMEARR chroot KK

- debuild(1) 1 sbuild(1)

« % 1252 TYRIFFREE

+ Debian #£3F& 1553 (debmake-doc B)

+ Debian 2 ESEF (developers-reference &)

* Debian KEEFAft (debian-policy &)

debmake, dh-make, dh-make-per 1 X8, WREGBITEILRE, hEREH.



https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/Apache软件基金会
https://zh.wikipedia.org/wiki/JavaScript
http://www.google.com/search?hl=enamp;ie=UTF-8amp;q=CGI+tutorial
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
http://packages.qa.debian.org/f/f2c.html
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
http://packages.qa.debian.org/i/intel2gas.html
https://www.debian.org/doc/manuals/debmake-doc/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
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Appendix A

Bl 3%

AXHEHER

A.1 Debian *Z

Linux RAR— M EEAMETENNINERANTETS, A, FIERAENLIINEHFIESSE. EAIF PostScript
ROFTENHUECE LPR FTENHIBAGI, BIRNFHIF. (EMERFT CUPS RARFNETRAZHINE, MABREBRIA, )

E—KZEMFERAMEM# “SOURCE CODE” , EIFE EMERIEIERE, TE—LSEHI| HOWTO F1 mini-
HOWTO, Ef15TIEME, BAETASWUTRMEATIET KA, ATEBEN®S, HEMNSEKKLN HOWTO
i EFXK,

HAEEXA “Debian SEFM (kA 2.103 )" (2023-09-05 13:43:04 UTC ) BEEEBNTE Debian %= BEAFMAIAL], H
iR M —NFRIE & A,

A2 HRWASE

Debian & F Mt F ( Osamu Aoki<osamu at debian dot org>) &2, FEEA— M ARRETEEIL, EFNFSA
BT MDebian P HBAFIRFNEM Debian X FIRIXFHIRE,

ER 4N T SRE Josip Rodin KIEINZIE (Josip Rodin ZEDebian SXH4ITE (DDP) FIE%5ELK ), “Debian SEFM (5
—hR, 2001-2007 )" AT DDP A4 —5,

6 Ff5, HEIREIFRRH “Debian SEZFM (F—HR ) WBMKIA, EHBREHRESAR, Y “Debian SEFM (F
ZhR )" 7E 2008 F A&,

HELZFH T Debian SEFM (hRA 2)” KRAIEHFHAVIERD (Systemd, Wayland, IMAP, PipeWire, Linux %% 5.10), Bk
T HAIERR (SysV init, CVS, Subversion, SSH 1 ¥, 2.5 M4 Z BRI Linux A#%). Jessie 8 (2015-2020) kR AHIE SR, SHEE
EHRBE I REBR B,

X N"Debian 2% Ffiff (version 2.103)” (2023-09-05 13:43:04 UTC) B & 7 KB4 Bookworm (=stable) 1 Trixie (=testing)
Debian kR Z<,

HIEMERMRZ, JTLOET TENRERER,
« “Linux FA P F M Larry Greenfield (1996 £ 12 B)
- ZXHEWEFRE (Debian #HFE) X
+ “Debian #4#2” Havoc Pennington (1998 ££ 12 A 11 H)

— EB43H Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer # Ivan E. Moore Il 55



http://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
http://www.ibiblio.org/pub/Linux/docs/linux-doc-project/users-guide/user-beta-1.pdf.gz
https://www.debian.org/doc/manuals/debian-tutorial/
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— ZHEM SR (Debian GNU/Linux: Z3FEAFM) UL
« ”Debian GNU/Linux: Z3&F{EFFM” John Goerzen F1 Ossama Othman (1999)
— ZXHE (Debian EEFM (FE—hR )Y BUX

RGBSR — LR R, feiEd TEASTRKER,
« ”Debian FAQ” (2002 £ 3 AhRk7s, ZAtREH Josip Rodin £3P)
HEASHN—LREEFEMNRE, seBEd TEHNATRER,

« ”Debian EEF Mt (35 —hR)” Osamu Aoki (2001-2007)
— F 2008 FEHHXANFiH”Debian SEFM (EhR)” BUL,

SERIHY “Debian SEFM (B—HR)" HIFSTIEECIE.

» Thomas Hood @M E T HNETEAB IS

* Brian Nelson 3R TI8 7 X F X # VCS BIEX E#

+ Jens Seidel WM AFNFZ ABTHEIEIRH TEE

+ David Sewell #1T T K2R

- REFIFE. RAE bug MEBWIFS R1Ek

Debian ZAHRTFZWEBPTTEFERNEARARIEAXNENEESE. £ LEENEF LUERTATER
MFFST, LERHOME N, ML ONmE, ISR XL NFI1E AR IEAIEIEE 5.

gdb IFIXEZAVIEIRE A T H BDebian EERNFRICEM R LS, iIX 24 Ari Pollak, Loic Minier, ¥l Dafydd Harries EE#Y.

RT EEIRFIAVERSD 29, “Debian SEFM ( BRAS 2.103 ) (2023-09-05 13:43:04 UTC )" HIARBHRABTEHRECHW T
£, —ETEMEBHNSNREHITER.

fF& Osamu Aoki fELLRBIFFBEXEEFIEF B4 THEEIA.

A3 EIRAASZENLF

ZS ARV E R P S ENE, 18T Debian AR XEBHIIRBEITIE, BAEIFETIEEIT weblate 1T, RIPAFKLLE
iBiT weblate Z1NENi¥: https://hosted.weblate.org/projects/debian-reference/translations/-
zh_Hans/

ZIN B S SALERIT AR, W AKTE weblate 25, BENF SR, o] UAE BN,

Debian B A MGt & EE THITWRFHEIZMER: https://www.debian.org/doc/manuals/debian-reference.
index.zh-cn.html

ZFMEREERFE R debian-reference-zh-cn
BAMTI): https://packages.debian.org/testing/doc/debian-reference-zh-cn

VN

7 testing WREH KEHBEMLLR LN, KKNRE apt FE@IRE T testing J§, MU EHEHA
apt-get install debian-reference-zh-cn S EHRIZINGE, TRINGERE, FeUERYLE pdf 18
(/usr/share/debian-reference/debian-reference.zh-cn.pdf ) B,

SHZF A ERIFHVE R BN, LK ZRTE Debian &8 FR 3 HRHF 71 R 1T E:



http://archive.debian.net/woody/debian-guide
https://www.debian.org/doc/manuals/debian-faq/
http://packages.debian.org/search?keywords=debian-referenceamp;searchon=sourcenamesamp;exact=1amp;suite=allamp;section=all
https://zh.wikipedia.org/wiki/Fair_use
http://wiki.debian.org/HowToGetABacktrace
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://packages.debian.org/testing/doc/debian-reference-zh-cn
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* debian-chinese-gb dot lists.debian.org

* debian-110n-chinese dot lists.debian.org

(Debian SEFM) (FEhR ) ENFEXEIBERITUT:

St E 28 1EE]:2017-09-19

(—) RXIFERTE!

FMEXE 7638 NFAFE, 82658 Ma, HIAR pdf X, B 271 01,
(D) BnEEn

zh-cn.po X git ¥)iR1RX HEAA:

commit 20948e15ffa@05b6b4b6c6dd3612833f01368T09
Author: Faris Xiao
Date: Wed Jun 29 18:59:03 2016 +0800

Chines init version po copy from templates.pot

FANEIR 15 NARESEIA, FER T 2 ERENE,

(=) it BRYE

weblate FIFF T, 2B 688 X git I3,

git log zh-cn.po|grep commit|wc -1

688

(m) 251 R

M weblate 01 git BELR T, 5E/EH 26 UFIFTEAE,
TBENRFRE:

chimez Dongliang Mu John Zhang Liang Guo zlffcn Zunway #ll B #X.Z= ZQ Anthony Fok mao CGH Jiagang Xu rainysia Xie
Yanbo Zhang Rui zhangmiao wenqin chen Zongren Zhang scmarxx Boyuan Yang zlf chiachen Philip Ye 2 2 Lou Letian B

235

A4 STHEAEI

Bal, ZX[RIBXEER DocBook XML XHS1E, IR A ] #R5E1% HTML, 84, PostScript # PDF, (&R

SERREIIER. )
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